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ABSTRACT

The Global Positioning System (GPS) has been proved to be exposed
to several cybersecurity attacks, due to its intrinsic insecure design.
GPS spoofing is one of the most easiest, cheap, and dreadful attacks
that can be delivered: fake GPS signals can be sent to a target device
and make it moving according to a pre-computed path.

Although some proposals exist to discriminate between legit-
imate and rogue GPS signals, those solutions are still difficult to
deploy, since they resort to special hardware capable of identifying
physical properties of original GPS signals.

In this paper, we propose a brand new approach, exploiting the
broadcast signals transmitted by the mobile cellular network infras-
tructure to validate the position received by the GPS infrastructure.
In detail, we provide several contributions: (i) the architecture of
our solution; (ii) the analytic models related to the GSM infrastruc-
ture, including the number of in-range base stations, the distance
to the base stations, and the received signal strength; and, (iii) the
results achieved via an extensive measurement campaign, carried
out by first collecting GPS signals while driving for more than 158
Km, and then using these data to build an experimental model for
the evaluation of the performance of our technique in the detection
of a wide number of emulated spoofing attacks.

Finally, we also tested our solution against a real GPS spoofing
attack. We proved it being able to guarantee 0% false positive and
100% detection with an almost negligible delay—all the system pa-
rameters being finely tunable, allowing for a wide range of possible
trade-offs.
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1 INTRODUCTION

Systems and technologies rely more and more on the use of posi-
tioning and navigation technologies, such as the Global Positioning
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System (GPS), to provide enhanced services to their users [4]. In-
formation derived from the GPS technology are used for a wide
range of applications, from location based services up to the sug-
gestion of the optimal path to reach a specific destination. All the
GPS receivers get the signals from dedicated satellites, and derive
their location based on the estimation of the signal time-of-arrival.
Thus, the availability and reliability of those signals is of critical
importance to guarantee high levels of Quality of Service (QoS), as
well as effective positioning and path decisions [6, 12, 24].

This is especially true for smart navigation systems, heavily rely-
ing on GPS information to travel from a given source to destination,
and to select the most appropriate path according to traffic informa-
tion [30]. Indeed, smart navigation systems strongly rely on GPS
infrastructure and either jamming or GPS spoofing could signifi-
cantly affect their effectiveness, as well as the safety of their users
[17]. Indeed, differently from military-use GPS systems, civilian-
use GPS systems are neither encrypted nor authenticated—hence
being prone to cybersecurity attacks [27]. The threats to GPS are
also exacerbated by the wide availability of cheap Software Defined
Radios (SDRs). SDRs can easily forge GPS signals and deviate the
target device from its intended path [19]. Since real GPS signals are
very weak in power (as they are received from very far satellites),
fake signals can be easily superimposed and let the receiver/user de-
vices deviating from the real position, causing severe threats to the
security and safety of the users [8, 28]. For instance, in the context
of semi-autonomous assisted-driving vehicles (such as transporta-
tion trucks) assumed throughout this paper, malicious adversaries
can inject fake GPS signals with the objective to deviate selected
vehicles from their intended truck, e.g. to exhaust fuel resources,
to steal such vehicles, or to crash them.

Over the last years, several solutions have been introduced
to cope with the above threats (see Sec. 2 for a comprehensive
overview), but they either rely on the access to the physical prop-
erties of the GPS signals (Doppler effect, direction of arrival, and
so on), or they require additional modifications to the underlying
hardware components, e.g., resorting to phased antennas arrays.
Thus, they all require specific hardware that, in the vast majority
of the cases, cannot be easily integrated with the already existing
ones. In addition, while existing solutions are effective at only
detecting an ongoing attack, they do not provide any backup local-
ization/navigation solution.

Contribution. We propose a GPS spoofing detection and mit-
igation technique exploiting the signals received by the mobile
cellular network. Our solution compares the information received
from the GPS infrastructure with that ones coming from the Base
Station (BS) belonging to the mobile cellular network, its position
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being static and publicly available. To evaluate the effectiveness of
our solution, we conducted a wide measurement campaign driving
more than 150km for about 10 hours, while gathering data from
a real GSM infrastructure. These data have been used to build
three analytic models including: (i) the number of in-range BSs,
(ii) the distance between the user and the BSs, and finally, (iii) the
Received Signal Strength (RSS) at the user side, further used to test
the performance of our technique against GPS spoofing attacks.

Finally, we provide the details and the results of a real GPS
spoofing attack and related detection. We prove that our solution
can detect all the spoofing attacks while experiencing zero false
positives and a detection delay of less than 115 seconds—that is,
experiencing a maximal deviation from the planned path of just
1.75 Miles when traveling at 55Mph.

Paper organization. The rest of this paper is organized as fol-
lows: Sec. 2 provides an overview of the related work, Sec. 3
introduces the scenario, the adversary model, and the equipment
adopted in our work, while Sec. 4 introduces a high level overview
of our proposed spoofing detection scheme. Sec. 5 describes the
data collection strategy and the analytic models of the cellular net-
work deployment, adopted in the subsequent Sec. 6 to provide
the performance of our solution against several emulated spoofing
attacks. Real spoofing attacks are introduced in Sec. 7, where we
also assess the validity of our solution to thwart them. Finally, Sec.
9 tightens conclusions and draws our future research activities.

2 RELATED WORK

The vulnerabilities of GPS to spoofing attacks are well-known in
the current literature and, especially in the context of turn-by-turn
navigation, new threats are arising, as demonstrated by recent
attacks such as [31].

Indeed, in the very recent period, there have been several contri-
butions focusing on methods to detect GPS spoofing attacks. One
of the relevant directions to detect spoofed GPS signals is to recur
to an higher number of receivers, i.e., to location diversity schemes.
To provide a few examples, authors in [11] focused on the tech-
nique of multi-receiver GPS spoofing detection, aiming at detecting
malicious spoofing signals by exploiting positions from several GPS
receivers deployed in a fixed constellation. Specifically, the authors
investigated how previous models can be improved due to the corre-
lation of errors at co-located receiver positions, and they concluded
that the receivers could be either located very close to each other,
improving the overall applicability of the countermeasure. The
use of many GPS receivers is exploited also by [7], introducing a
signal authentication architecture based on a network of coopera-
tive GPS receivers. A receiver belonging to the network correlates
its received signal with those ones received by other receivers to
detect spoofing attacks. Similarly, in the context of vehicular com-
munications, authors in [13] proposed a decentralized scheme for
the detection of GPS spoofing. In this scheme, vehicles exchange
their measured GPS code pseudo-ranges with neighboring vehicles
using dedicated short-range communications. The vehicles then
perform linear operations on the exchanged GPS data and derive
independent statistics that are related to the measurements of each
neighbor. Using these statistics, a vehicle implements a cumulative
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sum procedure to locally detect high correlations in the time of
arrival of spoofed GPS signals. However, this technique cannot be
applied when the vehicle cannot communicate with other vehicles
in the range. Also in [33], the authors proposed a system based on
two different antennas, in order to evaluate and compare the arriv-
ing direction of the GPS signals. Thanks to the redundant design,
the system can detect GPS spoofed signals as they arrive all from the
same directions, while this is not true for the genuine GPS sources.
However, all of the above schemes can be applied only if a certain
number of receiver antennas can be deployed. If a single receiver
is available, they cannot be setup. With reference to desert and
open areas, [23] recently proposed a location verification scheme
using meteor burst communications to detect GPS spoofing attacks.
Unfortunately, this method requires a dedicated infrastructure to
be setup, and could not be used for urban scenarios.

In the context of avionics communications, authors in [10] pro-
posed Crowd-GPS-Sec, a spoofing detection mechanism that nei-
ther requires any updates of the GPS infrastructure nor of the
airborne GPS receivers. In contrast, Crowd-GPS-Sec leverages
crowdsourcing to monitor the air traffic from GPS-derived position
advertisements that aircraft periodically broadcast for air traffic
control purposes. Specifically, spoofing attacks are detected and
localized by an independent infrastructure on the ground which
continuously analyzes the contents and the times of arrival of these
advertisements. In the same context, the contribution in [9] de-
tects and localizes spoofing devices by utilizing the information
provided by a large-scale air traffic surveillance system such as
Opensky-network, dedicated to the monitoring of the air traffic.

Authors in [21] introduced SPREE, a spoofing detection mecha-
nism using a technique called auxiliary peak tracking. SPREE does
not rely on GPS signal authentication and therefore can be used
to detect both civilian and military GPS spoofing attacks. Despite
being designed to be standalone, without depending on other hard-
ware such as antennas, additional sensors or alternative sources of
location information (like maps or inertial navigation systems), it
requires the access to the physical GPS signals, rarely available in
regular receivers.

With reference to the specific constraints of Internet of Things
(IoT) devices, authors in [1] proposed a novel GPS spoofing detec-
tion scheme based on hardware oscillators. The scheme depends
on measuring the frequency drift and offset of a free-running crys-
tal oscillator with respect to the GPS signals. The receiver only
trusts the on-board free running local oscillator, and the intrinsic
properties of these oscillators exhibit a strong correlation with the
authentic GPS signals. However, it requires the access the on-board
oscillator, not enabled in regular GPS receivers.

The use of information provided by other auxiliary networks as
a validation or a backup to the legitimate GPS infrastructure has
been investigated by only a few solutions. However, these contribu-
tions are mainly focused on the localization task, and aims either at
increasing the accuracy of the location estimation in indoor scenar-
ios or to provide a rough localization when the GPS system is not
available. For instance, the authors in [20] proposed a novel method
to detect GPS-spoofing based on monocular camera and IMU sensor
of a UAV. With reference to the use of information coming from the
cellular network, the authors in [14] shows that a rough localiza-
tion of an indoor user can be achieved by processing information
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from seven or more cooperative localization users instead of the
main stream approach of using only three or four information trans-
mitting users or anchors (base stations3Z recently proposed a
novel localization scheme called NextMe, which is based on cellu-
lar phone traces, leveraging the fact that mobile call patterns are
strongly correlated with the co-locate patterns. Such correlation is
extracted as social interplay from cellular calls, and used for loca-
tion prediction from temporal and spatial perspectives. Similarly,
the authors in B] proposed an accurate and calibration-free mobile
device localization algorithm in cellular networks, exploiting the
mutual Received Signal Strength (RSS) between base stations.
However, despite being strictly related, localization and spoo ng
detection are two separate research topics and require di erent
system design choices. While localization solutions are willing to
replace GPS or provide rough location estimation when GPS signals
are not available, spoo ng detection techniques are designed to
work aside with the GPS, raising alarms and providing corrections
only in hazardous situations, where inconsistencies are detected.

3 SCENARIO AND ADVERSARY MODEL

In this section we introduce the scenario tackled in the paper, the
adversary model, and the equipment used for performing the mea-
surements and assessing the e ectiveness of our solution.

3.1 Scenario

Figure 1 shows the system and adversary model adopted in this
work.

Figure 1: The communication scenario.

Our solution perfectly ts every scenario involving aentity
that resorts to the GPS infrastructure to move fronsaurceo a
destinatiorposition. Some examples include, but are not limited to:
(i) a tourist walking in a city; (ii) car/motorcycle sharing services;
(iii) a truck pulling a trailer of goods; and, (iv) a ying autonomous
drone. Without loss of generality, in the following we consider
a pretty standard yet relevant scenario where a user, provided
with a Mobile Terminal MT), resorts to a semi-assisted navigation
system to drive a truck (as depicted in Fig. 1) from a source to a
destination, leveraging the GPS infrastructure for the turn-by-turn
navigation. TheMT is able also to receive information from the
mobile cellular infrastructure, i.e., GSM, 3G or LTE, and to leverage
these information to validate the position obtained from the GPS.
Since the moving entity should be close to the ground (given the
presence of a cellular network), our solution does not t scenarios
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involving either airplanes or ships, that already leverage dedicated
techniques 10. Table 1 summarizes the notation used in the paper.

Table 1: Notation summary.

BS Base Station of the mobile cellular network.
infrastructure.
MT Mobile Terminal: the entity moving from
a source to a destination position.
XGPs Current GPS position of the MT.
latgpst® | Current Latitude GPS coordinate of the MT at time instdnt
longps!t® | Current Longitude GPS coordinate of the MT at time instant
Yest Estimated position from the cellular
network.
RS$U®° Received signal strength from thiéh BS at timet .
de Error distance betweeXgps andYest .
Threshold to considede as an anomaly.

The following de nitions will be also considered:

De nition. We de ne Current positiorthe position of theMT
estimated from the GPS network infrastructure. This position can
be made inconsistent (i.e., not real) when the adversary spoofs the
GPS infrastructure by transmitting fake signals to the mobile node.

De nition. We de ne Estimated positiothe position computed
by the MT by exploiting the mobile cellular network infrastructure.
The MT exploits the in-rangeBSs to de ne a plausibility area for
its position.

3.2 Adversary model

Our adversary model involves a malicious user willing to divert
the moving entityMT from the original intended path. One of the
cheapest way for an adversary to reach the above goal consists in
resorting to the usage of 8DRand a GPS spoo ng software. Note
that this set-up makes the attacker really powerful, mobile, and
di cult to identify. Indeed, the adversary tunes th&SDRon the
GPS frequency (1,575.42 MHz) and it starts spoo ng the acBR$
emitting messages with the same identi ers and the same format
of legitimate satellites.

Given that the legitimate GPS signals are characterized by rela-
tively low power levels, the spoofed signals can be easily superim-
posed and théM T, not being able to discriminate between the real
and the spoofed signals, will lock to the spoofed signals, deviating
from its intended trajectory.

The aim of our solution is to leverage the messages received from
the mobile cellular network to detect the ongoin@PSspoo ng
attack, as well as to assess the real position of RhE. It is worth
noting that, once spoo ng is detected, further measures could be
taken, such as raising an alarm about the ongoing attack.

We assume the adversary is not able to either compromise any
of the BSbelonging to the cellular network or to compromise the
MT, which is assumed to be a trusted device.

Figure 2 wraps up on the adversarial model and the envisaged
spoo ng attack. When theMT (a truck in the gure) is moving in
a benign scenario, the current position (path) and the estimated
one are consistent. Of course, in a benign scenario, the current
position is consistent with the one retrieved via the GPS (black
straight line). At a certain time, the adversary performs its attack
spoo ng the position of theMT. The spoofed position is setup by
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the adversary such that th#T still assumes to be moving towards
the destination point, while it has actually been diverted towards
a completely di erent direction (black dashed line). However, the
MT might compare the spoofed position coming from the GPS
with the estimated position retrieved from the cellular network; a
di erence between the two positions could be leveraged to declare
being victim of a spoo ng attack.

Figure 2: Adversary model, spoo ng attack, and BSs esti-
mated position.

4 GPS VALIDATION VIA MOBILE CELLULAR
NETWORK

A core component of our spoo ng detection algorithm is tidT
location estimation procedure, that leverages the mobile cellular
network infrastructure.

Our solution exploits the beaconing messages transmitted in
broadcast from thd8Ss to compute a rough localization, whose aim
is only to validate the position provided by the GPS infrastructure,
as depicted in Fig. 3.

Figure 3: Rough location estimation: three BSs (B1, B2, and
B3) uniquely identify an area ( uncertainty area).

Three or moreBS keep transmitting beacon messages, that de-
ne the uncertainty areai.e., the area where messages are received
by a mobile receiver. We assume tMT belongs to that area, and it
can retrieve the GPS coordinates of the transmittiB& (they can
be either pre-loaded or dynamically acquired via Internet). Note
that the BSs can be uniquely identi ed, and that their positions
(Xi;yi) are publicly available. Therefore, tRdT might estimate its
approximated position as a function of the in-ran@gs, e.g., by
averaging the geographical positions of the BSs.
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We highlight that, unlikely other solutions in the literature, our
MT location estimation technique does not resort to the Received
Signal Strength (RSS) for the estimation of the MT-BS distance.

[

/* Online computations at time t = KT, with 0 K< 1 */

let Xgpsit®=satgps!t? longpsit®be the GPS position at the time t.

let N1t°be the number of in-range BS attime t.

let BSID Unique identi er of the i-th BS.

let Xgs; =>latps;; longs; ¥be the GPS position of the i-th BS.

let RS $t° be the Received Signal Strength of the signal received from the i-th BS at the
time t.

let spoof_vector be the vector logging the detected anomalies.

o A w N

-~

9 while truedo
/* Retrieving BSs coordinates *
10 MT retrieves BSs's coordinates from the Internet exploiting the recei3sl| O .
/* Remove outliars */
11 Remove (potentialy) BSs whose distances from the other BS are more than three

scaled Median Absolute Deviation (MAD) away from the median;
/* Generate a weights' vector to take into account stronger signals as

more reliable. *
12 Compute the weightsv = »w1q; wp; :::; wy j¥dor each of theN  J remaining
BSs;
/* Estimate the MT position combining the BS distances. */
13 Compute the weighted centroi¥est = datygg;; 0Ny, g, ¥of the positions of the
remainingN  J BSs;
/* Compute the error distance de */
14 delt®=Yest Xgpsit
/* Validate Xgps with Yest against a pre-defined threshold. */
15 if delt® then
/* Anomaly detected. */
16 spoof_vector[i] = 1;
17 end
18 else
/* Anomaly not detected. *
spoof_vectorfi] = 0;
20 end
21 if detect_spoo ng_from_anomalies(spoof_veitten)
22 | Raise Spoo ng Alarm;
23 end
24 else
25 | Spoo ng Not Detected;
26 end
27 end

Algorithm 1: Pseudo-code of the GPS spoo ng detection algo-
rithm.

Algorithm 1 provides the pseudo-code of our proposed solution.
Our algorithm is triggered on a tunable time basis, e.g., every
100nsin the measurements we have collected for this work. Every
T seconds, the algorithm processes the following information: (i)
the GPS position of th#T, i.e. Xgpdlt® = satgpdit®longp ity
(i) a unique identi er BSID of the i-th BS constituted by Cell ID
(CID), Location Area Code (LAC), and the Mobile Network Code
(MNC); and, nally, (iv)RSSt°, that is the received signal strength
associated to each signal received from a given BS.

Overall, our algorithm relies on a ve-step procedure:

Leveraging theBSID to retrieve the BSs position;
Removing BS outlier;
Estimate MT position as a function of the BSs distances;
Detect possible anomalies; and,
Decide whether to declare a spoo ng attack.
The details of these steps are provided in the following.
Retrieving BSs positions from the Base Station ID. For each
BSID, the MT retrieves the actual position of théh BS Note that
the BS position could be retrieved from the Internet or looked for
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in a pre-loaded data structure.

Removing outlier BS. When theMT moves around, it might re-
ceive and collect data from anchors that are far away with respect
to its current position. Such anchors negatively a ect the afore-
mentioned uncertainty area (that is, enlarging it) due to the high
error in the distance between thE!T and theBS In each time-slot,
we select and discard all thBSwith a distance, measured with
respect to the otheBSs in the same set, greater than three times
the Median Absolute DeviationJAD) this latter value computed
over the median of the distances.

Estimate MT's position as a function of the BSs distances. We
adopt a weighted-centroid computation technique to estimate the
position of theMT. The rationale is to weight thS as a function

of their RSSralues, such thaBSs that are closer to théT, having
higher RS$are considered more reliable. Therefore, we consider
the exponential distribution function in Eq. 1

X

y=1 fix; °=1 L ; 1)

wherex are the normalized and sorteldSSralues, and is the
mean parameter. Eventually, the weightg are computed as the
normalization of the elements iy, asw; = 4—,%"— These weights

i=1J1
are then used to compute a weighted centroigst, as shown by
Eqg. 2.

#
1 (2)

@&

0]
IatBS Wi ;
i=1 i=1

Yest = laty,g;lony,,, = longs Wi

Itis worth noting that the value of the mean in the exponen-
tial Probability Distribution Function PDF (Eg. 1) in uences the
relative di erence between the weights. If is close to the value
0, the BSs reporting the strongesRSS are more in uential in the
computation of the positiorYest. Conversely, if has an higher
value, the weights will be more homogeneous, and thus, R&S
will have a minor in uence on the nal centroid estimation.
Detecting anomalies. When the error distancele, obtained as
the distance between the GPS positi¥g p sand the position esti-
mated as the centroid of all thBSMT distances, is greater than a
given threshold , i.e. dg't® , an anomaly event is detected and
a counter, namelygnomaly), is incremented. Note that an anomaly
does not lead directly to a spoo ng attack.

Decide on spoo ng event. As it will be clear in the following, a
spoo ng attack cannot be declared by evaluating only one sample
or, equivalently, a single anomaly the false alarm rate would be
unbearable. Indeed, the estimated position by B, i.e.,Yest,
might be a ected by a signi cant error that, in turn, might raise a

lot of false positive alarms. Therefore, we consider a temporal se-
guence of events, and we decide to declare the MT being subjectto a
spoo ng attack when a pre-de ned number of anomalies is experi-
enced by theMT (as it will be clear in the following Sections). This
procedure, implemented by théetect_spoo ng_from_anomalies
function, allows us to lter out spurious events (false positives),
while enabling the detection of a real spoo ng attack.
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5 EQUIPMENT, DATA COLLECTION, AND
MODELLING

In this section we introduce the details of our measurement cam-
paign, including the software and tools used for data acquisition, as
well as the theoretical models we designed to t our measurements.

5.1 Equipment and tools

Figure 4 shows the equipment used for our measurements and for
the spoo ng attack.

Figure 4: Equipment set-up for the measurement and for the
Spoo ng attack.

The details of our equipment are reported in the following:

Smart-phone. We adopted a smartphone running the
Android Operating System version 8.1.0, kernel version
4.4.95+, equipped with a MT6739 Quad Core processor run-
ning at 1.3Ghz, 8GB of ROM memory and 1GB of RAM
memory. The smartphone features two Subscriber Iden-
ti cation Module (SIM) cards, thus being able to receive
messages from two di erent operators at the same time.
Software De ned Radio (SDR). We adopted the HackRF
One [15 as Software De ned Radio to perform the spoof-
ing attack. HackRF One is an open source hardware plat-
form that can be used as a USB peripheral or programmed
for stand-alone operation for either transmitting or receiv-
ing radio signals in the range from 1 MHz to 6 GHz. The
HackRF One has been equipped with a Temperature Com-
pensated Crystal Oscillator (TCXO), used to provide much
higher levels of temperature stability than the ones that
are possible to achieve with the default crystal oscillator.
GPS Spoo ng application. To carry out the GPS spoof-
ing attack, we consider the publicly available tool GPS-SDR-
SIM [5]. GPS-SDR-SIM generates GPS baseband signal data
streams, which can be converted to RF using the HackRF
One. In addition, GPS-SDR-SIM allows to spoof either
xed positions or moving ones, creating very e ective GPS
Spoo ng attacks.

Android application. We developed a dedicated Android
application to collect information from both the cellular
network and the GPS infrastructure at the same time. The
user can specify a sampling peridd then, everyl seconds,

the application logs the information from the in-rang@$
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(by calling the Android methodgetAllCellinfy and the
current location of the smartphone (MT) obtained via the
GPS (using the Android methodsquestLocationUpdates
andgetLastKnownLocatiaf the LocationManagdibrary).
Then, it generates a log- le with all the above information.
Spoo ng detector software. The spoo ng detector has
been implemented in Matlab R201®blt takes the log
le from the smartphone as input, and it provides several
statistics, as well as the spoo ng detection decision for
each considered time frame.

Our experimental measurement campaign has been carried out
by driving around a car and collecting information with the in-
house developed android application. Data are acquired eVery
100ns, collecting information from two di erent cellular network
operators in our country (Qatar), including both Vodafone-Qatar
and Ooredoo. EacBSis speci ed as a unique combination of the
CID, the LAC, and the MNC. As for the position of tH&Ss, we
retrieved them from the InternetZ9[ 16. It is worth noting that
the map of theBSs could be also built in advance, especially for
recurrent paths, simply navigating the path while, at the same time,

Figure 5: Geo-located paths and BSs positions.

Table 2: Measurement paths and their description.

logging the BSs identifying data. ID  Dist. (m) Durat. (s) Speed(m/s) N.Events
Finally, all our measurements have been collected by using the 1 9084.23 1205.65 8.28 6319
2G cellular network technology. Although our smartphone is able 2 6034.85 628.10 9.61 6282
to log information from both 3G and 4G, the number of deployed 3 6708.56 921.50 7.28 9216
anchors for such technologies was signi cantly less than the num- 4 10199.55 1284.76 7.94 9362
ber observed for 2G. Since our solution is signi cantly a ected by 5 23165.00 2066.38 11.21 20057
the density of theBSs but not by the underlying technology, be it 6 25462.06 1895.77 13.43 18059
3G, 4G or 5G , we choose to focus on 2G BSs. 7 22636.34 1866.93 12.12 16802
8 14138.03 1273.80 11.10 11767
5.2 Measurements description 9 24067.50  1955.80 12.31 18632
We collected 10 di erent traces (paths) in the city of Doha (Qatar) 10 16286.16 2002.35 8.13 19072
as depicted in Fig. 5. Solid lines show the di erent paths, while Total 158682.28 15101.05 10.14 135569

black dots represent the GSBISs identi ed combining the CID,
LAC, and MNC captured by our measurements and cross checked

against the data extracted from the previous mentioned websites.
The measurement playground is a rectangle of about 20.36Km
15.71Km, for a total area of 3191@82. TheBSs are mainly deployed
along the streets, with an higher (unsurprisingly) concentration in
densely populated areas (e.g. upper left corner of Fig. 5).

Table 2 provides a high level description of the collected traces.
For each path, we report the distance (in meters), the duration

Distance between BSs and MT; and,
RSS estimated by the MT.

Number of in-range BSs. Figure 6 shows the complemented
Cumulative Distribution Function (1-CDF) associated with the num-
ber of in-range anchors experienced by tMT. For instance, the
probability that theMT experiences at least 8 in-randgSis about
0.32. The inset gure represents the associakdF, i.e., the proba-

(in seconds), and the average speed (in meters per seconds). Pattpility for the MT to experience exactly a given number of (in-range)

lengths span between about 9Km to about 25Km, with di erent
average speed depending on the tra c conditions. We took partic-
ular care on the choice of the paths, in order to capture the most

anchors. We observe that the number of in-range anchors spans

between 2 and 14 with a median value equal to 7.
The solid blue line in Fig. 6 represents the best t distribution

di erent and heterogeneous phenomena related to the anchors de- according to the Maximum Likelihood Estimat¥(E) technique.
ployment. We generated a rich dataset, that will be available for We found that the best tis a negative binomial distribution, hav-

download at P], consisting of an overall distance of about 158Km
collected in about 10 hours.

5.3 Measurements, statistics and modelling

In the following, we design the statistical models that will be used
later on for emulating the spoo ng attacks, based on the real mea-

ing parameters = 1683andp = 0:7Q respectively. Thus, the

following Eq. 3 yields:

+
Porpe= P p ®
with x spanning between 2 and 14, i.2., x 14

Distance between BSs and MT. Figure 7 shows th&DFasso-

surements discussed above. Our statistical models capture the gjated with the distances amongT and all the in-range anchors.

following mobile cellular network patterns:

Number of in-rangeBSs (hereby referred also as anchors);
6

We observe that the median value is about 790 meters, while the
guantile 0.9 is about 2.11 Km. The inset gure, instead, represents
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Figure 6: Probability to experience at least a given number of
anchors. The inset gure represents the probability density

function associated with the number of in-range anchors,
while the blue solid line is the best- t distribution.

the Cumulative Distribution Function@DF associated to the dis-
tance between thT and the anchors. It is worth noting that the

probability that the distancéMT-BSis less than 2Km is about 0.9.

Finally, we performed a best t analysis on tfeDFaccording to the
MLEtechnique. We found out that th®DFcan be approximated
by a Gamma distribution function, with parametees= 1:61and
b = 0:64 Thus, the following Eq. 4 yields:

Pix; ; °= x e’ (4)

where ! °isthe Gamma function, beingequaltd °=1 1°,
while x spans between 0 and 5.5 Km.

Figure 7: Probability Distribution Function associated to
the distance between MT and the anchors. The inset gure
shows the CDF computed on the same data.

RSS estimated by the MT. Fig. 8 shows théDFassociated to
all the RSSs values collected for all the traces.

We observe thaRSSvalues span between -110 dBm and 10
dBm, with a quantile 0.5 value (median) of about -39 dBm. As for

the previous cases, we performed a best t analysis on BigF
according to theMLE technique, and we found the best t to be
equal to a normal distribution with parameters = 3861and

WiSec'19, June 2019, Miami, USA

Figure 8: Received Signal Strength (RSS) estimated from all
the BSs for all the paths.

= 1974 yielding the following Eq. 5:

1y 02
Pix; ; °=—p12=e 272 (5)

with x spanning between -110 and 10, i.€110 x 10

5.4 Error bounds for BS-based location
estimation

In the following we discuss the validation of the GPS position
(Xepsfrom Algorithm 1) exploiting the estimated positiorygst)
provided by theBSs. As already discussed before, combining the
distances among the base statioBSs and the mobile terminaMT
does not provide a precise location, but only an uncertainty area
(recall Fig. 3). In order to estimate the size of the aforementioned
uncertainty area, we combine all the traces and, for each time slot
(T = 100ns), we compute the distance erroe betweenXgpsand
Yest. Figure 9 depicts the statistical analysis associated with
we consider both thé’DFand the temporal analysis associated to
de (inset gure). The nal objective of this analysis is to de ne a
decision threshold (), useful to discriminate between anomalies
and consistent estimates.

Figure 9: Position estimation error: Probability Distribution
Function and time serie analysis.
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We consider such a threshold ( line 15 of Algorithm 1) as the spotted: the anchors experienced in the diverted path will be dif-
qguantile 0.9 of the error, being equal to about 600 meters. Such an ferent with respect to the ones in the genuine, expected trajectory;
assumption implies that all GPS positions are considered trusted therefore, our algorithm (leveraging the position computed from
if their distancede from the one computed leveraging tHgSs is the in-rangeBSs) will be able to raise an alarm for the ongoing

less than = 600meters. We recall that the single eved¢ >
is not enough to declare a spoo ng attack. Indeed, looking at the

Spoo ng attack.

inset of Fig. 9, we observe the presence of many points crossing 6.1 Baseline example

the threshold. These transients can be Itered out resorting
to the already introducedletectig_spoofilg_from _anomalie®
function (recall lines 21 26 in Algorithm 1).

Finally, the last parameter to be considered isintroduced
in Eq. 1. It represents the mean of the exponential distribution
adopted to weight théBScontributions to the centroid computation.
Indeed, we recall that eadBScontributes via its Received Signal
Strength RSS). Fig. 10 shows the erraild) as a function of , with
1 10Q considering all the collected traces from Table 2. We
recall that the value of in Eq. 5 provides the relative weight of

BSs with strongest RSSs with respect to other (less strong) BSs. The

smallest (i.e., close to 0) the value gfthe most the measurements
coming from close BSs will be considered for the location estimation
with respect to measurements coming from far BSs.

In the remainder of this paper, we set = 25 as we believe
it represents an acceptable trade-o (minimum error) for all the
collected traces.

Figure 10: Position estimation error as a function of the ex-
ponential coe cient adopted in the computation of the
RSS-weighted centroid for approximating the node position.

6 SPOOFING DETECTION

In this section we show the performance of our solution by emu-
lating several spoo ng attacks. Indeed, we considered the traces
summarized in Tab. 2 and we randomly choose: (i) the time at which
the spoo ng event starts; and, (ii) the trajectory of the spoofed path.

In this section, we consider only one path (trace ID 1), and we
provide some insights on the logic of our solution.

Fig. 11 shows an excerpt from trace T1, where M& (black
dots) is moving towards a certain destination. The circles show the
overall in-rangeBSs, while the crosses correspond to all the estima-
tions of theMT positions using the weighted centroid introduced
by Eq. 2.

Figure 11: Track example (T1). Circles depict in-range BSs,
black dots show the MT track, while crosses correspond to
the BS estimations of the MT position.

As expected, estimated positions (crosses) are a ected by an
error de that, on average, is less than= 600meters (as previously
discussed for Fig. 10). represents the minimum distance from
the real position of the target to declare the current position as an
anomaly event (recall Fig. 9). As previously introduced, an anomaly
event is not considered directly as a spoo ng attack, since we re-
quire multiple, sequential anomalies in order to declare a spoo ng
attack. Firstly, we recall the de nition 06poo ng_vectointroduced
with Algo. 1, as a Boolean array taking on either 1 or 0 as a function
of the presence of an anomaly event. To declare a spoo ng attack,
we rely on the analysis of the sample distribution (anomalies) inside
the aforementioned vector in order to discriminate false positives
from true spoo ng events. We observe that, when tiT is on a
diverted path due to a spoo ng attack (as in Fig. 2), the in-range
anchors will let theMT to compute an estimated position that will
be sensibly di erent from the experienced (spoofed) one. Once the

We considered a diverting trajectory (as already introduced by Fig. MT is on a spoofed path, we expect the number of anomalies to
2), characterized by the same speed of the target as before the spoof-constantly grow and, in the following, we refer to a consistent, tem-
ing event. In addition, we emulated the reception of tB& signals poral sequence of anomalies, abarst We perform the analysis
according to the models previously obtained through egs. 3, 4, and 5. of the distribution of the anomalies inside th&poo ng_vectarFig.
Therefore, the diverted path looks fully genuine according to speed, 12 shows the burst length for both the not-spoofed path and the

number of in-rangeBSs, distance to thé&Ss, and nally, Received
Signal StrengthRSS). However, a critical di erence could still be
8

spoofed one. We observe that the maximum burst length for the
benign scenario is constituted by 297 subsequent anomalies that,
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