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Abstract. OpenSky Network leverages the freely accessible data generated by the aircraft through the Automatic Dependent Surveillance
- Broadcast (ADS-B) technology to create a participatory global openaccess network where individuals, industries, and academia can freely
contribute and obtain data. Indeed, avionic data are acquired through
on-ground general purpose antennas, installed and operated in adequate
locations, and later delivered to the OpenSky Network community.
To maintain operators’ privacy while still keeping data value, OpenSky
Network promises not to reveal the antenna location, if the data contributor wishes so. Thus, open data provided to the participating entities
contain neither the location of the operating receiver, nor other location
identification data.
In this work, we practically demonstrate that maintaining full location
privacy in this scenario is almost unfeasible. We apply a time-based location estimation technique that, leveraging: i) the disclosed location
of legitimate receivers that did not opt in for location privacy; and, ii)
data provided by commercial and military aircraft, reveals with reasonable accuracy the location of the receivers that did opt-in for location
privacy.
Results achieved by simulations and an experimental campaign over real
data provided by the OpenSky Network support our claim, further confirming that maintaining location privacy while still contributing to the
community cannot be fully achieved in the actual setting, hence calling
for further research.

1

Introduction

Automatic Dependent Surveillance - Broadcast (ADS-B) is the next generation
wireless technology, designed to improve the safety of civil, commercial, and
military aircraft. It will become mandatory on all the civil and military aircraft
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flying in Class A, B, and C airspaces starting from the year 2020, and some of the
major airlines in the world already equipped their aircraft with the necessary
ADS-B capabilities, including Qatar Airways, British Airways and American
Airlines [1]. In contrast with previous technologies, ADS-B enables aircraft to
autonomously generate messages, without waiting for explicit polling by ground
stations. In this way the ADS-B technology enables real-time communications
between airplanes, and with ground stations, achieving also an improved control
by the pilots over the surrounding environment [2].
ADS-B messages are delivered on the wireless communication channel in
clear-text, without any native encryption mechanism [3]. While posing straightforward privacy concerns [4–6], this openness enabled the rise of spontaneous
open-participation initiatives, dedicated to the provisioning of advanced services by using open, freely-available data, such as Opensky Network and FlightRadar24. In this context, OpenSky Network represents one of the widest and
most promising communities [7].
OpenSky Network is a pervasive, participatory sensor network specifically
built up for the air traffic research community [8]. During the years, it has
involved many independent entities, including industries, academia and even
autonomous hobbyists, excited by the possibility to easily access data delivered
by aircraft operating in the surroundings, as well as to have access to high
volumes of data for research purposes. Nowadays, the OpenSky Network includes
around 1000 receivers, deployed over 70 countries worldwide. In addition, data
acquired and provided to the community by the OpenSky Network have been
the basis of a lot of research contributions in the avionics area [9].
The data provided by OpenSky Network mainly consist of information about
the receiving sensors and the emitting airplanes, including the time-of-arrival of
the messages (feasible for use in multi-lateration techniques), the Received Signal
Strength Indicator (RSSI), and the content of the messages originated by the
aircraft equipped with ADS-B capabilities. Furthermore, for privacy reasons,
contributing receivers can decide to maintain their location private, activating a
feature called anonymity by the platform. Hence, data acquired through these
receivers are said to be anonymized by nullifying the fields dedicated to the direct
identification of the receivers, such as its geographical coordinates (latitude,
longitude, and altitude), and the RSSI—all data that could directly lead to the
identification of a receiver’s position.
Our contribution. In this paper we discuss the location privacy issues associated with the OpenSky Network crowdsourcing platform. Indeed, we adapt
and apply a time-based multi-stage location estimation technique, in a way to be
able to almost spot the location of a contributing receiver in the OpenSky Network community, even if its location has been appropriately protected through
the anonymity mechanism offered by OpenSky Network. To achieve its goal, the
technique described hereby needs only three information: (i) the position of receivers other than the target protected one, which did not opt in for the location
privacy; (ii) the time-of-arrival of messages delivered by the aircraft and received
on the set of receivers including not only the target protected receiver, but also
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other receivers in the same geographical area, whose position is well-known;
and, (iii) the location of emitting aircraft, embedded in the ADS-B messages.
Combining these information in an approach rooted on a Least Squares (LS)
estimator and further outlier elimination techniques, we are able to reveal the
location of the target receiver with an accuracy of few hundred meters, even in
harsh environmental conditions.
We point out that the aim of our work is not to devise a new location estimation technique. Instead, we point out an underestimated and neglected location
privacy issue associated with the particular operation of the OpenSky Network
crowdsourcing platform, hence calling for further protection measures.
The performance of the location estimation have been assessed via both a
simulation analysis and by using real data available from the OpenSky Network,
showing that full location privacy in this kind of system is actually unfeasible
and thus calling for further research in the field.
We already informed the steering committee of the OpenSky Network community of our results; now, they are aware of the issue and are working toward
the improvement of the system.
Roadmap. The rest of the paper is organized as follows: Sec. 2 briefly reviews the closest related work and provides the necessary background on the
ADS-B communication technology and the OpenSky Network community. Sec.
3 introduces the system and the adversary models assumed in this work, as
well as some preliminary assumptions, while Sec. 4 provides the mathematical
details of the applied technique and the detailed description of its procedures.
Sec. 5 provides the performance assessment of the solution, both via simulations
and real experimentation on open data. Finally, Sec. 6 tightens conclusions and
draws future research activities.

2

Background and Related Work

This section is dedicated to the introduction of the ADS-B communication technology and the OpenSky Network project. In addition, a summary of the related
work is provided.
2.1

ADS-B and OpenSky Network

Despite the birth of the ADS-B technology is dated back in the late 1980s, the
interest about this communication technology has started raising up only in the
last years, mainly because of the upcoming deadline 2020 fixed by the International Civil Aviation Organization (ICAO) on its mandatory adoption on-board
of all commercial and military aircraft flying in Class A, B, and C airspaces,
in both the United States and Europe [1], [10]. ADS-B leverages two dedicated
equipment operating on-board of the aircraft. On the one hand, a Global Positioning System (GPS) receiver periodically acquires the position of the aircraft
by using the satellites. Then, this position is transmitted wirelessly in broadcast, allowing anyone equipped with a compatible receiver to detect and decode
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the messages. This operational mode, namely ADS-B OUT, allows ground stations located in the airports to continuously monitor ongoing flights, and only
its deployment is mandatory by the year 2020. In a different operational mode,
namely ADS-B IN, the aircraft exchanges information with other equipped airplanes, essentially to provide weather information and manage self-separation.
However, the mandatory support for ADS-B IN capabilities on all commercial
and military aircraft has not been scheduled, yet, thus making its integration
still an optional feature [11].
The wireless operations usually happen on the ES1090 frequency band (at
the operating frequency of 1090 MHz), by using very small packets having a size
of only 112 bits, as depicted in Fig. 1.

Preamble
(8 bits)

DF
(5 bits)

Type
(8 bits)

Capability
(3 bits)

Altitude
(12 bits)

ICAO Address
(24 bits)

T
(1 bit)

F
(1 bit)

Payload
(56 bits)

Latitude
(17 bits)

Parity PI
(24 bits)

Longitude
(17 bits)

Fig. 1. The format and content of the ADS-B packet.

Within such a limited size, 24 bits are dedicated to the identification of the
transmitter, through its ICAO address, assigned at the boot-up of the flight. Only
56 bits, instead, are available in the payload for real flight information, and its
content varies according to the content of the type field. It can provide either the
position, or the velocity, or other flight-related information about the emitting
aircraft. As for the position, ADS-B adopts the Compact Position Reporting
(CPR) format, requiring 34 bits for each of the two geographical coordinates,
i.e., latitude and longitude. Thus, given that only 17 bits are available for each
of them in the payload, two consecutive ADS-B messages are required to convey
a complete position information, namely the odd and the even message.
At the physical layer, ADS-B packets are encapsulated in Mode-S frames. As
such, they use Pulse-Position Modulation (PPM) and the broadcast messages
are encoded by a certain number of pulses, each pulse being 1 µs long [12].
As it is evident from the previous description, all ADS-B messages are transmitted in clear text, without any encryption mechanism. On the one hand, this
lack of security features has paved the way to a huge amount of research, showing
potential security issues and threats that could be caused by even non-expert
users, simply equipped with compatible radio equipment [1]. On the opposite
hand, the openness of the system allows everyone to receive and decode the
data, and to construct advanced services further elaborating the streamed data.
In this context, taking advantage of the complete openness of the data, open
communities such as FlightRadar24 and Opensky Network have been established, with the aim of continuously collecting data delivered from operational
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airplanes equipped with the ADS-B technology [7]. Specifically, OpenSky Network, operating from 2014, consists of more than 100 receivers, deployed worldwide over more 70 countries and operated both by private and public entities [9].
In addition, OpenSky Network makes data accessible to researchers worldwide
for experimentation and testing.
The data provided by the OpenSky Network consist of the following fields:
– SensorType, containing information about the manufacturer of the sensor receiving messages and contributing data to the community (i.e., the receiving
sensor);
– sensorSerialNumber, uniquely identifying the receiving sensor;
– SensorLatitude, indicating the latitude of the receiving sensor;
– SensorLongitude, indicating the longitude of the receiving sensor;
– SensorAltitude, indicating the altitude (in feet) of the receiving sensor;
– timeAtSensor, indicating the time (in seconds) of the reception of the message;
– timestamp, indicating the hardware reception timestamp of the sensor, in
nanoseconds;
– timeAtServer, indicating the reception time of the message on the OpenSky
Network servers;
– rawMessage, reporting the encoded ADS-B packet, including payload information;
– RSSIPacket, indicating the RSSI of the message at the receiving sensor;
– RSSIPreamble, reporting the RSSI calculated over the 8-bit preamble of the
received packet on the receiving sensor;
– SNR, reporting the estimation of the Signal to Noise Ratio (SNR) of the
received packet on the receiving sensor.
In case a receiver would like to maintain its location private, but still contribute data to the community, Opensky Network allows to activate an anonymity
feature (as reported by the website), through which the exact location of the receiver is hidden. The OpenSky Network community achieves such a service by
nullifying the sensorSerialNumber, SensorLatitude, SensorLongitude and SensorAltitude fields, as well as the fields related to the RSSI, such as RSSIPacket,
RSSIPreamble and SNR. Such a feature, instead, appears not to be available in
other similar communities, such as FlightRadar24.
We remark that maintaining location privacy could be desirable for a variety
of reasons, including legal concerns related to the country in which the sensor
is operated, as well as protecting the sensor against unauthorized physical accesses. As of June 2019, 51 over 812 online receivers (6.3%) already activated
the anonymity feature.
2.2

Related Work

The approach discussed in this contribution is very close in its nature to common localization approaches, e.g. based on multi-lateration techniques or gridposition solutions. Indeed, such approaches have been already applied in the
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context of avionics communications, to provide aircraft’s track verification. For
instance, in [13] the authors present a reliable and high precise ADS-B/MLAT
data fusion surveillance framework, that uses the dynamic flight model of aircraft and the flight information system, while the authors in [14] presented a
technique for performing secure location verification of position claims by measuring the time-difference of arrival (TDoA) between a fixed receiver node and a
mobile one.However, it is worth noticing that our contribution tackles a scenario
requiring a resolution strategy that is different from a classical localization approach, e.g. based on multi-lateration or triangulation techniques. Indeed, legacy
multi-lateration and triangulation techniques strives for different objectives. For
instance, the multi-lateration applied for the GPS is aimed at verifying the location of a receiving device based on signals received from dedicated satellites.
Also, multi-lateration approaches envision a network of cooperative receivers
that wants to localize a target device, actively contributing in the process by
transmitting packets. In our case, instead, the final objective is to obtain a location estimation of a completely passive receiver, that do not transmit anything
on the communication channel, while the received traces are available. Even if
the problems are somehow closely related, we are not aware of any scientific contribution tackling this specific scenario. In the context of the avionics research
landscape, the availability of real data provided through the OpenSky Network
database daily allows for the real application and performance assessment of
distributed algorithms, aimed not only at aircraft localization and track verification. Indeed, many works such as [15], [2], [13], and [16], already tested their
solutions by using the data provided by the open-source community. In addition, such data have been used to infer meteorological parameters [5], as well as
relationships between governments [17], showing their potential to be applied as
a cross-verification method also in parallel research fields.
However, no previous work analyzed location privacy opportunities and limits
related to the receivers participating in the sharing of ADS-B data. In addition,
while related work has focused on localizing operational airplanes and verifying
their track, none of them has previously reversed back the proposed technique
with the aim of verifying or determining the location of the participating sensors.
In this context, the present contribution improves the actual state-of-the-art by
not only showing the presence of location privacy limitations in the context of
such pervasive, open-participation communities, but also providing a technique
useful for the verification of the receiver position in such a scenario.

3

System and Adversary Models

In this section we introduce the system model assumed throughout this work.
In addition, we briefly introduce the model of the adversary.
3.1

System Model and Assumptions

The reference scenario assumed in this work is depicted in Fig. 2.
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Fig. 2. Reference scenario tackled in this work. There are several ADS-B receivers
exposing their position, while one receiver would like to maintain its location private.

A set of K receivers are distributed over a wide area. They are equipped with
omnidirectional ADS-B antennas, able to detect and receive packets emitted
by N planes located in their reception range. We assume that each aircraft
delivers M messages, that are detected by the receivers and then forwarded to
the OpenSky Network servers. While the positions of K − 1 receivers is wellknown, we suppose a receiver would like to maintain its location private, thanks
to the anonymity feature offered by the OpenSky Network site. We refer to this
receiver as a protected receiver. Thus, even if this receiver collaborates with the
system by providing data (i.e., reception timestamps of the packets delivered
by the aircraft), it does not transmit anything on the wireless communication
medium and its position is not revealed. The position of an emitting plane at
the time instant in which it delivers the message is well-known, given that it
periodically broadcasts its position and velocity within ADS-B packets. Note
that the planes do not need to be altogether present in the scenario at the same
time instant. Indeed, they can be located in the reception range of the receivers
also in different (non overlapping) time frames.
In addition, we assume that all the receivers are time-synchronized. Indeed,
this assumption is fully consistent with the actual system setting, where the
receivers are always connected to the Internet.
We also assume that the measurements errors are i.i.d. with zero-mean and
variance σe2 . These assumptions are reasonable in practical deployments with
homogeneous commercial-off-the-shelf (COTS) devices, where the timing accuracy is typically limited by the ADC rate and/or clock resolution [18]. Thus,
they represent a worst-case assumption in the case of specialized equipment
such as the one mounted on board of ADS-B-equipped aircraft. Furthermore,
if the error distribution can be assumed Gaussian, then the LS estimator used
in our approach represent the optimal Maximum Likelihood (ML) estimator, as
well-known in the literature [19].
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We highlight that our technique assumes a Line Of Sight (LOS) propagation
model between any pair of receivers and aircraft. Indeed, this assumption is very
common in time-based localization techniques applied in the context of ADS-B
communications, given that the receivers are positioned at locations elevated in
altitude, with full clear-sky visibility [20], [2].
Even if the meta-data available from the OpenSky Network already enable
the rough understanding of the area covered by the anonymous receiver, we remark that spotting its location with reasonable accuracy is a different issue, and
not a trivial task. In fact, the uncertain configuration of the physical environment around the sensors (e.g., mountains or man-made constructions) severely
affects the reception capabilities of the sensors in specific directions. Thus, a
trivial estimation of the location of the sensor as the centre of the locations of
the airplanes detected by the protected sensor would not be accurate.
Finally, we emphasize that the so-called anonymity feature offered by the
OpenSky Network project is a technique to protect the location privacy of the
sensors, rather than their identity. Indeed, the two problems can be different
if two or more sensors share the same area: in such a case, the technique discussed below could break the privacy in the location of each of them, without
compromising their identity.
3.2

Adversary Model

The adversary assumed in our work is a global eavesdropper, that does not transmit any packet on the wireless communication channel. Indeed, it stays stealthy
by simply connecting to the OpenSky Network database and gathering data
about ongoing avionics communications, with the aim of spotting the location
of a receiver that aims to protect the privacy of its location. The gathered data
include packets received both by the receivers that did not opted-in for location
privacy and the ones that activated the anonymity feature provided by OpenSky
Network, protecting their location.
In addition, the adversary could also deploy additional ADS-B receivers,
integrating them to the OpenSky Network community. This feature could be
particularly useful when the protected receiver has few other receivers around.
Using such a strategy, almost any protected receiver could be attacked.

4

Estimating the location of ADS-B receivers

This section is dedicated to the illustration of the mathematical details of our
technique. Sec. 4.1 provides the details of the LS estimator, being the core building block of the applied solution. The full technique is described in Sec. 4.2. The
notation used throughout this paper is summarized in Tab. 1, with lower-case
letters denoting a scalar, and boldface lower-case letters designating vectors.
The location estimation technique described hereby is inspired by [18] and
[21]. However, several modifications are provided. First, we switch from a 2D to a 3-D approach, providing modifications in the LS estimator (see Sec.
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Table 1. Summary of the Notation.
Symbol Description
K
Overall Number of Receivers.
N
Overall Number of Packets sent by a generic aircraft.
M
Overall Number of Aircraft.
Kn(m) Number of receivers receiving the m-th packet emitted by the n-th aircraft.
Rkn(m) Reception timestamp of the m-th packet sent by the n-th plane on the k-th
receiver.
tn(m)
Timestamp of the m-th packet sent by the n-th aircraft.
dkn(m) Distance between the k-th receiver and n-th aircraft at the transmission of
the m-th packet.
pk
3-D position of the k-th receiver.
pn(m) 3-D position of the n-th aircraft at the transmission of the m-th packet.
ekn(m) Random noise component on the m-th packet transmitted by the n-th aircraft
and received by the k-th receiver.

4.1). In addition, we do not consider any mechanism for receiver-to-receiver
synchronization. Finally, the scenario is also completely different, given that
entity to be localized does not emit any message, being located only thanks to
the shared data.
We remark that hereby we are not providing a brand new location estimation
technique. Indeed, same results (and possibly better) could be achieved also
by other location estimation approaches. Instead, our aim is to investigate the
limitations in the location privacy assurance that can be achieved in the present
settings of the OpenSky Network community.
4.1

The Least-Squares Estimator

With the notation reported in Tab. 1 and the above assumptions, the reception
timestamp measured at the generic k-th receiver for the m-th packet sent by the
n-th aircraft can be written as in the following Eq. 1:
Rkn(m) = tn(m) +

dkn(m)
+ ekn(m) ,
c

(1)

where dkn(m) = kpk − pn(m) k denotes the distance between the receiver k
and the n-th aircraft at the time instant in which the m-th packet is delivered,
while c is the speed of light. Note that the terms pn(m) are well-known, the terms
pk are known only for the K − 1 receivers whose position is well-known, while
they are unknown for the k-th receiver that activated the anonymity feature.
Thanks to eq. (1), the problem can be cast into a non-linear LS form. In order
to reduce numerical errors, we recenter the timestamp data for each packet m
around the reference time R1n(m) , and re-scale all terms by the speed of light
c [22]. To this aim, we define the new terms:

def
R̃kn(m) = Rkn(m) − R1n(m) · c,
(2a)
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def
t̃n(m) = tn(m) − R1n(m) · c,
def

ẽkn(m) = ekn(m) · c.

(2b)
(2c)

With these definitions, the Eq. (1) rewrites as in the following Eq. 3:
R̃kn(m) = t̃n(m) + dkn(m) + ẽkn(m) .

(3)

It is possible to further elaborate Eq. 3 as in the following Eq. 4:
ẽkn(m) = R̃kn(m) − t̃n(m) − dkn(m) .

(4)

It is worth noting that the terms R̃kn(m) can be computed directly from the
input data, as well as the terms pn(m) .
To ease the notation, we denote all the variables of interest (i.e, the unknown
def
variables) with the vector z = [pK ] = [pKx , pKy , pKz ]
Note that the set of unknown variables that allow to minimize the estimation
errors in Eq. 4 are the same set of parameters that can be obtained by extracting
and applying the negative log-likelihood function to the same equation above.
Given that the error terms ẽkn(m) are i.i.d. and Gaussian, the negative loglikelihood function can be expressed as:
` (z, tn ) =

M
2
1 X X 
t̃n(m) + dkn(m) (z) − R̃kn(m) .
2 m=1

(5)

n∈Am

Note that, in addition to the variables of interest for our problem, that are
the 3-D coordinates of the unknown receiver, also the transmission timestamps
of the aircraft are unknown. Thus, solving directly the eq. (3) would require to
estimate a total of 3 + M · N unknown variables, that are the 3 coordinates of
the unknown receiver, and the M timestamps for each of the N planes involved
in the scenario.
However, it is possible to get rid of the M · N transmission timestamps by
taking into account the pairwise differences between the reception timestamps on
the receiver. Specifically, for a generic packet m sent by the aircraft n, consider
the reference receiver k and another receiver k 6= k, and denote the difference
between their respective time-of-arrivals residuals by:
def

ξkn(m) = ẽkn(m) − ẽkn (m) =
R̃kn(m) − R̃kn(m) − dnm (z) + dm (z)

(6)

In the following, we select the reference receiver as k = K, i.e., the reference
receiver is selected as the unknown receiver. In this case, it is possible to neglect all the constant terms related to pairwise differences on the receivers with
well-known positions, that would create numerical issues in the solution of the
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problem, and to provide only the pairwise differences related to the unknown
variables of interest.
Note that this structuring of the problem introduces non-independent error terms, that must be included in the formulation of the generalized LS form
through a non-diagonal covariance matrix, hereby denoted as Σm . For this particular case, the covariance matrix will have a simplified structure, independent
of the choice of the reference receiver, with diagonal elements having a value of 2
and off-diagonal values set to 1. The interested reader can refer to [18] for more
details.
In summary, our LS estimator can be expressed in the following form:
ẑ = arg min
z

M
X

T
−1
ξn(m)
Σn(m)
ξn(m) =

m=1

2 




M 
X
 X
arg min

k∈A
z
m=1

n(m)

k6=kn(m)

2
ξkn(m)

−

1
Kn(m)

 X


k∈A

n(m)



ξkn(m) 


(7)



,


k6=kn(m)

where Kn(m) refers to the number of receivers that successfully received the
m-th packet sent by the n-th aircraft. With the formulation in Eq. (7), the
dimensionality of the search space has been drastically reduced to 3, i.e., only
the variables of interest for our problem.
The LS estimator discussed above, however, is only a (crucial) part of the
overall technique, devised to estimate the location of the protected receiver. The
reasons and the systematization of such an approach are discussed in the following section.
4.2

Details of the Location Estimation Technique

As discussed in previous work about wireless localization and multi-lateration,
the method discussed above is able to provide very good position estimations
in practice, provided that the references used for the timestamps differences are
uniformly distributed around the point to be localized. However, given the very
large area of the scenario and the lack of any control on the position of the
planes, this cannot be achieved in practice for every run of the LS estimator.
Thus, to correctly discover the position of the unknown receiver, the LS
estimator discussed in Sec. 4.1 should be executed repeatedly for a number of
I runs, each time considering a different subset of the available aircraft. The
pseudo-code of the resulting technique is shown in Algo. 1.
The solution leverages the execution of the LS estimator described in Sec.
4.1 for I runs, from which a set of I solutions is obtained, consisting of the x,y,
and z-coordinates of the aircraft. Even if making the I iterations independent
from each other can improve the resolution time (especially when having parallel
computing units), in the devised technique they are not independent from each
other. Specifically, the final point estimated at the i-th iteration is used as the
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Input: Reception Timestamps on K receivers;
Decoded Messages from N planes;
Position of K − 1 receivers.
for i=1:I do
Select a group of J < N planes;
pos ←
− LS(J) /* Run the Ls estimator in Eq. (7)
pos_vect ←
− pos /* Store the solution in a vector
end

*/
*/

7

Pact ←
− pruning(pos_vect) /* Apply the pruning algorithm in Algo. 2 */
P ←
− median(Pact ,2) /* Select the median of the pruned position vector
as the estimated point.
*/

8

Output: estimated position P of the protected receiver.

6

Algorithm 1: Pseudo-code of the multi-stage location estimation algorithm.

starting point of the estimator in the i + 1-th iteration, in order to improve the
resolution accuracy. Of course, such an improvement is obtained at the expense
of an higher resolution time — but we do not consider it an issue here, given
that our scenario does not involve any real-time constraint.
As anticipated before, some of the computed solutions might be actually far
from the real position of the unknown receiver, given that the geometry of the
scenario is not perfect, i.e., the airplanes are not always uniformly distributed in
a close proximity with respect to the target position. Thus, we apply a pruning
algorithm that cuts off a given percentage of outliers. Specifically, the algorithm
iteratively calculates the median of all the available solutions and, for each run,
cuts off from the pool the points having the greater distance from this median
point. In this way, outliers are cut off and more accurate location estimations
are provided. The pseudo-code of the pruning algorithm is shown in Algo. 2.
It is worth noting that the assumption of a uniform distribution of airplanes
around the sensor applies in the majority of the cases, especially where there
are no constraints in the areas that can be crossed by aircraft—e.g. absence of
no-fly zones.

5

Performance Assessment

The multi-stage location estimation technique described in Sec. 4 has been implemented in Matlab© R2018b, and its performance have been first evaluated
through a simulation campaign, with the aim of establishing its performance in a
controlled scenario. Then, we have tested the technique with real avionics data,
available by the OpenSky Network community. All the tools have been run by
using a Dell XPS15 9560 laptop with 32 GB of RAM and the Linux Ubuntu
16.10 Operating System. The simulation analysis is included in Sec. 5.1, while
tests over real aircraft data are discussed in Sec. 5.2.
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Input: Vector Pest of Estimated 3-D Coordinates.
1
2
3
4
5
6
7
8
9
10

R←
− size(Pest ,1)*P RU N IN G_P ERCEN T AGE /* Calculate the number
of elements to be pruned.
*/
Pact = Pest /* Initialize the position vector.
*/
for i=1:R do
med_pos = median(P, 2) /* Calculate the median over the columns.
*/
dist = Pact - med_pos /* Calculate the distance between each point
and the median point.
*/
pos_vect ←
− pos /* Store the solution in a vector.
*/
[index_del, max_dist] = max(pos_vect) /* Find the element having
the maximum distance.
*/
Pact = Pact /{ Pact {index_del} } /* Eliminate the element having the
maximum distance from the solution vector.
*/
end
Output: Vector Pact of pruned positions.

Algorithm 2: Pseudo-code of the pruning algorithm.

5.1

Simulation Analysis

In the following, we provide different simulation results about the performance
of the location estimation technique in the scenario. In each test we varied one
of the critical parameters in our technique, and we show how such a variation
affects the location estimation accuracy. The tests involved both uncontrollable
parameters, i.e. the ones depending on the physical environment underlying the
scenario (such as the noise and the packet loss in the communication link, not
tunable on our side), and controllable parameters, that is the ones depending
on tuning choices of our solution, such as the number of packets to be considered for each aircraft and the number of contemporary aircraft trajectories
to be analyzed. Specifically, each of the figures reports the Empirical Cumulative Distribution Function (ECDF) of the position estimate error along the x-y
coordinates, computed over 1000 different seeds and different positions of the
receiver to be located, while varying some specific system parameter. Note that
we used the fminsearch tool offered by Matlab for solving the LS minimization
problem formulated in Eq. 7, given that it provides the best result among the
many estimators offered by Matlab.
First, we investigated the accuracy of the location estimation technique assuming different levels of the environmental noise in the underlying scenario.
Results are reported in Fig. 3, by considering 10 trajectories, each of them characterized by 50 packets, all of them received by all the receivers.
Indeed, as in almost all of the localization algorithms, the accuracy of the final
estimation is strictly dependent on the intensity of the noise affecting the data.
Our technique, however, exhibits a good level of accuracy even with a medium
noise intensity, i.e., a noise with variance σe2 = 50ns. In fact, in almost 90% of
the cases, the difference between the results obtained with a low level of noise
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Fig. 3. Estimation Accuracy while varying the variance σe2 of the surrounding noise.

(variance σe2 = 5ns) and a medium level of noise (variance σ 2 = 50ns) is almost
negligible. Overall, with a variance σe2 = 5ns, the technique always provides a
solution affected by an error less than 150 meters, practically compromising the
privacy of the location of protected receiver. In more noisy scenarios (i.e., when
many obstacles and mountains affect the LOS assumption in our model), the
performances naturally decrease but, in the 90% of the cases, the receiver could
be localized with an accuracy less than 600 meters.
By considering the less noisy scenario, consistent with our system model, we
also evaluate the effect of an increasing number of trajectories in the devised
location estimation technique. The related results are reported in Fig. 4.

Fig. 4. Estimation accuracy with increasing number of planes trajectories.

As it can be seen from the above figure, generally speaking, increasing the
number of trajectories has positive effects on the final resolution accuracy. In
fact, the position estimate error when 5 trajectories are considered is lower than
when 2 and 1 trajectories are considered. However, after reaching a given ECDF
profile, further increasing the number of trajectories does not affect the result
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anymore, but only reduces the variance of the results, providing improvements
mainly on the tails of the ECDF. Thus, the technique does not need to consider
many trajectories (i.e., a consistent number of samples) to obtain a reasonable
estimation accuracy. Indeed, good performance can be obtained also by using
limited computational resources, and without requiring data covering long periods of time. As demonstrated by some recent studies [15], the ADS-B communication technology is affected by severe packet loss issues. Therefore, considering
the less noisy scenario and 10 trajectories, we evaluated the effect of an increasing
percentage of packet loss, as shown in Fig.5.

Fig. 5. Accuracy of the location estimate, while varying the packet loss percentage.

It clearly emerges that the described technique is able to obtain very good
position accuracy also when a significant level of packet loss affects the communication links. In fact, the accuracy in the position estimation when the 20%
of packet loss is considered is almost similar to the performance when an ideal
loss-less scenario is considered. A decrease in the performances, instead, can be
observed when we have a mean packet loss of the 40%, suggesting that an high
level of packet loss would cause higher localization errors.
However, it is worth noting that the location estimation technique does not
imply any specific real-time constraint. Indeed, because of the inherent features
of the scenario (i.e., the receiver is fixed and it is not intended to be moved
away) the location estimation technique can be ran even for long periods of
time. Thus, it could be easily possible to gather a consistent amount of data and
then filter out the packets that are not received by the majority of the receivers,
thus ensuring, practically, a limited amount of packet loss. Finally, we show in
Fig. 6 the accuracy in the position estimation process, considering an increasing
amount of packets delivered by the aircraft in a single trajectory.
Indeed, increasing the number of packets does not affect the localization
accuracy. Even by using fewer packets for each trajectory, e.g. 20 packets, the
receiver position could be estimated with a maximum error less than 150 meters,
compromising the privacy of its location. Negligible effects are only noticeable
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Fig. 6. Accuracy of the location estimate, varying the number of delivered packets.

in the tails of the curves, while the most of the times the final position estimate
is almost invariant to the number of packets.
To sum up, the discussed technique provides good performances in localizing protected receivers, even when just few aircraft and packets are considered.
However, when severe packet loss issues affect the communication links, the best
approach is to filter out packets that are received by the least number of receivers
and work only with packets whose reception timestamps are available on many
different receivers.
5.2

Experimental Performance Evaluation

The location estimation technique conceived in this contribution has been also
applied on real avionics data, freely available at the following link: https://
OpenSkyNetwork.org/datasets/raw/.
For our experimentation we selected the area of Switzerland, mainly due
to the following reasons: (i) it is very dense of receivers participating in the
OpenSky Network project, offering the possibility to avoid possible packet loss
issues; (ii) it is very often crowded of airplanes, being on the route of the most
commercial aircraft in the area of center Europe; and, (iii) it is covered by high
mountains, possibly breaking our LOS assumption. Note that exploiting a large
number of receivers is a regular condition for the attacker, rather than a bestcase. As highlighted in the adversary model, an attacker could always place the
desired number of receivers at a reasonable distance around the target one, and
register each of these to the crowdsourcing platform, reaching the desired number
of receivers. At the same time, considering a given area, the number of aircraft
trajectories needed to obtain good location estimations is always compatible with
the mean number of aircraft that are normally detected by an ADS-B receiver.
Thus, the presence of mountains and obstacles in the chosen region makes the
considered scenario as one of the harshest regions where testing location privacy
limits. The map of the scenario considered in this analysis is showed in Fig. 7.
Indeed, the results provided hereby only cover receivers in known positions,
that did not opted in for the anonymity feature. This was needed to have a
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Fig. 7. Map of the receivers considered in our analysis — scale 1:500000.

control, i.e., to establish a baseline for the performance of the technique in real
environments, as well as not to break OpenSky Network terms of usage. Specifically, we assumed that the receiver having ID # 954778341 is a protected sensor,
that opted in for the anonymity feature. We considered a total number of 200
position messages, delivered by a total number of 10 aircraft, further organized
into 100 trajectories, and we divided them in different subsets of 5, 10, 15, and
20 packets per run. For each of them, we considered several combinations of
planes. Overall, a packet loss ratio of the 13% on the data is achieved, not being
an issue for the performance of our technique, as showed by results discussed
in the previous subsection. Fig. 8 shows the ECDF of all the results on several
different combinations of planes and packets, while the following Fig. 9 shows
the x-y map of the deployment tackled in the analysis, as well as the mean point
of all the solutions. The location estimation technique is able to locate the pro-

Fig. 8. Real experimentation. ECDF of the position estimate error on several different
runs on real data available from OpenSky Network.

tected receiver with a remarkable precision. Over an area of almost 60x35km2 ,
in the 90% of the cases, we are able to locate the protected receiver with less
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Fig. 9. Sensors in known positions (black circles), protected sensor (red square), and
final determined point (green diamond).

than 2.5 km of error. In addition, by mediating all the points and taking the
median value, as shown in Fig. 9, the final solution is just 392.24 meters far
from the real one, even assuming an unfavorable scenario as the one considered
in our analysis. These results further confirms that complete location privacy in
this scenario cannot be fully achieved. The gap between the real position of the
sensor and its estimated one could be due to a variety of factors affecting the real
scenario: (i) the position of the sensors reported by OpenSky Network could be
affected by a small measurement error; (ii) the position of the airplanes could be
affected by measurement errors, mainly due to the latency in the GPS communication link; (iii) the level of environmental noise affecting the scenario could
be quite high; (iv) there could be shadowing and Non-Line of Sight (NLOS) effects, not accounted in our model and affecting the estimation accuracy. Further
measurements in better operational conditions are part of our future work.
Nevertheless, we remark that the aim of our analysis is to analyze the location
privacy limitations actually existing in the current deployment of the OpenSky
Network. Indeed, even in this worst case conditions, the location of a protected
sensor could be guessed with a small error, actually not being really private: the
geographical area, the country and also the district where the sensor is located
could be easily spotted by applying standard location estimation techniques.

6

Conclusions

In this paper we investigated the location privacy limitations affecting the popular OpenSky Network avionics crowdsourcing platform. To this aim, we applied
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a time-based location estimation technique, able to spot with a reasonable error the location of a receiver in the pervasive and ubiquitous OpenSky Network
community, even when its location is protected in the disclosed data. To achieve
location estimation of protected receivers, our technique leverages: (i) the timeof-arrival of messages delivered by ADS-B-equipped airplanes; (ii) the position
of other receivers, who did not opt in for location privacy; and, (iii) the location of emitting airplanes. For a wide range of system parameters, the discussed
technique can locate a supposedly protected receiver with an error less than 400
meters, over an area of thousands of square Kilometers. Thus, maintaining full
location privacy in this kind of scenario is actually difficult, and calls for further
research in this domain.
Future work include the refining of our system model in the hypothesis of non
uniform aircraft distribution over the sensors, its application on other sensors
in other geographical areas, and the extension of our results to areas with a
reduced number of public receivers. Particular attention will be also dedicated
to the design of possible countermeasures to still allow the receivers to maintain
their location private. All the above issues are a call for the research community
for further investigations on the subject.
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