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Abstract—Certificateless Public Key Cryptography (CL-PKC)
schemes are particularly robust against the leakage of secret
information stored on a Trusted Third Party (TTP). These
security features are particularly relevant for Internet of Things
(IoT) domains, where the devices are typically pre-configured
with secret keys, usually stored locally on the TTP for following
maintenance tasks. Despite some contributions already proposed
the adoption of CL-PKC schemes in constrained IoT devices,
current solutions generally require high message overhead, are
computationally demanding, and generally, place a high toll on
the energy budget.

To close this gap, we propose LiKe, a lightweight pairing-free
certificateless key agreement protocol suitable for integration in
the latest Zigbee 3.0 protocol stack and constrained IoT devices.
LiKe is an authenticated key agreement protocol characterized
by: (i) ephemeral cryptographic materials; (ii) support for
intermittent connectivity with the TTP; (iii) lightweight rekeying
operations; and, (iv) robustness against impersonation attacks,
even when information stored on the TTP are leaked.

LiKe has been thoroughly described, and its security properties
have been proved via formal tools. Moreover, we have imple-
mented and tested it on real IoT devices, in networks with up to
11 nodes — the source code has been released as open-source.
Results are striking: on the OpenMote-b hardware platform,
LiKe requires a total time of 3.259 s to establish session keys
on each participating device, and at most 0.258% of the overall
battery capacity, emerging as a lightweight and energy-friendly
solution. Finally, comparisons with competing solutions do show
the superior quality and viability of our proposal.

Index Terms—Secure Communications, Device-to-Device Com-
munication, Internet of Things, Key Agreement Protocol.

I. INTRODUCTION

Despite being known for almost a decade, the last few
years have seen the definitive explosion of the Internet of
Things (IoT) phenomenon [1]. Thanks to advancements in
chipset production and embedding technologies, tiny and smart
devices are nowadays pervasive, being integrated into our
homes, offices, and roads, enabling capillary access to the
underlying physical environment [2], [3], [4], [5]. According
to Juniper Research, IoT devices connected in 2018 were 21
billion, and their number is expected to exceed 50 billion by
2022 [6]. This increasing trend has been further boosted by
the recent introduction of the updated Zigbee 3.0 standard
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specification, offering full-mesh networking capabilities and
supporting hundreds of devices on a single network [7], [8].

While smart applications and enabling scenarios are con-
tinuously emerging and evolving, energy consumption and
security requirements remain a concern. On the one hand, a
large part of IoT devices are battery-powered, and replacing
batteries very often cannot be scalable. Thus, IoT devices
require effective techniques to efficiently manage the reduced
amount of available energy [9]. On the other hand, being often
unattended and embedded within the surrounding environment,
IoT devices need to be appropriately secured against unautho-
rized accesses and malicious usage [10].

However, designing reliable and effective security solutions
for IoT applications is not a trivial task. Indeed, a suitable
solution should guarantee the same level of security offered
by modern regular wireless networks, while also requiring
minimum message overhead, viable complexity, short delays,
and minimal energy consumption [11].

The new Zigbee 3.0 protocol suite deals with the key
agreement at layer-2, by adopting the Certificate-Based Key
Establishment (CBKE) protocol; this latter one allowing the
participating devices to authenticate each other and share
symmetric session keys. These symmetric keys are then used
to secure any message exchanged between the devices. Avail-
able options to establish the unique relationship between the
device and their key materials include the use of X.509
certificates, signed through the well-known Rivest, Shamir,
& Adleman (RSA) and Elliptic Curve Digital Signature Al-
gorithm (ECDSA) cryptography techniques, or the adoption
of Elliptic Curve Qu-Vanstone (ECQV) certificates, being
characterized by reduced size and overhead. However, all these
valuable solutions strongly rely on a central Trusted Third
Party (TTP), namely Certification Authority (CA), often co-
located with a Domain Authority (DA). Thus, if the nodes’
secret information available on this authority are leaked, for
instance, due to software or network management faults, a
malicious adversary could gain the full control of the network,
impersonate any device, and violate data confidentiality—with
little or no chance of being detected.

Contribution. To address the above introduced challeng-
ing scenario, in this paper we propose LiKe, a lightweight
certificateless key agreement scheme specifically designed to
meet the severe bandwidth and energy limitations of resource-
constrained IoT devices. Compared to existing pairing-free
certificateless key agreement schemes, the LiKe protocol in-
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cludes many adaptations and improvements, both from the
security and from the architectural perspective, that make
certificateless key agreement schemes finally viable for con-
strained IoT devices. Such modifications include ephemeral
keys negotiation, lightweight re-keying operations, support
for offline domain authority, reduced message overhead, re-
duced latency, reduced energy consumption, and improved
scalability— all crucial features for a key agreement protocol
intended to work in real IoT deployments. In addition, we
integrated LiKe in a real communication technology for the
IoT (i.e., the IEEE 802.15.4-2015 standard, at the roots of
the Zigbee 3.0 protocol stack), and we implemented it on real
IoT devices, i.e., the OpenMote-b boards based on the CC2538
System on Chip (SoC).

Compared with standardized security solutions recom-
mended by the latest Zigbee 3.0 protocol suite, LiKe of-
fers unique advantages when the secret nodes’ information
available on the Domain Authority (DA) are leaked to a
powerful adversary. In this challenging scenario, competing
solutions fail to avoid impersonation attacks, while LiKe can
still achieve message source authentication, thus rejecting the
attack. These unique security properties have been formally
verified by using the open-source tool ProVerif, demonstrat-
ing enhanced security features concerning CBKE-based ap-
proaches.

When set up with a 160-bit elliptic curve (providing a
security level of 80 bits) [12], LiKe allows IoT devices to
agree on a shared secure session key in only 0.340 seconds,
by requiring only 2 messages per device and only the 0.135%
of the overall battery storage capacity of a typical IoT de-
vice. Compared to the CBKE protocol using X.509-ECDSA
and ECQV certificates, LiKe achieves a reduction in energy
consumption of 14.83% and 0.195%, respectively, while also
enjoying the additional protection against the leakage of secret
information stored at the Domain Authority.

Finally, the source code related to the implementation of the
LiKe protocol in the OpenWSN protocol stack and its auto-
matic security verification using the ProVerif tool have been
released as open-source [13]. This could allow practitioners,
industries, and academia to verify our claims and to compare
their own solutions with LiKe, eventually using our source
code as a ready-to-use basis for their software development.

Roadmap. The rest of the paper is organized as follows:
Section II provides a brief overview of certificateless public
key cryptography, as well as related work discussion; Section
III describes the system model and the description of the
adversary, while Section IV illustrates the logic and details of
the LiKe protocol. Section V discusses security considerations
and provides formal security verification of LiKe via the
ProVerif tool, while Section VI presents the results obtained
through an experimental performance assessment on real IoT
devices. Finally, Section VII tightens the conclusions.

II. BACKGROUND AND RELATED WORK

In this section, we provide the background on the
Certificateless Public Key Cryptography (CL-PKC) class of
approaches, as well as an overview of the distinguishing

features of our proposed LiKe protocol compared to similar
proposals in the current literature.

A. Certificateless Public Key Cryptography in a nutshell

CL-PKC is a class of cryptographic approaches that was
initially conceived by Al-Riyami and Paterson in [14], to
overcome existing security limitations affecting Identity Based
Cryptography (IBC) schemes. Specifically, in IBC schemes,
as well as in any system based on a Public Key Infrastructure
(PKI), the private-key generation process for all the entities
in the system is completely controlled by a trusted authority,
namely the Key Generation Center (KGC). Thus, an adversary
in possession of secret information leaked from the KGC could
fully impersonate any of the entities, without any chance to
be detected.

Such an issue, namely Key Escrow, is overcome by CL-PKC
schemes by dividing the private key generation process into
two parts, one controlled by the KGC and one controlled by
the requesting entity, respectively [15].

Let us assume a requesting entity A and a trusted authority
KGC, in charge of generating cryptography materials. Without
loss of generality, a CL-PKC scheme can be summarized in
seven distinct phases, described below.
Setup. This phase is executed by the KGC. Starting from

a security parameter k, this phase generates a Master Public
Key mpk and a Master Private Key msk uniquely associated
with the KGC.
Partial-Private-Key-Extract. This phase is trig-

gered by a request performed on a secure channel by a
requesting entity, namely A, aiming at receiving dedicated
cryptography materials, and it is mainly executed by the
KGC. Starting from the Master Public Key mpk, the Master
Private Key msk and an identity string IDA ∈ {0, 1}∗ of
the requesting entity, this phase generates the correspondent
partial private key dA for the requesting entity.
Set-Secret-Value. This phase is executed by the

requesting entity A, and it is aimed at generating the second
part of the private key. Specifically, starting from the Master
Public Key mpk, the identity string IDA, and a private
pseudo-random value, this phase generates an entity-dependent
secret key xA.
Set-Private-Key. This phase is executed on the re-

questing entity A and it is in charge of defining the full private
key of the entity A. Starting from the Master Public Key mpk,
the partial private key dA and the secret value xA of the entity,
it generates the full private key skA of the requesting entity
A.
Set-Public-Key. This phase is executed on the re-

questing entity A and it is in charge of defining the full public
key of the entity A. Starting from the Master Public Key of
the authority mpk and the secret value xA of the entity, it
generates the public key of the entity, namely pkA ∈ PK.
Encrypt. This phase is executed by the entity A when it

needs to deliver a new encrypted message. Starting from the
master public key mpk, the receiver’s identity string IDB , the
public key pkB of the entity B, and the clear-text message
m ∈ M, this phase generates the correspondent cipher-text
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C ∈ C. In case the public key is corrupted, this phase produces
an error.
Decrypt. This phase is executed by an entity B receiving

the encrypted message C, and it is aimed at recovering the
plain-text m. Starting from the master public key mpk, the
receiving private key of the receiving entity skB , and the
cipher-text C ∈ C, it generates the plain-text message m ∈M.
Otherwise, if the message is corrupted or the private key does
not match with the public key used in the cipher-text, this
phase ends with an error.

The advantages deriving by the adoption of a CL-PKC
technique are manifold [16]. First, CL-PKC schemes eliminate
certificate chains and certificate verification processes. At
the same time, the unique relationship between an entity
and its public key can be obtained directly from involved
cryptographic values. As such, CL-PKC schemes can get rid of
the transmission of a public key certificate bound to the public
key of the entity, achieving a consistent bandwidth reduction.
At the same time, CL-PKC schemes do not require any pre-
shared secret between communicating entities.

It is worth noting that, when the information about the
partial private key of the nodes, available on the KGC, are
leaked to the adversary, it could be able to obtain only a partial
part of the full private key of an entity, i.e., the cryptographic
material the KGC is in charge of generating. However, being
the full private key of an entity enriched with a self-generated
portion, the malicious entity could not be able to obtain the
full private key, thus not being able to access directly to the
content of legitimate communications. Thus, CL-PKC schemes
are robust even if the information of the devices, stored locally
on the KGC, are leaked to the adversary.

Finally, we remark that CL-PKC schemes are robust until
the adversary is not able to: (i) impersonate the KGC (e.g., by
stealing its secret private key); or, (ii) access to secret stored
locally on the participating devices. In case any of these two
situations occur, CL-PKC schemes become vulnerable, like
any other PKI-based scheme available in the literature. Thus,
as it will be detailed in Sec. III-B, the adversary assumed in
CL-PKC schemes is assumed not to be able to impersonate or
replace the legitimate KGC in the system.

B. Related Work

Legacy CBKE schemes based on X.509 certificates signed
through well-known cryptography schemes, such as Rivest-
Shamir-Adleman (RSA) and ECDSA, have several issues
when adopted in the context of the IoT [17].

Indeed, despite the adoption of the ECDSA technique allows
one to provide the same security level than the RSA technique
by reducing the overall certificate size, still the size of the
certificate is significant (in the order of 864 bytes for a security
level of 160 bits), leading to: (i)large bandwidth overhead;
(ii) large time to validate a certificate; (iii) significant storage
space; and, (iv) overwhelming energy consumption for con-
strained IoT devices [18].

These weaknesses motivated the design of more lightweight
solutions, characterized by limited bandwidth overhead and
computational efforts. One of the most effective solutions

along this direction is the ECQV technique. ECQV-based
schemes consistently reduce the size of the certificate, by
eliminating the need for an explicit signature. At the same
time, they do not require overwhelming cryptographic oper-
ations to be performed on involved devices. For instance, as
demonstrated by the authors in [19], a security level of 160
bits can be achieved leveraging ECQV-based certificates of
only 78 bytes, resulting in reduced MAC-layer messages.

The advantages of the ECQV technique has been also
recognized by many companies and communities. Indeed, in
the latest Zigbee 3.0 protocol suite, the ECQV technique has
been officially integrated as a possible option to decrease the
computational overhead and the bandwidth consumption in
constrained IoT devices [7].

Despite ECQV solved the above issues, that are particularly
relevant in the context of IoT devices, some limitations still
remain. Specifically, according to the ECQV scheme, the KGC
has full knowledge of the secret information of the devices,
such as their private keys. If such information are leaked to the
adversary, the overall security of any node in the network is
compromised. In addition, when a certificate is received by a
node, this device still has to verify the whole certificate chain,
up to the main CA. Such certificates need to be stored on the
devices, leading to additional overhead.

These limitations motivated further research efforts, result-
ing in a new class of approaches, namely Certificateless Public
Key Cryptography (CL-PKC). CL-PKC approaches overcome
the above issues by partially relaxing the dependence of the
key agreement scheme from the KGC [16]. Thanks to the
adoption of CL-PKC schemes, two main advantages can be
achieved. First, being the full private key of the devices not
completely known by the KGC, even if the secret information
of the IoT devices stored on the KGC are leaked to the
adversary, the security of the whole network is still guaranteed.
In addition, CL-PKC schemes eliminate the need for a cer-
tificate associated with each device. Indeed, the participating
devices only have to store the public key of the KGC, and
not the overall certificate chain, from the leaf device to the
KGC. Thus, CL-PKC schemes allow further reduction of the
computational and storage requirements on involved devices.

The above considerations have been summarized in Tab. I,
highlighting the main features of X.509-ECDSA, ECQV, and
CL-PKC approaches along the main system requirements
discussed before.

In the literature it is possible to find many CL-PKC schemes
contextualized in the IoT ecosystems, such as [20]--[26],
characterized by distinctive constructions and properties [16].
Table II provides an overview of their features and a cross-
comparison with the features offered by the proposed LiKe
protocol.

We notice that some existing approaches, including [21],
[23], involve computationally-intensive and time-consuming
pairing operations, very energy-consuming on constrained IoT
devices. At the same time, many of the analyzed approaches,
including [20], [23], and [24], also rely on the availability of
the DA during the key agreement, leading to high message
overhead and significant energy consumption. In addition,
many approaches, including [27], are based on a single static
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Table I
QUALITATIVE COMPARISON BETWEEN X.509-ECDSA, ECQV, CL-PKC

NONE: ◦ ◦ ◦, LOW: • ◦ ◦, MEDIUM: • • ◦, HIGH: • • •
A 3 SYMBOL INDICATES THE FULFILLMENT OF A PARTICULAR FEATURE,

A 7 SYMBOL DENOTES THE MISS OF THE FEATURE, WHILE THE SYMBOL −
INDICATES THAT THE FEATURE IS NOT APPLICABLE.

Feature X.509-ECDSA ECQV CL-PKC
Bandwidth Overhead • • • • • ◦ • ◦ ◦
Computational Burden • • • • • ◦ • ◦ ◦
Storage Requirements • • • • • ◦ • ◦ ◦
Robustness to Information
Leakage from DA 7 7 3

Resilience to
Man In The Middle 3 3 3

Robustness to
Compromised DA 7 7 7

Robustness to
Compromised IoT node 7 7 7

Certificates Management
Overhead • • • • • • ◦ ◦ ◦

partial private key provided by the DA. This key cannot be
updated during the lifetime of the device. Thus, if this key is
leaked to the adversary, the IoT node cannot obtain new fresh
cryptographic material (we refer to this very important feature
as Ephemeral Cryptography Material in Tab. II).

In this context, the only real experimental results are avail-
able from the contribution in [25]. The authors of this valuable
contribution report average times of 12.57 seconds for each
key agreement instance, contributing to overwhelming energy
consumption, not suitable for constrained IoT devices. More-
over, the key agreement protocol reported by these authors
involves a leaf IoT device and a drone, equipped with powerful
Graphics Processing Units (GPUs). Thus, it is not suitable for
our target scenario, involving fully-autonomous IoT devices
with really constrained capabilities.

Moreover, in all the analyzed protocols, a new re-keying
operation between two devices involves a computational and
energy cost equal to the previous key establishment process,
with a resulting increased (doubled) energy consumption.

For the best of the authors’ knowledge, LiKe is the first CL-
PKC protocol to be specifically designed and implemented
to meet the stringent bandwidth, computational, and energy
requirements of IoT ecosystems. Thus, it does not require
any computationally-intensive and time-consuming pairing op-
eration, it does not rely on any persistent connection with
the Domain Authority (with large benefits in terms of mes-
sage overhead, energy consumption, and scalability), and it
provides at the same time ephemeral cryptography materials
and lightweight re-keying operations. In addition, LiKe has
been contextualized in a real IoT communication technology,
implemented, and tested via real experimentation. Finally, the
code of LiKe has been released as open-source [13]. For the
best of the authors’ knowledge, at the time of this writing, the
combination of these crucial features are not available in any
CL-PKC scheme published in the literature.

III. SYSTEM AND ADVERSARY MODEL

This section provides details about the system model and
the adversary model assumed in our work. Sec. III-A describes

the reference scenario and the assumptions, while Sec. III-B
details the adversary and its objectives.

A. System Model and Assumptions

The system model considered in our work is illustrated in
Fig. 1.

IoT Domain I

IoT Domain II

IoT Domain III

Sink 
Node

Sink 
Node

Sink 
Node

Leaf 
Node

Domain Authority

Figure 1. Reference Scenario: multiple IoT domains, managed by a unique
Domain Authority (DA), where each domain is organized in a single sink
IoT node and several leaf IoT nodes. Black lines represent intra-domain
connections, while grey lines are inter-domain connections.

The scenario includes several IoT domains, consisting of
several IoT devices (or, equivalently, nodes) spread in the en-
vironment. In each domain, the devices are logically organized
in two classes: leaf IoT nodes and sink IoT nodes.

The leaf IoT nodes (reported in Fig. 1 using the black
color) are in charge of acquiring physical information from the
surrounding environment, e.g., temperature, humidity, light,
acceleration, pressure and possibly others. These information
are transmitted to other devices in the network, up to the
reference sink node of the IoT domain. The sink node (re-
ported in Fig. 1 using the grey color) takes the role of the
aggregator of the information produced by the IoT devices in
the same IoT domain. It can achieve aggregation operations,
as well as basic data processing (including the computation of
simple statistics about the data), following the emerging Edge
Computing architectural paradigm [28]. The communication
technology used by the IoT devices to transmit and receive
information is the IEEE 802.15.4 standard, at the basis of the
new Zigbee 3.0 protocol stack [29].

Without loss of generality, we assume that the IoT do-
mains are managed by the same system administrator. This
assumption translates in trusting a single system DA, directly
connected to the unique system administrator. Without loss of
generality, we assume that the identity and the cryptography
materials related to the unique DA are pre-loaded into the non-
volatile memory of the involved devices (see Sec. VI-A for the
evaluation of the memory requirements of such a choice).

However, the proposed scheme can be easily extended to
work effectively also when multiple independent authorities
are considered. In this case, each communicating device should
provide to the remote communicating party the identity of
the specific DA to trust. At the same time, the cryptography
materials related to other DA should be also pre-loaded in the
memory of the devices.



5

Table II
COMPARISON OF LIKE AGAINST STATE-OF-THE-ART APPROACHES USING CL-PKC TECHNIQUES.

Feature [20] [21] [22] [23] [24] [25] [26] [27] LiKe
Pairing-free 3 7 3 7 3 3 3 3 3
Non-persistent Connection with Domain Authority 7 7 3 7 7 3 3 3 3
Ephemeral Cryptography Material 7 7 3 7 3 3 7 7 3
Integration in a Real IoT Enabling Technology 7 7 7 7 7 3 7 7 3
Implementation on Real IoT Devices 7 7 7 7 7 3 7 7 3
Real Performance Evaluation 7 7 7 7 7 3 7 7 3
Energy Friendly Approach - - - - - 7 - - 3
Suitability for Autonomous IoT Domains 7 7 7 7 7 7 7 7 3
Lightweight Re-Keying 7 7 7 7 7 7 7 7 3
Open-Source Code 7 7 7 7 7 7 7 7 3

In this context, thanks to its inherent lightweight features,
the LiKe protocol proposed in this work (discussed in details
in Sec. IV) could be applied between any constrained IoT
devices, being either (i) two leaf IoT nodes, or (ii) a sink IoT
node and a leaf IoT node, whenever a secure communication
channel needs to be established. However, to take the discus-
sion at a general level, we will refer to the communicating
entities as A and B.

It is worth noting that, in line with the Zigbee 3.0 specifica-
tion, the IoT devices within the IoT domains can be connected
at the MAC layer using any physical topology. Indeed, LiKe is
a key establishment protocol working at layer-2 of the protocol
stack. Thus, it is designed to allow any couple of neighboring
devices to agree on a shared key, to be used to secure any
message exchanged between the devices.
On the one hand, we anticipate that LiKe requires the setup
of cryptography materials by the Domain Authority only
during the Setup Phase, that is executed offline, before the
deployment of the devices. Thus, LiKe does not require
any interaction with centralized authorities during the Online
Phase.
On the other hand, working at the MAC-layer between any
couple of neighboring devices, LiKe implicitly supports any
network topology at the physical layer, being it a star network,
a chain, a tree, or a mesh topology.
Therefore, as soon as two neighboring devices discover each
other (thanks to the reception of an IEEE 802.15.4 beacon
frame), they can trigger the execution of the LiKe protocol to
agree on a session key to secure any further message exchange.

An important assumption in our work is that the devices
within the IoT network are already synchronized, and they
share a common vision of time. We clarify that ensuring
time synchronization among the devices in the IoT network
is the task in charge of a network synchronization protocol.
The synchronization protocol is typically run between two (or
more) neighboring devices at the joining time, i.e., when a
new device joins the network.
First, we highlight that the LiKe protocol proposed in this
paper is executed immediately after a device joins the network.
Thus, we assume that the neighboring devices have already
discovered each other (thanks to the transmission/reception of
a beacon frame), and that they have already run a synchroniza-
tion protocol, sharing a common view of the time. Looking
at the LiKe protocol, the specific synchronization protocol in

place between the devices can be considered out of scope,
and we only consider that a generic synchronization protocol
is running and working effectively to provide a shared vision
of the time.
However, to provide further insights, we would like to high-
light that the network can use many different synchronization
protocols, and that such synchronization protocols can be also
executed at different layers of the protocol stack, from the
MAC layer to the Application Layer.
Without loss of generality, we can assume that, as soon
as the two devices discover each other thanks to the send-
ing/reception of an IEEE 802.15.4 beacon frame, they syn-
chronize each other to a shared vision of time. For instance,
the IEEE 802.15.4 standard specification enables the syn-
chronization between a couple of neighboring devices based
on the information transmitted/received in beacon frames.
Specifically, the device transmitting the beacon frame includes
in the message a time value, indicating the number of time-
slots that elapsed from the deployment of the network and
the time when the beacon frame has been transmitted. At the
reception of the beacon, the receiving device simply aligns its
time reference to the one of the transmitting device.

We also remark that the LiKe protocol proposed in our
paper is intended to be executed between any two neighboring
devices, immediately after the two devices discover each other
thanks to the delivery/reception of beacon frames at the MAC
layer (layer-2). Thus, the specific strategies to secure the
joining operations can be considered out of scope of LiKe,
as its only responsibility is to allow two devices to establish
pairwise keys. We also highlight that the cryptographic values
exchanged between the two devices are simply included as a
payload of a standard IEEE 802.15.4 message, without any
further encryption or authentication of the message. Indeed,
as demonstrated by the automatic verification carried out
in Section V, even accessing these cryptographic values, an
adversary cannot violate the security of the protocol.

We also highlight that, despite the Zigbee 3.0 specification
recommends the transmission of packets using the Carrier
Sense Multiple Access (CSMA) scheme to access the wireless
medium, this recommendation does not conflict with the
LiKe protocol. We recall that the logic of LiKe, its security
properties, its computational requirements, and the number
of MAC-layer messages required to establish secure pairwise
session keys, only depend on the specific hardware board and
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on the usage of the IEEE 802.15.4 communication technology
at the PHY/MAC layer. These features are independent of the
particular strategy selected to access the wireless medium.
Thus, being compatible with the IEEE 802.15.4 standard
specification, LiKe inherently supports both the CSMA and
the TSCH protocol.

Finally, it is worth noting that, in contrast with the vast
majority of certificateless schemes discussed in the litera-
ture, LiKe does assume neither any pre-deployment of the
public keys of other remote entities in the memory of the
participating devices nor any storage of such public keys on
dedicated public servers. On the one hand, this assumption
implies that the devices have to deliver their public key to
any other device they want to establish a communication
with. On the other hand, such a strategy provides memory
footprint reduction and alleviates pre-deployment efforts by
the system administrator. Given that our scenarios involve
memory and energy-constrained devices, such a choice is key
to avoid memory shortages and energy-consuming periodic
keys synchronization activities with the DA.

The notation used throughout this work is summarized in
Tab. III.

Table III
NOTATION SUMMARY

E elliptic curve group
q large prime number
G a generator of E of order n
Fq prime finite field
E/Fq elliptic curve defined over Fq

(c, C) DA master private and public key pair
IDi identity string of the device i
ni device nonce
ti public key validity time period
(xi, Xi) first partial private and public key of device i
(pi, Pi) second partial private and public key of device i
Kij ,Kji session key established between the devices i and j
H cryptographic hashing function
ψ keyed-hash message authentication code function
ϕ generic Key Derivation Function
sk preliminary session key
σi authentication tag generated by the device i.

B. Adversary Model

In this work, we assume a very powerful adversary, char-
acterized by both passive and active features.
In detail, the adversary model assumed in our work is con-
sistent with the Dolev-Yao attacker model, used by the large
majority of contributions in the literature working on CBKE
[30], [31].
According to the Dolev-Yao attacker model, the adversary can
eavesdrop all the communications between any two involved
devices, by simply tuning its radio on the same frequency and
channel used by the target devices, independently from the
selected communication technology. In addition, the adversary
can transmit its own messages, either replaying messages
previously eavesdropped on the communication channel, or
forging new ad-hoc messages, impersonating any party in the
system.
Thanks to these powerful features, the adversary aims to

access to messages exchanged between IoT devices, and/or
to impersonate any of the two parties in the key agreement
protocol, thus being accepted as a legitimate entity in the
network (i.e., achieving an impersonation or a Man-In-The-
Middle attack).
On top of this (widely accepted) adversary model, we add
a new, powerful feature. Specifically, we assume that the
adversary can have access also to all the nodes’ information
available on the DA. These information include the crypto-
graphic values provided by the IoT nodes to the DA during
the setup phase of the key agreement protocol.
Note that this is a typical situation in the field, verifiable when
attackers can steal secret nodes’ information from the DA,
without fully compromising its role in the network [32].
Thus, on the one hand, the adversary model assumed in
our work is consistent with a widely accepted model in the
literature, which is the Dolev-Yao attacker model. On the other
hand, this basic adversary model is further enriched with an
additional powerful feature, being stronger than the majority
of works currently available in the literature.

In line with the current literature, we also assume that the
adversary cannot access the local secret values of the DA and
the IoT devices in the network. Indeed, this is consistent with
the adversary models assumed in the large majority of con-
tributions working with Certificate-Based Key Establishment
(CBKE) and Certificate-Less Public Key Cryptography (CL-
PKC). Indeed, it is a remote adversary, that does not have the
physical access to the IoT device and cannot obtain its full
private key. It is also in line with a typical IoT and Industrial
IoT scenario, where the adversary typically attacks the network
from the public Internet, without having physical access to the
IoT devices.
On the one hand, the physical protection of the IoT device can
be considered out of the scope of the present contribution. On
the other hand, LiKe can be integrated with additional dedi-
cated strategies, specifically tailored to protect the secrets of an
IoT device (e.g., the private key) from a physical compromise
[33]. We refer the interested readers to the contributions in
[34] and [35] for more details on hardware security for IoT
devices.

IV. THE LIKE PROTOCOL

In this section, we provide the details of the LiKe scheme,
proposed to allow constrained devices to establish a session
key to be used for secure communications. Overall, LiKe
involves two different phases: a pre-deployment phase (de-
scribed in Sec. IV-A) and a key agreement phase (described
in Sec. IV-B). Further considerations on re-keying operations
will be finally provided in Sec. IV-C.

A. Pre-Deployment Phase

In the pre-deployment phase, each device participating in
the system interacts securely with the DA, to receive dedicated
cryptography elements. Without loss of generality, we assume
that this phase is performed directly by the manufacturer of
the device, before their effective deployment.



7

The flow of the interactions between the DA and a generic
device i is depicted in the following Fig. 2.

ωi

pi , Pi

Generation of partial keys pi ,Pi

Key 
Validation

piG = Pi + hiC

Domain 
Authority

Device i

Figure 2. LiKe: Sequence Diagram of the Setup Phase.

At the boot-up of the system, the system administrator
establishes the public parameters of the system, enforced by
the DA. They include:
• the elliptic curve group E ;
• the generator G ∈ E of order n of the group E ;
• the elliptic curve E/Fq over a prime finite field Fq;
• the cryptographic hashing function H : {0, 1}∗ → Z∗n;
• the keyed-hash message authentication code function ψ;
• the Key Derivation Function (KDF) ϕ.
Then, the DA computes its own private and public key pair.

Specifically, starting from a k-bit prime number q, the DA
generates its own private key c ∈ Z∗n, and its own public key
as C = cG. Finally, it makes publicly available the public
system parameters, as params={Fq, E/Fq, E , G,C,H, ϕ, ψ}.

Let us assume that the generic device i needs to be equipped
with cryptography elements necessary to establish secure
session keys with communicating devices. The device (or the
user acting on its behalf) extracts a random value xi ∈ Z∗n,
and sets this value as the first (fully secret) part of its private
key. The corresponding first part of its public key is computed
as Xi = xiG.

Then, the device i computes the following two elements: (i)
an identity string IDi ∈ {0, 1}∗, representing its identity on
a string, and (ii) a time period ti ∈ {0, 1}∗, representing the
desired validity time of its public key.

Then, the device i computes the string ωi, as in the
following Eq. 1, and it provides the string to the DA.

ωi = (IDi ‖ ti ‖ Xi). (1)

The DA first checks that the desired time validity requested
by the user is consistent with the system-level security require-
ments. If this is valid, it considers ti as the target time validity,
otherwise, ti will be set to a default value established by the
DA. We remark that the time validity period ti of the partial
private key delivered by the authority should be set as short
as possible, e.g., it can be equal to the battery lifetime. It is
worth noting that establishing a time-limited validity is crucial
in case the key material is leaked or somehow compromised.

In such a case, its limited time-validity poses a time limit on
its persistent usability.

Then, the DA generates the correspondent second part of
the private key for each device i as follows:

1) The DA selects a random value ri ∈ Z∗n, computes its
projection on the elliptic curve as Pi = riG, and then
computes hi = H(ωi ‖ Pi).

2) The DA computes the value pi = ri + hic mod n.
3) The DA delivers to the device the second partial private

key pi and the second partial public key Pi to the device
i.

When the device i receives the private key, it can verify
the authenticity of the received information by verifying the
following equation Eq. 2:

pi ·G = Pi + hi · C (2)

If the above relationship is verified, the key can be consid-
ered authentic and correctly generated by the DA. Thus, the
device can set its full private key as ski = (xi, pi) and its full
public key as pk = (Xi, Pi).

It is important to remark that, as a novel contribution
of LiKe, the inclusion of Xi in the string ωi allows to
uniquely bind the part of the public key self-generated by
the device to the device itself. Such a strategy prevents any
possible impersonation attack that could be carried out when
the information available on the DA are compromised. More
details will be provided in Sec. V.

B. Key Agreement Phase

Without loss of generality, we assume that some crypto-
graphic elements are pre-configured in each device by the
network administrator before the physical deployment. These
include all the values previously defined in params, as well as
the public key C of the DA.

The rationale of the LiKe scheme consists of the exchange
of four different logical messages, two per each involved
device. The first two messages, one per participating device,
are dedicated to the exchange of the cryptography materials,
including the public keys of the devices. The public key
received by the remote device is then used to generate a shared
secret, namely the Preliminary Session Key, according to the
well-known Elliptic Curve Diffie Hellman (ECDH) scheme.
The last two messages, instead, one per each device, allow
any of the two entities to verify the authenticity of the remote
party and to establish a unique session key, that will be used
to protect messages delivered on the wireless communication
channel.

Given that the communicating devices are directly con-
nected, we assume that LiKe is integrated at layer-2 of
the protocol stack, and in particular as a payload of the
IEEE 802.15.4 communication technology, standardized as the
reference MAC-layer of the Zigbee 3.0 protocol suite. Thus,
the cryptography elements delivered in each of the messages
are assumed to be integrated into the layer-2 payload of the
message.

Let us assume two generic constrained devices A and B.
Concerning the scenario discussed above, they can be either
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Figure 3. LiKe: Sequence Diagram of the Key Agreement Phase.

two leaf IoT devices, or a leaf IoT node and a sink IoT node.
To establish a secure communication channel, the two devices
require a fresh session key. To this aim, they run the key
agreement protocol depicted in Fig. 3 and described below:

1) The device A generates the first message of the
protocol (Message #1), including the string ωA =
(IDA ‖ tA ‖ XA), the second part of the public key PA,
and a random nonce nA. Then, it delivers this message
to the IoT device B.

2) On receiving this message, the device B checks the time
consistency of the received data, i.e., it verifies that the
time validity tA included in the string ωA is posterior to
the current time t, i.e., tA > t. If this preliminary step
is successful, the device B stores locally the received
values. Then, it replies with a new message (Message
#2) including the string ωB = (IDB ‖ tB ‖ XB), the
second part of the public key PB , and a random nonce
nB .

3) On receiving this message, the device A checks the time
consistency of the received data, i.e., it verifies that the
time validity tB included in the string ωB is posterior to
the current time t, i.e., tB > t. If this preliminary step is
successful, the device B stores the received parameters.
Then, it computes a preliminary key value, composed by
two parts, as KAB = KAB,1‖KAB,2, as in the following
Eqs. 3 and 4.

KAB,1 =pA(PB +H(IDB ‖ tB ‖ XB ‖ PB)C)

=pA(rBG+ hBcG)

=pA(rB + hBc)G

=pApBG

(3)

KAB,2 = xAXB = xAxBG (4)

4) Then, the same device A can compute a preliminary
session key, as in the following Eq. 5.

sk = skAB = ϕ(KAB) (5)

The function ϕ is a Key Derivation Function, used to
create a key from a bit-string. The device A stores the

preliminary session key skAB in a local Key Table, for
further usage (see Sec. IV-C for more details).

5) The device A prepares an authentication message. As-
suming ψ is a keyed-hash message authentication code
function, the device computes an authentication tag σA,
using the preliminary session key sk, according to the
following Eq. 6.

σA = ψ[sk, (ωA, PA, ωB , PB , nA, nB)] (6)

Then, the device A delivers the authentication tag as the
layer-2 payload of a message (Message #3), using the
session key sk previously computed as the encryption
key.

6) The device B executes similar operations. It computes
the preliminary key value, composed by two parts, as
KBA = KBA,1‖KBA,2, as in the following Eqs. 7 and
8.

KBA,1 =pB(PA +H(IDA ‖ tA ‖ XA ‖ PA)C)

=pB(rAG+ hAcG)

=pB(rA + hAc)G

=pBpAG

(7)

KBA,2 = xBXA = xBxAG (8)

7) Then, the device B can compute a preliminary session
key, using the preliminary session key sk, as in the
following Eq. 9.

sk = skBA = ϕ(KBA) (9)

The device B stores the preliminary session key sk =
skBA in a local Key Table, for further usage (see Sec.
IV-C for more details).

8) At the reception of the authentication tag σA from the
device A, the device B can verify its authenticity, by
re-computing it locally and verifying the following Eq.
10.

σ′A = ψ[sk, (ωA, PA, ωB , PB , nA, nB)] = σA (10)

If the value σ′A computed locally matches the value σA
received from the remote device, B can safely assess that
it is indeed communicating with A and that its public
key is authentic, i.e., it has been generated by the DA.
Thus, if the above check is successful, B proceeds on
with the next steps of the protocol. Otherwise, it stops
its execution and aborts the session.

9) The device B prepares the respective authentication
message. Assuming ψ is a keyed-hash message au-
thentication code function, the device B computes an
authentication tag σB , using the preliminary session key
sk, according to the following Eq. 11.

σB = ψ[sk, (ωB , PB , ωA, PA, nB , nA)] (11)

Then, the device B delivers the authentication tag as the
layer-2 encrypted payload of a message (Message #4 ),
using the session key skBA previously computed as the
encryption key.
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10) At the reception of the authentication tag σB from the
device B, the device A decrypts the authentication tag
σB , by using the preliminary session key skBA, and
thus it can verify the authenticity of the communicating
party, by re-computing the tag locally and verifying the
following Eq. 12.

σ′B = ψ[sk, (ωB , PB , ωA, PA, nB , nA)] = σB (12)

If the value σ′B locally computed matches the value σB
received from the remote device, A can safely assess that
it is indeed communicating with B and that its public
key is authentic, i.e., it has been generated by the DA.
Thus, if the above check is successful, A proceeds on
with the next steps of the protocol. Otherwise, it stops
its execution and aborts the session.

11) Finally, both the devices can generate the same (authen-
ticated) Session Link Key Lk, according to the following
Eq. 13.

Lk = ϕ(KAB ‖ nA ‖ nB) = ϕ(KBA ‖ nA ‖ nB)
(13)

The Session Link Key will now be used as the encryp-
tion and decryption layer-2 key for all the messages
exchanged by the communicating entities during the
current session.

C. Considerations on Re-Keying Operations

The protocol flow previously described is fully executed
when the devices A and B need to exchange data for the first
time. Indeed, as the two devices never exchanged data before,
none cryptography materials could have been shared.

When the two devices need to establish a new session, a
Re-keying operation is necessary to establish a new session
key. Re-keying operations can be either synchronous or asyn-
chronous. Synchronous re-keying operations can be scheduled
at will by the network administrator, based on the time validity
of the established session keys, trading off between security,
usability, and energy consumption. In the most secure setup,
the network administrator could decide to schedule re-keying
operations every time a device needs to deliver a message
to the other one. In this case, any time a message needs to
be sent, an instance of the key agreement protocol should
be run, resulting in the establishment of a new session key.
Indeed, despite being the most secure configuration, this setup
is also the most energy-consuming, resulting in the triggering
of a new instance of the key establishment protocol for each
message delivery. Alternatively, the network administrator
could decide to schedule re-keying operations on a daily basis,
i.e., every time 24 hours elapsed from the last key agreement
instance. In this setup, the devices could gain energy, reducing
the security level. Overall, based on the requirements of the
particular scenario, the network administrator should decide
the time validity of the session keys, thus establishing the time
when re-keying operations should happen.
Asynchronous re-keying operations can be triggered by the
network administrator in special situations, outside the reg-
ular maintenance schedule. For instance, when the network
administrator is informed about the leakage of the specific

session key on an IoT device, or about an ongoing attack
targeting the session key of a specific IoT device, it can trigger
asynchronous re-keying operations to update the cryptographic
material.

However, note that a new run of LiKe leads to the generation
of the same preliminary session key, as its computation does
not involve any new cryptographic value. On the one hand,
this property does not break the security of the protocol, as
the new session key will be generated using the two fresh
nonces exchanged in the new key agreement phase. On the
other hand, in the re-keying, the two devices can skip the
computations that start with the reception of the cryptography
elements of the remote device and end with the generation
of the preliminary session key, leveraging values previously
computed and stored in the local keys table. The best option
is to save this cryptographic value in the Non-Volatile Random
Access Memory (NVRAM). In this way, even in case the
device reboots, the preliminary key value previously negotiated
remains available to the device.

The above property allows gaining significant time, and
energy, contributing to make the whole scheme a lightweight
and fast re-keying agreement technique.

We remark that the two devices still need to exchange the
first two messages of the protocol, as the new nonces included
in the respective messages will be crucial for the generation
of a fresh and secure session key.

V. SECURITY CONSIDERATIONS

In this section, we discuss the most important security
aspects of LiKe. In Sec. V-A we summarize the most important
security properties provided by LiKe, while Sec. V-B describes
the automatic formal security verification of the protocol
conducted using the ProVerif tool.

A. Security Properties

LiKe achieves the security properties listed below.
Protection Against Leakage of Secret DA Information.

The self-generated portion of the public key of each device
is now bound to the identity of the generating party, via the
string ωi. This smart feature is particularly useful when the
information available on the DA are leaked to an adversary.
Indeed, even if the adversary could know the partial private key
of one of the two devices, it could not be able to impersonate
any of them, being not aware of the remaining part of the
private key [36].

To provide further insights, let us assume a scenario where
the secret information of the IoT devices (i.e., their private
keys) are created and stored on the DA, and they are leaked
to the adversary (see, for instance, the case discussed in [32]).
At the same time, let us assume that the adversary only has
access to these information (e.g., by temporary reading or
stealing the file), while it cannot get the private key of the DA,
and neither its full control. Assuming the above-introduced
challenging scenario, legacy certificate-based schemes (e.g.,
using X.509-ECDSA, and ECQV certificates) cannot continue
to guarantee the security of the communications between IoT
devices. Indeed, given that the security of the session keys
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generated between the devices using these schemes is fully
based on the secrecy of the private keys, looking at the
message exchange, the device can both reconstruct the session
keys and impersonate any of the two devices in the network.
Instead, when LiKe is adopted, being the full private key of the
device composed by a part that is not known by the DA, the
adversary still does not have the full information necessary to
reconstruct the session keys already established or to predict
future session keys that will be negotiated by the devices in
the network.

Thus, any tampering attempt by a malicious device would
lead the two communicating parties to compute different
preliminary session keys, thus causing irrecoverable errors
when the authentication tags are exchanged and verified. Such
powerful security features have been also formally verified via
ProVerif (see Sec. V-B).

Ephemeral Cryptography Materials. A time validity pe-
riod ti, set as short as possible, can now be uniquely associated
with the cryptography elements released by the DA. Indeed, if
the legitimate entity continues to use the public key beyond the
intended time validity period, it can be immediately detected
by any remote party involved in the proposed key agreement
protocol. Further, any local malicious modification of such
validity time can be immediately detected, as the unique
relationship between the string ωi and the related public key
would not be verified, anymore.

Protection Against Man-in-the-Middle Attacks. LiKe
binds the partial public keys to its owner in a trusted fashion.
This makes LiKe robust against Man-in-the-Middle (MITM)
attacks, as any party would need the private portion of the
public key of a given entity to fully emulate its identity.
Moreover, in the second part of LiKe, two authentication
messages are exchanged, involving all the data exchanged in
the previous communications. This is inspired by the Finished
messages in the Transport Layer Security (TLS) protocol, and
the effectiveness of this strategy to protect against MITM and
tampering attacks can be provided via the same proofs already
performed for the TLS protocol [37]. The formal verification
of this property has been also provided by using the ProVerif
tool (see Sec. V-B).

Protection Against Replay Attacks. Despite the prelimi-
nary session key remains the same across different instances
of LiKe, fresh nonces are generated ex-novo any time. In
fact, they guarantee effective verification of the identity of
the devices and generation of new session keys per each
new protocol instance, protecting against any replay attack.
Thus, any replay of old messages will lead the two devices
to compute wrong authentication tags (see Sec. V-B for the
formal verification of this property).

Protection Against Known-Key Attacks. Each run of
LiKe produces a unique session key, based on the preliminary
session key and the fresh nonces. As a consequence, even
if a malicious entity can compromise a session key, it is
not able to re-compute the private keys of the legitimate
entities, as it is assumed that it is not able to solve the well-
known Elliptic Curve Computational Diffie-Hellman Problem
(ECCDHP) and the Elliptic Curve Discrete Logarithm Problem
(ECDLP). Thus, a new re-keying operation will nullify the

efforts of the adversary, which will have to find out the new
key from scratch.

Considerations on Energy-Depletion Attacks. The LiKe
protocol can detect the presence of a malicious party in the key
establishment process only after the exchange of the Messages
#3 and #4 of the protocol (see Fig. 3), i.e. at the steps
no. 8 and 10. In some setup, this could make the protocol
more exposed to energy-depletion attacks, where the adversary
engages the legitimate IoT device in several unsuccessful
instances of the LiKe protocol. Assuming k is the number of
instances initiated by the malicious IoT device, the legitimate
IoT device would realize the presence of the attacks only after
sending/receiving 2 ·k logical messages, with a linear increase
to the number of instances. This vulnerability can be mitigated
through smart implementation techniques, e.g., by rejecting a
request to start the LiKe protocol from a particular device after
a given number of unsuccessful instances— in typical server
processes, this number is fixed to 3 unsuccessful instances. At
the time of this event, an alarm could be emitted by the target
device, calling for further investigation.

However, as will be shown in Section VI, we highlight
that the number of MAC-layer messages (directly connected
to the energy consumption) required when using the LiKe
protocol before detecting an attack is not higher than the
number of messages required to detect such an attack when
using other Public Key Cryptography (PKC) schemes, such as
X.509-ECDSA certificates, and ECQV implicit certificates. In
fact, as will be experimentally demonstrated in Section VI,
considering an elliptic curve group size of 256 bits, when
using the CBKE-ECQV scheme, an IoT device could reject
an instance of the key agreement protocol (thus detecting an
attack) after the exchange of 2 messages, while 9 messages
need to be exchanged at the MAC-layer to reject a request
when using the CBKE-ECDSA scheme. When using LiKe, a
device can reject a request after receiving 2 messages at the
MAC-layer. Thus, the inclusion of the LiKe protocol does not
increase the minimum number of messages to be exchanged at
the MAC layer to detect an attack. Therefore, we can conclude
that the adoption of the LiKe protocol is neutral compared
to the sensitivity of a key agreement scheme against energy-
depletion attacks.

B. Formal Verification using ProVerif

The most important security objectives achieved by LiKe
have been formally evaluated using the automated tool
ProVerif [38], developed by researchers at Inria and widely
used in the recent literature to formally verify the security of
cryptographic protocols [39], [40], [41].

Assuming that: (i) the cryptographic primitives used in the
protocol are inherently robust; and, (ii) the attacker knows the
algorithm and specific cryptography values, ProVerif enables
the formal verification of any security protocol against a
powerful attacker, able to read, modify, delete, and inject
messages on the communication channel (consistent with the
Dolev-Yao attacker model). In case an attack is found, ProVerif
also lists the steps needed by the attacker to violate the desired
security feature.
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The LiKe protocol has been implemented in the ProVerif
tool, and four main events have been identified:
• begin_LiKe_A: indicating that node B is requested to start

an instance of the LiKe protocol by a requesting entity
identified as node A;

• begin_LiKe_B: indicating that node A is requested to start
an instance of the LiKe protocol by a requesting entity
identified as node B;

• end_LiKe_A: indicating that node A completes success-
fully an instance of the LiKE protocol with an entity
identified as node B;

• end_LiKe_B: indicating that node B completes success-
fully an instance of the LiKE protocol with an entity
identified as node A.

In addition, we recall that ProVerif provides the following
output:
• not attacker(elem[]): meaning that the attacker is not in

possession of the value of elem;
• attacker(elem[]): meaning that the attacker is in posses-

sion of the value of elem;
• inj-event(last_event ()) ==> inj-event(previous_event ())

is true: meaning that the function last_event is executed
only when another function, namely previous_event is
really executed;

• inj-event(last_event ()) ==> inj-event(previous_event ())
is false: meaning that when the function last_event is
executed, it is not always true that the function previ-
ous_event has been executed before.

We conducted two different tests to validate the security
features offered by the LiKe protocol. The output of the
ProVerif tool in the two cases, when executed on a local
machine, is shown in Fig. 4.

 

(a) Test 1: Security Verification of LiKe when the private keys of the involved
devices are assumed to be secret.

 

(b) Test 2: Security Verification of LiKe when the partial private keys of
the involved devices maintained by the DA are assumed to be leaked to the
adversary.

Figure 4. Screenshots of the output provided by the ProVerif automatic tool.

In the first test, namely LiKe_test_1, we assumed that all the
partial private keys of the nodes, including both the ones in
possession of the DA (i.e., pA[] and pB[]) and the ones stored
locally on the devices (i.e., xA[] and xB[]) are kept secret, as
shown in the lines 1-2-3-4 of Fig. 4(a). With this configuration,
we notice that: (i) the device B ends successfully the protocol
only when the device A started it, and (ii) the device A ends
successfully the protocol only when the device B started it.
Thus, the two devices A and B are mutually authenticated.
The positive outcome of these two queries verify the security

of the LiKe protocol against Man-In-The-Middle and replay
attacks, contemplated by the Dolev-Yao attacker model in the
ProVerif tool.

In the second test, namely LiKe_test_2, we assumed that the
partial private keys of the devices stored on the DA (i.e., pA[]
and pB[]) are leaked to the adversary, as shown by the output
not attacker(pA[]) is false at line 1 and not attacker(pB[]) is
false at line 2 in Fig. 4(b). Even assuming this challenging
scenario, LiKe continues to guarantee security and robustness
against any impersonation attack, such as Man-In-The-Middle
and replay attacks, as depicted by the output at lines 5-6 of Fig.
4(b). In fact, the secrets stored locally on the two devices still
contribute to identifying uniquely the participating entities.
The successful output of this test formally verifies the security
of the LiKe protocol in the scenario where nodes’ information
stored on the DA are leaked to the adversary.

The source code of the LiKe protocol in the ProVerif tool
has been also released as open-source [13], to allow interested
readers to verify our claim and further use our code as a ready-
to-use basis for their software protocol verification.

VI. PERFORMANCE EVALUATION

We implemented the LiKe protocol using real IoT devices,
and we tested its performance, in terms of message overhead
and energy consumption, in dense IoT networks including
up to 11 IoT nodes. The details of the implementation are
provided in Sec. VI-A, while considerations about the time
required by the protocol to complete and its energy con-
sumption are reported in Sec. VI-B. Sec. VI-C offers the
comparison between LiKe and baseline CL-PKC approaches
and, finally, Sec. VI-D reports the experimental comparison of
LiKe against standardized approaches used in the Zigbee 3.0
protocol suite.

A. Implementation Details

The LiKe protocol has been implemented using real IoT
devices, i.e., the OpenMote-b hardware platform. This is a
state-of-the-art IoT board, used for real experimentation and
rapid prototyping of IoT algorithms and solutions [42], [43].
The hardware platform features a CC2538 System on Chip
(SoC), 32 MHz ARM Cortex M3 processor, 512 kB of ROM
and 32 kB of RAM.

As for the operating system, we selected the OpenWSN
operating system, consistently with other related work on IoT
security [19], [44] [45], since it integrates a slotted channel
access mechanism and the IEEE 802.15.4 standard operating
in the TSCH mode, used as the PHY and MAC layer of the
Zigbee 3.0 protocol suite [46].

The LiKe protocol has been implemented at the MAC layer
(i.e., layer-2), and integrated within the IEEE 802.15.4 MAC.
We recall that the IEEE 802.15.4 communication technology
requires the exchange of packets having a maximum size of
127 bytes. Thus, when the protocol requires larger informa-
tion to be exchanged within communicating nodes, message
fragmentation is required.

As a powerful feature, the CC2538 within the OpenMote-b
includes a crypto-processor, able to execute atomic big number
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modular and Elliptic Curve Cryptography (ECC) operations,
using hardware accelerators. We implemented software rou-
tines that efficiently combine and orchestrate these atomic
operations to provide advanced cryptographic operations, such
as the one required by LiKe and competing approaches. As for
the cryptographic curves used in our experimental evaluation,
we have used the elliptic curves secp160r1, secp192r1, and
secp256r1. These curves are publicly recognized as secure
by the scientific community, and they all achieve a security
level equal or higher than the minimum acceptable security
level assumed for an ECC curve, fixed at 80 bits [12]. As a
strengthening feature, the CC2538 crypto-processor also pro-
vides enhanced protection against physical-layer timing-based
attacks against ECC operations, implementing via hardware
the Montgomery Ladder technique, widely recognized as a
valid technique to defeat side-channel attacks.

As for the supporting cryptographic operations, we used the
HMAC-SHA hardware function provided by the CC2538 as
the hashing function, while the well-known P1363 KDF has
been used to translate a string into a key of a given length
[47]. To evaluate the time duration of any hardware/software
operation, we used the built-in 32 MHz clock provided by
the CC2538 SoC, recording the starting and ending time
of the operations via dedicated software instructions. As for
the energy consumption, we used an oscilloscope Keysight
InfiniVision DSOX2012A, equipped with two input channels
a resolution bandwidth of 100 MHz, by sampling the voltage
drop to the terminals of a 1Ω probe resistor, bridging the pins
in series with the CC2538 chipset. The oscilloscope has been
set with a vertical resolution of 8 bits, a vertical range of 50
mV/div, and a horizontal range of 1 ms/div. Figure 5 shows
our experimental testbed.

 

Figure 5. Our real proof-of-concept, using the OpenMote-b hardware plat-
forms, a laptop for managing the IoT network, and the oscilloscope used for
the energy consumption evaluation.

As a novel result, we report in the following Figs. 6 and 7
the time needed to complete each atomic hardware operation
on the OpenMote-b hardware platform, as well as the energy
consumption of each operation.

It emerges that, independently from the selected elliptic
curve size, the most time-consuming operation is the Elliptic
Curve Point Multiplication, requiring from a minimum time
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Figure 6. Average Time required to execute the cryptographic operations on
the OpenMote-b hardware platform, with different size of the elliptic curve.

Ellip
tic

 C
urve Additio

n

Ellip
tic

 C
urve M

ultip
licatio

n

HMAC-S
HA

Modular A
dditio

n

Modular D
ivision

Modular M
ultip

licatio
n

10
1

10
2

10
3

10
4

E
n

e
rg

y
 C

o
n
s
u
m

p
ti
o
n
 [
m

J
]

secp160r1

secp192r1

secp256r1

Figure 7. Energy Consumption of the cryptographic operations on the
OpenMote-b hardware platform, with different size of the elliptic curve.

of 58.72 ms when the secp160r1 curve is used up to a
maximum time of 109.3 ms when the secp256r1 curve is used.
The HMAC-SHA algorithm always requires 2.53 ms, and
the Elliptic Curve Addition varies between 1.44 ms and 2.75
ms. Finally, we notice that the modular operations are more
lightweight, requiring always less than 0.05 ms to complete.

As for energy consumption, we notice that the amount
of energy required to complete a given operation is not
always dependent on the time required to complete it. In
fact, while the most energy-consuming operation is always
the Elliptic Curve Multiplication (requiring 5, 582 mJ, 7, 939
mJ, and 11, 045 mJ using the secp160r1, secp192r1, and the
secp256r1, respectively), increasing the size of the elliptic
curve for the other operations always lead to similar values
of the energy consumption, equal to approximately 244 mJ.

In its complete fully-fledged version, the LiKe protocol
requires only 13.594 kB of ROM and 960 bytes of RAM,
thus occupying about the 2.65% of the devices’ ROM and a
negligible portion of the available RAM. The source code of
the implemented protocol has been released as open-source
[13], to further push the innovation, as well as to allow
researchers and academia to further use our code as a ready-
to-use basis for further software development.
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B. Evaluating the LiKe Protocol

Figure 8 provides a simplified temporal diagram of the LiKe
protocol on the OpenMote-b hardware platform, configured
with the elliptic curve secp160r1, where the reported time
duration have been averaged over 10 independent protocol
executions.

We notice that the average time required for two devices
to complete the LiKe protocol is about 340.478 ms, where
243.392 ms are required for the first phase of the protocol (up
to the generation of the DH key), while the remaining 97.086
ms are required to exchange the authentication materials and
compute the final Session Key. We highlight that the overall
duration of the protocol can be severely affected by the
configuration of the schedule of the OpenWSN operating
system at the MAC layer, i.e., the number of slots available
for RF operations in a time unit. For the tests reported in Fig.
8, we used the default slot duration of 10 ms recommended
by the IEEE 802.15.4 standard specification, with a slot-frame
duration of 11 slots and 5 slots available for transmission and
reception operations on the 2.4 GHz frequency band. Thus, the
average time required to transmit a packet from a device to
the other is set to 30 ms (the average between the best case, 0
ms, and the worst case, 60 ms). As expected from the analysis
reported in Fig. 6, the most time-consuming operation is the
Elliptic Curve Multiplication, taking 61.86 ms on the devices.

We highlight that, when a re-keying operation is required,
a significant amount of time can be gained. In fact, all the
cryptographic operations required in the first phase do not need
to be executed (indeed, cryptography elements do not change),
and thus a significant of time and energy can be saved. Overall,
in case of a re-keying operation, the time necessary to compute
a new session key reduces to 157.818 ms, further reducing the
overhead of the LiKe protocol.

To provide further insights, we also measured the time
needed to complete the LiKe protocol in a dense IoT network,
comprising up to 11 nodes. To decrease the RAM requirements
on constrained IoT devices, we set up the protocol in a way
to handle maximum a single instance of the LiKe protocol per
time, completed on a First-Come First-Served (FCFS) basis.

As the physical topology of reference, we considered the
star topology, i.e., a single sink IoT node and several leaf IoT
nodes in direct visibility with the sink.

Fig. 9 reports the needed for each all the nodes in the
network to set up a session key with its preferred neighbor,
while increasing the number of leaf IoT nodes from 1 to 10.
The tests have been repeated 100 times, and we report the
mean value and the 95% confidence intervals.

Overall, the time needed by LiKe to complete the setup
of the session keys for each device in the networks grows
proportionally with the number of devices. This is expected,
given that the sink IoT node can be involved in only a single
LiKe instance per time. In the worst case, where up to 10 leaf
nodes are deployed (total of 11 nodes in the network, including
the sink IoT node), the time required for all the nodes to have
a secure session key with the sink IoT node is 3.259 seconds,
that is indeed a viable overhead in the scenario assumed in
our work.

We remark that the results reported in Fig. 9 are valid also
in the case of a physical chain topology, where there is a single
sink IoT node, and several leaf IoT nodes connected one to
the other in a chain, with only one leaf node connected to
the sink. Indeed, to find an optimum balance between energy
consumption and throughput of the network, assuming the
scenario described in Sec. III-A, each leaf IoT device should
be configured to accept an incoming request to start an instance
of the LiKe protocol only if it has previously negotiated a
session key with its preferred neighbor, towards the sink IoT
node. Otherwise, data packets directed towards the sink node
would be transmitted over at least one unsecured link, leading
to an insecure network. Thus, as obtained for the star topology,
each device should be involved in a single instance of the LiKe
protocol and the time needed to set up a fully secure network
will increase linearly with the number of nodes in the chain.

C. Performance Comparison with other CL-PKC schemes.

In this section, we compare the performance of the pro-
posed LiKe protocol with other CL-PKC schemes described
in Section II-B, with reference both to main computational
requirements and time required by other CL-PKC schemes.

We highlight that our comparison considers the main
sources of computational efforts by the participating devices,
i.e., the number of ECC point addition, ECC point mul-
tiplication, pairing, hashing, and exponentiation operations.
Lightweight operations, such as modular addition and multipli-
cation operations, being less demanding (as shown in Fig. 6),
are neglected.

The summary of our comparison is reported in Tab. IV,
with reference to the number of operations to be executed
per involved device. Note that, when used, n refers to the
number of nodes in the network. Overall, LiKe emerges
as a lightweight solution, scalable with the number of IoT
devices, and being characterized by a limited amount of
ECC point addition, ECC point multiplication, hashing, and
exponentiation operations. In addition, LiKe does not require
any pairing operation, hence being suitable for the integration
in computationally-constrained IoT devices.
To provide further insights, we also compared LiKe against
three baseline CL-PKC approaches, i.e., [23], [20], and [26]—
with reference to the duration of the authenticated key agree-
ment protocol.

These baseline approaches were selected based on their
distinctive features. The approach in [23] includes both pairing
operations and interactions with the DA; the scheme described
in [20] includes none pairing operations, but it requires online
interactions with the DA; and, finally, [26] includes neither
pairing operations nor interactions with the DA.

To enable the comparison, we took into account the protocol
flow of the reference approaches. In addition, we considered
as the time duration of the particular operation the one exper-
imentally measured in the target hardware board, as reported
in Fig. 6. As for the duration of the pairing operation, as
experimentally verified by the authors in [48], we assumed
that the related time duration is 24 times higher than the
cost of a regular ECC point multiplication. The overview of
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with dark grey rectangles cannot be skipped at the re-keying time, while operations identified with light grey rectangles are management and RF operations.

Table IV
PERFORMANCE COMPARISON OF LIKE AGAINST STATE-OF-THE-ART APPROACHES USING CL-PKC TECHNIQUES.

Scheme ECC Point
Addition

Operations

ECC Point
Multiplication

Operations

Pairing
Operations

Hashing
Operations

Exponentiations

[20] 3 5 0 2 0
[21] 0 0 1 2 4
[22] 1 5 + 4n 0 2 0
[23] 0 2 1 1 0
[24] 6 6 0 4 0
[25] 2 10 0 8 0
[26] 1 6 0 4 0
[27] 4n 4(n+ 2) 0 5 0
LiKe 1 3 0 5 0

Table V
COMPARISON BETWEEN LIKE AND REFERENCE CL-PKC TECHNIQUES IN TERMS OF THE TIME DURATION OF THE AUTHENTICATED KEY AGREEMENT.

Scheme Key Agreement Time (ms)
Elliptic Curve Group Size

160 bit
Elliptic Curve Group Size

192 bit
Elliptic Curve Group Size

256 bit
[23] 1811.660 2312.202 3127.075
[26] 798.566 1038.960 1416.740
[20] 585.503 682.832 842.464
Like 340.478 406.080 500.980
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Figure 9. Time to setup session keys at the MAC layer in a reference IoT
network, consisting of up to 10 leaf nodes (11 total IoT devices, including
the sink IoT noderk).

our comparison is provided in Tab. V. The results confirm
that LiKe is particularly suitable for constrained devices in
the IoT. Indeed, it is characterized by a total key agreement
time that, independently from the particular size of the elliptic
curve, is always the least among the considered approaches. In
particular, considering the most secure configuration (elliptic
curve group size of 256 bits), [23], [26], and [20] require
a time that is 524%, 182%, and 68% more than LiKe,
respectively.

D. Comparison with standard CBKE approaches

To provide a benchmark and enable cross-comparisons,
we evaluate LiKe against the two competing approaches,
recommended by the Zigbee 3.0 standard specification [7].
By considering the same structure of the proposed protocol
flow, we first assumed the use of the widely adopted X.509
certificates, signed through the standardized ECDSA mech-
anism, and then we assumed the usage of ECQV implicit
certificates, also recommended by the Zigbee 3.0 protocol
suite, as presented in the recent publication [19]. The bit-string
sizes of the parameters used for the reference approaches in the
performance evaluation are summarized in Tab. VI. It is worth
noting that, to provide a fair and straightforward comparison,
we did not consider any point compression technique for
points on elliptic curves, in line with the considered reference
approaches.

Table VI
OVERVIEW OF THE BIT-STRING SIZE OF THE CONSIDERED

CRYPTOGRAPHY ELEMENTS.

Parameter Size
Device Identifier 2 bytes
Timestamp 10 bytes
Nonce 2 bytes
Public Key dependent on the EC size
Authentication Tag 20 bytes
ECQV Certificate 38 + size key × 2 (bytes)
X.509-ECDSA Certificate 824 + size key × 2 (bytes)

By assuming the exchange of the above values in standard-
compliant layer-2 frames (as per the LiKe protocol), we carried
out a performance comparison by evaluating the message

overhead and the overall energy consumption of the LiKe
protocol and the competing approaches. We report that, for
X.509 certificates signed through ECDSA, we computed the
overall certificate size using the parameters reported in Tab.
VI and the well-known openssl tool.

We first investigated the number of messages per involved
device required by LiKe and the competing solutions, by
assuming the usage of the three elliptic curves presented
above. The results are reported in Fig. 10.
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Figure 10. MAC-layer messages required to complete the key agreement,
considering X.509-ECDSA, ECQV, and LiKe.

X.509-ECDSA certificates are characterized by a very high
size, leading to an overwhelming amount of messages to be
exchanged between the involved devices, i.e., 10 messages per
involved device. Comparing LiKe and the ECQV approach in
[19], it emerges that they require a very similar number of
messages. When the curves secp160r1 and secp192r1 are used,
both LiKe and the ECQV-based key agreement in [19] require
4 messages, while the message overhead required by this latter
increases to 6 messages (3 per device) using secp256r1, one
message more than LiKe.

We also compared the energy consumption required by each
of the three approaches. To provide a meaningful evaluation,
not dependant on any external factor (e.g., the configuration of
the IEEE 802.15.4 MAC schedule and the access to the trans-
mission media), we first evaluated the energy consumed for
the transmission (and reception) of a single data packet using
the target hardware platform. Then we computed the overall
energy consumption of each of the discussed approaches by
considering: (i) the experimental energy cost per byte of
RF operations, (ii) the required number of transmission and
reception operations, and (iii) the energy cost of cryptographic
operations (reported in Fig. 7).

We recall that a single transmission/reception operation in
IEEE 802.15.4 takes place in a time-slot, fixed to 10 ms by
the standard, and defined as the time needed to transmit a data
packet and receive the corresponding acknowledgment by the
receiver. Thus, considering a single IEEE 802.15.4 active slot
(10 ms), using the same experimental setup described in the
previous subsection, we evaluated the energy consumed by
the data transmitter and the data receiver device. Figure 11
summarizes our findings.

We notice the presence of two spikes in the energy con-
sumption, one located at an offset of about 3 ms and the other
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Figure 11. Current Consumption of a Data Transmission and a Data Reception
Operation within the duration of a IEEE 802.15.4 time-slot (10 ms).

one located at an offset about 6.5 ms. Indeed, they are related
to the execution of RF operations. The first spike is the longest,
and lasts for around 3 ms. It corresponds to the transmission
of the first data packet of our LiKe protocol, consisting of an
overall number of 92 bytes (including the MAC-layer payload
of the LiKe protocol and the IEEE 802.15.4 MAC header). In
this smaller time frame, we notice that the data transmitter has
higher levels of energy consumption than the data receiver, i.e.
about 36.74 mA (black line) equivalent to 115.96 mJ against
28.41 mA equivalent to 89.69 mJ (grey line). Also, we notice
that the receiver goes up a little in advance, to be sure to
receive the full packet content. The second spike, instead,
refers to the transmission and reception of the Acknowledge-
ment at the MAC layer, as imposed by the IEEE 802.15.4
standard for the transmission of any data packet. In this case,
the data receiver (grey line) reports higher energy consumption
values (being the one transmitting the acknowledgment), while
the data transmitter (black line) reports lower values, being
involved in an RF reception operation. Finally, when the RF
radio chip is not active, the energy consumption of the two
devices is about 12.14 mA equivalent to 35.28 mJ in a time
slot, and it is due to pure-software operations. Overall, the
energy consumption of the whole time-slot can be computed as
the area underlying the current consumption curve, as depicted
by Eq. 14.

E[mJ ] = 3.3V ·
∫ T

0

i(t)dt, (14)

where E is the energy (measured in mJ), i(t) is the instanta-
neous current drain (in mA), T is the time slot duration (10
ms), and finally 3.3V, is the voltage of the OpenMote-b board
(in Volts). Thus, a data transmission slot requires 802.65 mJ,
while a data reception slot requires 778.51 mJ.

We can compute the energy consumption of CBKE when
using X.509-ECDSA certificates, CBKE using ECQV certifi-
cates, and the LiKe protocol, by considering: (i) the above
experimental measurements, (ii) the experimental energy con-
sumption for each atomic cryptographic operation (see Fig. 7),
and (iii) the number of required messages, as a function of the
elliptic curve size. The results are summarized in Fig. 12.

The results emphasize that the use of X.509 certificates
signed through the ECDSA algorithm leads to high energy
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Figure 12. Energy consumption on each device involved in the key agreement,
by considering X.509-ECDSA, ECQV, and LiKe, using different elliptic
curves.

consumption, from 21, 855 mJ using an elliptic curve of 160
bits, up to 38, 952.87 mJ using an elliptic curve of 256 bits.
As per the message overhead, ECQV-based approaches and
LiKe show similar levels of energy consumption. Overall,
LiKe exhibits a slightly less energy consumption, due to the
reduced number of bytes involved in RF operations. When an
elliptic curve of 256 bits is used, LiKe consumes 35, 726 mJ,
against the 36, 080 mJ consumed by the ECQV-based approach
in [19], i.e., 0.98% less.

Overall, a single OpenMote-b board is powered by two
AA batteries, and a typical Manganese/Alkaline AA battery
drains about 2.56 ampere-hours with a voltage of 1.5 volts,
thus consuming roughly 3.84 watt-hours, i.e., 13, 824 Joules
of storage capacity. Thus, in a single instance, LiKe consumes
roughly at most the 0.134% of the devices’ battery, i.e. really
a negligible portion of the available energy.

On the one hand, we highlight that such a slight improve-
ment compared to the ECQV-based approaches can become
significant when considering larger IoT networks. For instance,
in the largest IoT network considered in Sec. VI-B, by adopt-
ing the LiKe protocol the sink IoT device could gain up to
140.83% of energy compared to the X.509-ECDSA approach,
and 1.95% of energy to an ECQV-based approach. On the
other hand, we emphasize that, contrary to LiKe, ECQV-
based approaches are not robust against the adversary model
supposed in our work. In fact, if the secret nodes’ information
available on the DA are leaked, ECQV-based approaches
cannot further guarantee the authenticity of the identity of
communicating devices, thus being subject to impersonation
attacks. When using LiKe, instead, it is possible to be still
robust against the powerful adversary described in Sec. III-B,
even in such a challenging scenario, by achieving similar
(optimal) levels of message overhead and energy consumption,
as achieved by using ECQV-based approaches. Table VII
summarizes all the features and the requirements of CBKE
approaches and LiKe, assuming the usage of a 256-bit elliptic
curve.

While all the considered approaches can reject classical
Man-In-The-Middle attacks, LiKe is the only solution robust
also when the secret nodes’ information available on the
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Table VII
COMPARISON OF LIKE AGAINST CBKE APPROACHES BASED ON

X.509-ECDSA AND ECQV, ASSUMING A 256-BIT ELLIPTIC CURVE.

Feature X.509-ECDSA ECQV LiKe
Robustness to
Man-In-The-Middle 3 3 3

No. of messages to
detect an attack 9 2 2

Message Overhead
per Key Agreement Instance 10 3 2

Energy Consumption per
Key Agreement Instance (mJ) 38, 953 36, 080 35, 726

Robustness to DA Secret
Information Disclosure 7 7 3

DA are leaked. This advantage is coupled with a limited
message overhead and energy consumption on IoT devices,
as demonstrated by our experimental analysis. We highlight
that, using a 256-bit elliptic curve (e.g., secp256r1), LiKe can
detect an ongoing attack after exchanging the same amount of
IEEE 802.15.4 messages than ECQV-based approaches, still
emerging as an energy-friendly approach.

Finally, we remark that the aim of the performance as-
sessment reported above is to provide the evidence that the
adoption of CL-PKC schemes is feasible for IoT devices based
on the IEEE 802.15.4 communication technology, and that its
integration in devices compatible with the Zigbee 3.0 protocol
stack does not generate additional overhead compared with
the usage of standardized approaches based on CBKE-ECDSA
and CBKE-ECQV.

VII. CONCLUSION

In this paper, we demonstrate that certificateless crypto-
graphic schemes are now really viable on constrained IoT
devices. We proposed and implemented LiKe, a novel key
agreement scheme based on the Certificateless Public Key
Cryptography (CL-PKC) class of techniques. Contrary to
most of the certificateless approaches, LiKe is a pairing-free
and energy-friendly scheme, that does not need a persistent
connection with a trusted authority during the key agreement.
Moreover, it enjoys lightweight computational requirements
and re-keying operations— all features that make it extremely
suitable for constrained IoT environments.

As reported by our real experimental campaign, in a real
network with up to 11 IoT nodes (including 10 leaf IoT
nodes), LiKe outperforms competing solutions. In particular,
LiKe completes all the key agreement instances in about 3.259
seconds, requiring only 2 layer-2 frames for each involved
leaf IoT node. Compared to standardized approaches based
on the Certificate-Based Key Establishment (CBKE) protocol,
recommended by the Zigbee 3.0 protocol suite, LiKe reports
minimum message overhead (4 MAC-layer messages when
using up to a 256-bit elliptic curve) and very limited energy
consumption (at most 0.258% of the devices’ battery per single
protocol instance). Besides, when re-keying is needed, LiKe
requires only 3 new hashing operations, further improving
its efficiency. Moreover, from the security perspective, LiKe
provides enhanced protection against Man-In-The-Middle and

impersonation attacks also when the information stored on the
Domain Authority are leaked to the adversary.

Finally, the implementation of LiKe in the OpenWSN
protocol stack and the security verification using the ProVerif
automated tool have been released as open-source, to help
industry and academia in the development of fully resilient
IoT networks.
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