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PPCA - Privacy-Preserving Collision Avoidance
for Autonomous Unmanned Aerial Vehicles
Pietro Tedeschi, Savio Sciancalepore, and Roberto Di Pietro

F

Abstract— Current collision avoidance techniques deployed on Unmanned Aerial Vehicles (UAVs) rely on short-range sensors, such as
proximity sensors, cameras, and microphones. Unfortunately, their efficiency is significantly limited in several situations; for instance, when
a remote UAV approaches at high velocity, or when the surrounding
environment is impaired (e.g. fog, noise). In the cited cases, to avoid
collisions and maintain self-separation, UAVs often rely on the indiscriminate broadcast of their location. Therefore, an adversary could easily
identify the location of the UAV and attack it, e.g., by physically shutting
it down, launching wireless jamming attacks, or continuing tracking its
movements.
To address the above-introduced threats, in this paper we present
PPCA, a lightweight, distributed, and privacy-preserving scheme to
avoid collisions among UAVs. Our solution, based on an ingenious
tessellation of the space, is accompanied by a thorough analytical model
and is supported by an extensive experimental campaign performed on
a real 3DR-Solo drone. The achieved results are striking: PPCA can
efficiently and effectively avoid collisions among UAVs, by requiring a
limited bandwidth and computational overhead (84.85% less than traditional privacy-preserving proximity testing approaches), while providing
unique benefits in terms of privacy of the participating UAVs.
Index Terms—Drones Privacy; Privacy-Enhancing Technologies; Applied Security and Privacy.
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I NTRODUCTION

Unmanned Aerial Vehicles (UAVs), also known as drones,
have recently gained increasing popularity both in the
academia and the Industry domain. Thanks to their inherent mobile capabilities, as well as the possibility to autonomously carry different types of payload, UAVs are used
in more and more application domains, including merchandise delivery, e-health, surveillance, perimeter control, and
the military [1]. Recent forecasts by authoritative research
•
•
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industries point out that the global commercial drone market size is currently valued at 5.80 billion, with an estimated
274, 000+ units sold in 2018. The market is anticipated to
register a CAGR of 56.5% during the forecast period up to
the year 2025 [2]. In this context, major stakeholders such as
Google and Amazon are already investing in UAV-related
projects and certifications [3].
As a consequence of the high number of UAVs operating
in the skies, it is becoming even more important to deploy
collision detection and avoidance techniques on board of the
UAVs, so that approaching objects can be timely detected
and avoided thanks to dedicated evasion maneuvers [4].
Several techniques have been proposed by the scientific community, companies, and international organizations
to address the above concerns. However, as discussed in
Sec. 2, traditional collision avoidance techniques usually
work well in very specific conditions. In particular, most
of the available techniques consider swarms of autonomous
drones, that are controlled by the same network operator.
Moreover, current solutions for collision avoidance rely on
dedicated sensors installed on-board, such as cameras, microphones, and proximity sensors. However, these sensors
identify objects (and avoid collisions) only within a short
range, and hence they could be not effective if the speed
of an approaching remote UAV is significantly high—not
to mention the related maintenance cost (e.g. calibration,
integration, and upgrade).
One of the most adopted solutions for collision avoidance requires the UAVs to periodically broadcast their location in clear-text over the wireless channel [5], [6]. Receiving
all the location information from nearby vehicles, any UAV
can instantly realize if there is any risk of collision, and
decide on a low-risk path, minimizing the risk of incidents.
In this context, many international bodies, such as the
FAA, recently proposed to equip autonomous UAVs with
Automatic Dependent Surveillance - Broadcast (ADS-B)
transponders, already used by commercial and military aircraft to broadcast in clear-text location information [7], [8].
Despite the advantages in terms of collision avoidance
capabilities, the uncontrolled sharing of location information in clear-text poses severe privacy threats for UAVs.
Indeed, adversaries equipped with cheap compatible receivers can instantly identify the location of a drone. Then,
they could jam either the wireless link between the UAV
and its manufacturer or the Global Positioning System
(GPS) used for localization/navigation purposes, forcing the
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drone to land. Furthermore, the adversaries can track the
autonomous vehicle, identifying the path traversed by the
UAV. In several application scenarios, such as merchandise
delivery and military applications, the leakage of the path
can be the root cause of severe privacy issues, e.g., revealing
the location of the warehouse as well as the recipient’s one,
or the position of the military bases. Therefore, UAVs might
want to conceal location information, while also protecting
their future position(s) throughout the path.
However, protecting the location of the UAV during the
flight is not trivial, given the heterogeneity of the players,
as well as the mobility features characterizing the context.
Further, the location is low-entropy information, that requires ad-hoc perturbation/cryptography mechanisms to be
protected against easy offline brute-force/guessing attacks.
Therefore, dedicated techniques should be deployed, able
to hide the location and the movement patterns of the drone
while minimally affecting its operation and battery lifetime.
Contributions. In this paper, we present PPCA, a
privacy-preserving collision avoidance protocol tailored
for autonomous and semi-autonomous UAVs. PPCA is a
lightweight and fully distributed solution, that integrates
and adapts privacy-preserving proximity detection solutions conceived in the context of Online Social Networks
(OSNs), to work in a broadcast setting and to identify
potentially colliding UAVs in a privacy-preserving fashion.
Further, PPCA allows any couple of potentially colliding
nearby drones to agree on a safe shared path, by releasing
the temporary location of the drone only through a secure
wireless connection. Moreover, PPCA does not rely on waypoints, does not need to compute the trajectory of other
UAVs, and it allows to detect co-location throughout the
whole path of the UAVs, not only in fixed waypoints.
We discuss the security features offered by PPCA, and
we formally prove its robustness and privacy-preserving
features through the widely used automatic verification tool
ProVerif . We also present an implementation of PPCA on
a real commercial UAV, i.e., the 3DR-Solo drone, using the
open-source 3DR Poky Operative System (OS) (based on the
Yocto Linux project), and we report its performance through
an extensive experimental assessment campaign. Our results demonstrate that PPCA can efficiently and effectively
identify approaching collisions among multiple UAVs. For
instance, when adopting the elliptic curve secp160r1, and
assuming up to 10 remote UAVs in the reception range,
PPCA identifies colliding UAVs using only two MAC-layer
messages per UAV, and 23, 280 mJ of energy (84.85 % less
than a competing solution based on traditional privacypreserving proximity testing).
Note that, using wireless messages only, PPCA can be
easily integrated with currently-deployed low-range collision avoidance solutions (audio, radar, proximity sensors),
to further strengthen local collision avoidance capabilities,
guaranteeing location privacy, and improving, in turn, people’s safety. At the same time, existing solutions for collision
avoidance have still to be in place, e.g., to detect ongoing
collisions with non-networked objects (buildings, birds).
Roadmap. The rest of this paper is organized as follows.
Sec. 2 reviews the related work, Sec. 3 outlines the scenario
and the adversarial model considered in our work, Sec. 4
provides the details of our solution, Sec. 5 discusses the

security features offered by our solution, Sec. 6 provides a
thorough performance evaluation of our solution, both via
simulations and a real experimentation, and, finally, Sec. 7
concludes the paper.
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R ELATED W ORK

Collision Avoidance on UAVs. Many contributions in the
last years focused on collision detection and avoidance on
UAVs. Just to name a few, the authors in [9] proposed a
dual-mode control strategy to avoid the collision of a drone
in a swarm with sudden obstacles, relying on control theory
strategies. In the same context, the authors in [10] developed collision avoidance algorithms for team optimality and
individual drone optimality. The authors in [11] addressed
collaborative collision avoidance between a couple of UAVs,
where the participating entities share precise data about the
travel, while many approaches such as [12] and [13] used
on-board complementary sensors to detect approaching
collision with any object. DJI, the world-leading manufacturer of commercial UAVs, developed a system that allows
drones to broadcast information directly to smartphones,
leveraging the Wi-Fi technology. These pieces of information
include data about the location, altitude, speed, direction,
and identification number of the drone [5]. Such a solution
is clearly not privacy-preserving for UAVs.
Although the above works represent important milestones in the scientific literature about UAV collision avoidance, they neglect privacy considerations. In addition, they
often refer to collaborative scenarios, where the UAVs are
related to the same manufacturer. Conversely, the scenario
tackled in our contribution refers to potentially unknown
UAVs, that have little to no communal elements. In addition, we consider the location/trajectory of each UAV as a
sensitive data, not to be revealed to any unauthorized entity.
Recently, the authors in [14] adopted reinforcement
learning to avoid collisions on UAVs. They leveraged the
interaction of the UAV with a ground IoT control network
and forces the UAV to run across the IoT devices. Overall,
this scheme does not require the UAV to know the trajectories of the other UAVs. However, it requires the deployment
of a collaborative IoT control network, being applicable only
if the UAV operator can control the scenario. Moreover, the
scheme requires running a reinforcement learning approach
on the UAV, thus being quite energy-consuming. In Sec. 6.5
we report a qualitative comparison of PPCA and the abovedescribed techniques.
Privacy-Preserving Proximity Testing. Although our
problem has not been tackled specifically in the literature,
we found that the generic problem of privacy-preserving
proximity testing is the closest one. Specifically, in Online
Social Networks, privacy-preserving proximity testing refers
to the identification of physical proximity between users
connected through their devices to an online social platform
(e.g. Facebook, Twitter). On the one hand, users would like
to meet and share contents collaboratively in the neighborhood. On the other hand, the location occupied by any user
is sensitive information, that the user would like to maintain
private and disclose only to geographically close users.
Despite the similarities with privacy-preserving proximity
testing on OSNs, collision avoidance on UAVs imposes further requirements on the scenario. Indeed, in our scenario,
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the space of the possible locations occupied by a UAV
is much more limited than in OSN, and it is limited by
the inherent transmission/reception range of the particular
communication technology used by the UAV. In addition,
UAVs often form ad-hoc networks, as they cannot rely on
any persistent Internet connection or mediation by a (semi)trusted server. Moreover, UAVs navigating a given region
often refer to different manufacturers, that do not necessarily trust each other. As a result, they cannot share any
pre-shared cryptographic material. Hence, flexible protocols
to manage privacy-preserving collision avoidance among
UAVs should be connection-less. Furthermore, given that
collision among UAVs should be checked in real-time and
among many entities, the communication mode should be
broadcast, so as to further reduce the communication overhead and avoid connections among untrusted parties. We
hereby analyze the most popular privacy-preserving proximity testing techniques, showing that they cannot be used
for privacy-preserving collision avoidance among UAVs.
The authors in [15] studied privacy-preserving tests for
proximity, in the context of OSNs. They reduce the problem
of proximity testing to equality testing, verifying if two nodes
are characterized by the same grid identifier. In addition,
they evaluate the use of physical location tags, tied to the
surrounding environment, to strengthen the security of the
scheme. However, the authors did not consider possible
issues arising at the perimeter of the grid, where even
very close points can fall in different grids, leading to false
negatives. Moreover, the scenario considered by the authors
is completely different from the one considered in this paper,
as they assume a trusted social network, managing and
assigning cryptographic keys to participating entities. In
the same line of work, the authors in [16] proposed to use
Global System for Mobile Communications (GSM)-related
information as a source of location tags. The authors in [17]
take the previous proposals as a reference, and decrease the
computational overhead required by the involved devices
by introducing an untrusted (but necessary) third-party.
Unfortunately, this scheme requires the parties to hold preshared keys, which is unsuitable for drones that could
be related to different manufacturers, and that could not
have previous knowledge of each other. Due to the same
issue with pre-shared keys, also the lightweight proposal
by the authors in [18] is not a good fit for our problem.A
solution based on location tags has been proposed by the
authors in [19]. The solution combines location tags with
bloom filters, but it relies on the mediation of a server,
as well as on the exchange of several messages, being not
applicable in the case of collision detection among drones.
The authors in [20] proposed three privacy-preserving distance computation protocols, that can be adopted also for
proximity testing between two entities. Although the protocols are lightweight, efficient, and accurate, they require an
interaction between each couple of communicating entities.
Therefore, such a scheme does not scale when applied in our
scenario, involving a large number of devices (N ). Indeed,
if applied in this setting, the protocol would require an
instance for each couple of devices, generating O(N 2 ) messages and easily saturating the available bandwidth, at the
expense of a high crashing probability between neighboring
drones. Further, as a proximity testing scheme, the protocol

can lead to the disclosure of the precise location of the entity
when three or more colluding entities are considered.
A lightweight and low-cost protocol for privateproximity testing has been proposed by the authors in [21].
The protocol only uses RSA-like exponentiation, requiring
one exponentiation and a single hashing function from
the involved devices. However, using only the location of
the users as the seed to generate the keys, the protocol
is vulnerable if the space of the key is limited, as in our
scenario. Indeed, an active malicious entity could easily
involve a target mobile entity in a single instance of the
protocol, and then launch a dictionary attack to find the
key used by the target entity, in a very limited time. It is
also worth mentioning the works by the authors in [22]
and [23], using homomorphic encryption together with authenticated encryption to discover nearby friends in OSN.
Unfortunately, homomorphic encryption techniques are too
computationally and bandwidth expensive to be applied
on UAV. Also, the usage of static grids is not suitable
for dynamic scenarios, such as the one considered in this
paper. Similarities with the objective of our work can be
found also in papers working on privacy-preserving friends
recommendation, such as [24]. However, the metrics used in
these cases, i.e., identities and attributes, do not match the
ones in our work (location). Many authors, such as [25], [26],
and [27], introduced location privacy-preserving techniques
based on anonymizing servers. Such techniques can guarantee k-anonymity, i.e., making k elements completely indistinguishable from each other. Unfortunately, k-anonymity is
not feasible in the context of privacy-preserving collision
detection, as it would introduce a significant and nonnegligible fraction of false-positives, degrading in turn also
the bandwidth efficiency of the solution. Similar issues affect
the contribution in [27], where also ambient conditions are
used to enhance the user location privacy.
Recently, the authors in [28] evaluated the intersection
between the trajectories of two moving objects, to detect
future collisions. However, the communication protocol set
up to address this problem is a unicast scheme, based on
multiparty computation, and using a number of servers
equal to n − 2, where n is the number of parties in the
protocol in possession of private messages. Therefore, such
a solution is not applicable in our context, where the UAVs
could not know each other. A solution based on point-ofinterest has been introduced in [29]. The authors designed
a protocol that preserves the privacy of the exact location
of a user, while allowing the service provider to identify
if the user is nearby pre-determined points of interest, or
inside specific regions. Unfortunately, this solution cannot
be applied in the context of privacy-preserving collision
avoidance, as a collision can occur at any point. The authors
in [30] proposed a new scheme, that allows a mobile user
to privately establish proximity detection using arbitrary
convex polygons. The technique is based on a two-party
computation protocol, and it is proved to be secure. Also,
this protocol has been conceived in the context of geo-social
networks, is a unicast-only scheme, and requires multiple
comparisons between the communicating entities. We also
mention the recent contributions in [31], [32], and [33],
where the authors investigated the proximity detection of
generic obstacles by a drone. These approaches are fully in-
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tegrable with our scheme, as they allow to identify collisions
with non-communicating objects.
We notice that, despite our protocol is inspired by the
work in [15], there are several differences. First of all, we
stress that the scenario considered in this work involves
completely different requirements from the one considered
by the authors in [15]. Indeed, while we considered privacypreserving collision detection on UAVs, the authors in [15]
considered mobile users connected to the same online social
platform, that would like to detect mutual proximity. Moreover, our scenario involves broadcast-only communications
in a completely ad-hoc scenario, where the entities move
with a non-negligible speed. This is not true in the context
of standard privacy-preserving proximity tests, where a trusted
third-party is always present in the communication pattern.
As will be shown in Sec. 4.2, our work considers capsular
tiles, so that to detect co-location throughout the whole path
from the initial to the final location of the UAV in a given
time. Furthermore, our scheme supports multiple entities
and locations, and it provides a flexible tessellation of the
space on the transmitter side, to adapt to different UAVs
size and speed. Finally, our translation from the modular
group domain to the elliptic curve domain allows adopting
the logic proposed by [15] in a real-time scenario, thanks
to enhanced execution times. More details on these aspects
will be provided in Sec. 6.5.

3

S CENARIO AND A DVERSARY M ODEL

In this section, we introduce the scenario and the adversary model adopted throughout the rest of the manuscript.
Specifically, Sec. 3.1 details the scenario, while Sec. 3.2
provides the details of the adversarial model.
3.1

Scenario

Our paper considers a scenario where N semi-autonomous
UAVs, namely D1 , D2 , . . . , DN , are distributed in a given
area, as depicted in Fig. 1. Each UAV Dn is traveling with a

Figure 1. Reference Scenario: N UAVs are located in a given area, and
would like to avoid collisions without revealing their locations.

given speed, namely Vn . To obtain the precise estimation of
its location, each UAV features a Global Navigation Satellite
System (GNSS) module (e.g., GPS). In line with common
capabilities of the large majority of UAVs, we assume the
presence of a wireless communication technology, such as
the Wi-Fi, allowing to communicate with other UAVs in
the same area. Note that, due to recent regulations such
as RemoteID, this is also a requirement for any UAV [34].

Although PPCA can be adopted on top of any technology (e.g., ADS-B), for simplicity and compliance with the
previously-mentioned RemoteID specification, we assume
that the UAVs adopt the Wi-Fi Direct communication architecture, thus being able to communicate directly at 2.4 GHz,
without any pre-existing infrastructure.
The objective of the UAVs involved in our scenario is to
accomplish their mission while avoiding collision with the
other UAVs in the surroundings. We highlight that, although
the UAVs could be equipped with a camera that can be used
also for this purpose, usually, the camera can frame only a
limited portion of the area around the UAV, based on its
specific orientation. Moreover, the resolution of the camera
could be not as accurate as required to manage collision
detection. At the same time, we assume that any UAV would
like to maintain its current and future positions private.
Indeed, these are private information that, if revealed, could
be used by the adversary for several unauthorized activities
(see Sec. 3.2). From the communication perspective, the N
UAVs could be also related to different network operators
and different manufacturers. Furthermore, we assume that
each UAV Dn is provided with a private/public key pair,
namely pn and Pn , that can be used to authenticate the
delivered messages. It is reasonable to assume that this key
pair has been released and installed by the manufacturer,
together with a public key certificate Cn .
Finally, as a worst-case assumption, we highlight that the
UAVs should manage collision avoidance with just ad-hoc
wireless communications, without relying on the online intervention of any Trusted Third-Party (TTP). Indeed, despite
a TTP can be used to verify the identity of the reporting
vehicles, involving this TTP in any online information exchange would require Internet connectivity on-board of the
UAVs, which could be not always available (e.g., in remote
or rural locations), other than adding possible delays that
could result in a collision.
3.2

Adversary Model

The adversary assumed in our work features both passive
and active capabilities. Our attacker is a global passive
eavesdropper, able to detect and decode any wireless message. To this aim, it features one or more omnidirectional
antennas, that can be also distributed over a large area.
We also assume that the adversary features non-negligible
computational capabilities, in line with the processing and
computing power offered by modern computers. Moreover,
it can leverage a persistent and high bandwidth Internet
connection that can be used, e.g., to offload computational
and memory-intensive tasks to cloud-based services.
Moreover, we assume that the adversary does not know
the location of the UAV at the time of the attack. Indeed, if
the adversary already knows the location of the UAV, the
whole objective of our work would be pointless. Note that
WiFi systems used on UAVs are characterized by reception
ranges up to 7 km. As reported in [35] and [36], attacks
against Wi-Fi systems can be launched outside their nominal
reception range. Therefore, the reception of the signal does
not immediately identify the location of the transmitter.
Furthermore, we assume that the adversary does not
know how many UAVs are there in its reception area. We
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anticipate that, given that PPCA uses rolling source MAC
addresses, the adversary could not estimate the number of
UAVs in its reception range by looking only at the source
MAC address field of the received packets.
In line with the previous assumptions, we assume that
our adversary could consist also of several colluding entities, distributed geographically over the reception area. For
instance, such colluding entities can use RSS-based or timebased wireless localization techniques to obtain a precise
estimate of the location of a given transmitter, by resorting
to a completely-passive receiver infrastructure [37], [38].
Overall, the adversary aims to identify with reasonable
accuracy the current and/or future location of a specific
UAV in the area. The objectives of the adversary can be
manifold, e.g.: (i) shutting down the UAV, e.g. using a gun,
(ii) capturing the UAV, e.g. via a net, (iii) disrupting the
operation of the UAV, e.g. via Wi-Fi and GPS jamming; and,
finally, (iv) inferring on the trajectory traveled by the UAV,
e.g., to realize if it has visited (or not) a specific location.
Note that, in this work, we do not specifically take into
account the possibility that the adversary adopts PhysicalLayer fingerprinting techniques to identify a specific UAV.
However, we notice that such techniques are effective only
when the emitted packets are characterized by a significant
Signal-to-Noise Ratio, which is quite rare in urban scenarios,
or when the emitter is far from the receiving equipment.
For the readers’ convenience, we report in Table 1 the
main notation used throughout the paper, with the corresponding description.

4

PPCA involves broadcast connection-less interactions
between any group of UAVs in a given area. The two phases
necessary to implement PPCA are described in the following
subsections.
4.2

Logic of the Collision Avoidance

We hereby introduce the logic of the collision avoidance
mechanism presented in this paper, without introducing
location privacy protection (that will be the focus of the next
Sections). In brief, PPCA is based on a space tessellation
logic, used to detect any possible collision derived by the
movement of a generic UAV dn from a starting position sn,i
to a new position sn,j .
As a toy example, let us assume the case in Fig. 2,
where an UAV A is moving according to a uniform straight
motion with speed vA in the period TA . We assume that
TA ≤ TM AX , where TM AX refers to the maximum allowed
time between two consecutive PPCA messages emitted by
A. Note that when TA is sufficiently little, the assumption
about the motion of the UAV is a reasonable approximation
of any real motion.

PPCA

In this section, we illustrate the logic and the details of
the PPCA scheme. We first introduce the actors involved
in the protocol in Sec. 4.1 and then we introduce the space
tessellation logic in Sec. 4.2. The three phases PPCA consists
of, namely Setup Phase, Co-Location Detection Phase, and
Agreement Phase, are described in Sec. 4.3, Sec. 4.4, and
Sec. 4.5, respectively.
4.1

Actors

The PPCA scheme involves two main actors, described
below.
•

•

Trusted Third-Party (TTP). It is a super-parties authority, whose role is just to release cryptography
materials to the UAVs. The TTP is active just in
the setup phase of the drone’s flight, and it is not
involved in any operation at run-time. We assume
that the TTP holds a list of trusted manufacturers
M = [M1 , M2 , . . . , Mj , . . . ], that are the manufacturers which registered with the TTP. In particular,
the TTP stores the public-key certificates of these
manufacturers, used to verify the source of any
request coming from a UAV, and authorizes their
enrollment in the PPCA scheme. Note that the TTP
is not involved in any real-time online task.
UAV dn . It is a generic UAV, that would like to identify possible upcoming collisions, without revealing
its position.

Figure 2. Logic of the space tessellation. PPCA finds a co-location when
the location of any UAV in the neighborhood is within the same tile of the
emitting UAV A, where each tile is a capsule geometrical shape.

Let us assume that the UAV A occupies the location
sA,i = (xA , yA , zA ) at the time instant ti , and it is moving
with a constant speed vA = (vx,A , vy,A , vz,A ) in the timeframe [ti , ti + TA ]. Note that, given that A is an autonomous
UAV, equipped with the GPS and a pre-loaded path, it
knows in advance with a reasonable accuracy the location
it will occupy in the time instant ti + TA , i.e., sn,j . Hence,
the distance travelled by A in the time TA is hA = vA · TA .
Thus, the location occupied by A at the time instant ti + TA
can be defined according to the following Eq. 1.

sA,ti +TA = sA,j = sA,i + hA = sA,i + vA · TA + ,

(1)

where  = [x , y , z ] models the inaccuracy of the GPS [39].
One condition that, if verified, assures that A does not
collide with any UAV during the path from sA,i to sA,j ,
is when, for any possible movement by any entity in the
neighborhood in the time [ti , ti + TM AX ], it does not end
too close to any of the locations occupied by A during this
time-frame. To formally define this constraint, we introduce
the guard space of the UAV A ψA , i.e., the minimum allowed
displacement between A and any other entity. Defining
VM AX as the maximum speed that any UAV can have (as
for TM AX , this parameter is either imposed by the TTP
when a UAV joins the fleet or selected based on international
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Table 1
Notation used throughout the paper.
Notation
N
dn
Vn
pn
Pn
Cn
Mj
L
xln
Xnl
l
Cn
Sn
p
z1 , z 2
G
G
n
γ
K
On
Rn
hn
αn
locn,i
an,i
µn
sn , qn
Tn
τn
En
Un
E [·]
D [·]
σn
w
mn,ñ
Dn
ψn
M AX

Description
Number of UAVs in the scenario.
Generic n-th UAV.
Speed of the generic UAV dn .
Native private key of the UAV dn .
Native public key of the UAV dn .
Native public key certificate of the UAV dn .
Manufacturer of the UAV dn , releasing the public key certificate Cn .
Number of private/public key pairs assigned to each UAV dn .
Generic l-th private key assigned to the UAV dn
Generic l-th public key assigned to the UAV dn
Generic l-th public key certificate assigned to the UAV dn by the TTP.
Key-store provided by the TTP to the generic UAV dn .
Prime number defining the size of the elliptic curve field.
Parameters of the elliptic curve.
Cyclic Group of the elliptic curve.
Generator point of the elliptic curve.
Order of the elliptic curve.
Co-factor of the elliptic curve.
Number of bits in the random values extracted by each UAV dn in PPCA .
Origin point selected by the UAV dn for the tessellation.
Safety Distance selected by the UAV dn .
Safety Height selected by the UAV dn .
Safety Angle selected by the UAV dn .
Location occupied by the generic UAV dn during the time ti
Tile (K bits) corresponding to the mapping of the location locn,i with the tessellation instructed by the UAV dn .
Random values of K bits extracted by each UAV dn for each message to be transmitted in the protocol.
Random values of K bits extracted by each UAV dn for each received message in the protocol.
Time between two consecutive PPCA messages emitted by the generic UAV dn .
Time validity of each message delivered by a generic UAV dn in the protocol.
PPCA challenge delivered by the generic UAV dn
List of PPCA responses delivered by the generic UAV dn .
Generic public key encryption algorithm, used for signature generation.
Generic public key decryption algorithm, used for signature verification.
Public-Key Signature of each message delivered by a generic UAV dn in the protocol.
Auxiliary factor (used for protocol correctness verification).
Overlap factor for the UAVs dn and dñ , used for collision detection.
Distance covered by the generic UAV n in the time Tn .
Guard distance selected by the UAV dn .
Maximum inaccuracy of the GPS location.

regulations), and M AX as the maximum inaccuracy of the
GPS, the UAV A can select the parameter RA as per Eq. 2.

RA ≥ VM AX · TM AX + ψA + M AX .

(2)

Eq. 2 can be further optimized, by considering that the
challenge sent by A could be delayed by some time, e.g., due
to the reception of any challenge from any other entity very
close to the expiration of TM AX , leading to the relationship
in Eq. 3.

RA ≥ VM AX · T̃M AX + ψA + M AX ,

(3)

where T̃M AX ≥ TM AX accounts for any delay in the
delivery of the PPCA challenge.
Note that, to avoid any physical collision, the above Eq. 3
should be valid for any point occupied by the UAV during
the time-period T̃M AX . Therefore, to test for the proximity,
we have to test if the current location of any UAV does not
fall within a capsule geometrical shape, with the spherical
bases centered in the points sA,i and sA,j , having radius
RA + ψA + M AX and height (2 · (RA + ψA ) + hA ) + M AX .
Any UAV located outside the capsule cannot collide with
the UAV A. Indeed, considering the UAV C in Fig. 2, even
if it moves with the maximum allowed speed VM AX for

the maximum time T̃M AX , C will get at a distance that is
higher or equal to the guard space ψA , thus not risking to
collide with A. Conversely, if any UAV is located within
the capsule, such as the UAV B in Fig. 2, chances are that
it could collide with A at any point throughout the path.
We stress that the detection of a co-location does not imply
an immediate physical collision. Indeed, any co-location is
detected by A before its movement from the source point
towards the destination point. Therefore, any possible collision is detected (and solved) in advance, without any effect
on the actual speed of the UAV. Only when A is sure that
no other UAV falls within its own tile (in the time T̃M AX ),
it can safely move along the intended path.
We remark the critical role of ψA , representing the guard
space of A. Indeed, PPCA is effective in avoiding collision
thanks to the fact that any UAV located at a distance less
than RA but greater than ψA can be timely identified, before
the occurring of a physical collision. Therefore, this value
should be set sufficiently large, to avoid that the cited event
could cause a possible collision with the remote UAV.
Note that, although Eq. 1 might appear a simple mobility
model, it easily supports extension to higher-order dynamics, as well as the inclusion of UAV flight control parameters.
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UAV dn

TTP
3

Cn ← Certificate of the UAV
Dn ← ID of the UAV

•

Cn , Dn
Verify Certificate Cn
Verify Manufacturer Mj
Retrieve Elliptic Curve Parameters
E = [p, z1 , z2 , G, G, n, γ]

Generate L
key 
pairs:
 ephemeral
x1n , Xn1 , Cn1
x2n , Xn2 , Cn2 




...

Sn = 
 xl , X l , C l 
n
n
 n


...
L
L
xL
n , Xn , Cn

Sn , E, VM AX , TM AX

Figure 3. Sequence Diagram of the Setup Phase of PPCA.
A
, the
For instance, by just replacing vA with v0,A + aA ∗T
2
model can be extended to UAVs moving with a constant acceleration, to include as a worst-case any constraint imposed
by the flight control parameters of the UAV.
Finally, note that the scheme described above requires
A to broadcast its own tile a, as well as the parameters
that allow any remote UAV to map its location in the
tessellation of the space instructed by A. These parameters
include the origin point of the mapping function OA , the
radius of the base of the capsule RA , the height of the
capsule hA , and the orientation of the capsule αA . Although
the parameters of the tessellation do not carry information
about the location of the UAV A, this is not true for the
tile a, which is sensitive information. Therefore, a privacypreserving collision avoidance scheme should allow A to
identify any remote entity that could fall in the capsule’s
space, without sharing the information about the specific
tile occupied by the emitting UAV. This task is achieved
by PPCA, as described in Sections 4.3 and 4.4, and whose
security is proved via the formal verification in Sec. 5.

4.3

Setup Phase

The Setup Phase of PPCA is executed off-line, before the
deployment of the UAV. This phase is meant to equip each
UAV dn with L private/public key pairs, to be used to
authenticate the emitted messages in a pseudo-anonymous
fashion, as well as to provide to the UAV the parameters
VM AX and TM AX that are critical to avoid collisions.
The interactions executed by a generic UAV dn and the
TTP in the Setup Phase are depicted in Fig. 3, and they
involve the steps described below.
•

Let us assume the generic UAV dn would like to
participate in the PPCA scheme. We assume that the
UAV dn is equipped with a personal private/public
key pair, namely pn , Pn , where pn is the private key
and Pn is the public key, respectively. We also assume
that the public key Pn is contained in a public key
certificate, namely Cn , that has been generated and

signed by the manufacturer Mj of the UAV.
Then, dn delivers to the TTP its ID dn and the public
key certificate Cn .
We assume that the TTP stores a list of the
trusted manufacturers, along with their related
public-key certificates. Therefore, at the reception
of the message from dn , the TTP first checks if
the certificate received from the UAV has been
generated by a trusted manufacturer. If Mj is
trusted, then the TTP generates L ephemeral
private/public
 1
 key pairs for  the UAV dLn , i.e.,

L
xn , Xn1 , Cn1 , . . . , xln , Xnl , Cnl , . . . , xL
n , Xn , Cn
, where xln is the l-th private key, Xnl is the l-th
public key, and Cnl is the l-th public key certificate.
Note that the logic used by the TTP to create
the ephemeral keys starting from the long-term
public key of the UAV is out of the scope of our
work. However, dedicated techniques based on
pseudonyms such as the one presented in [40] can
be used to create the ephemeral materials.
The list of private/public key pairs and certificates,
namely Sn , are then delivered to dn . Moreover, the
TTP delivers to the UAV the public parameters of
PPCA, i.e., the prime number p, the elliptic curve
(in the form y 2 = x3 + z1 x + z2 ) parameters z1 and
z2 , the cyclic group G , the generator G of the group,
the order of the group n, and the co-factor γ . Note
that, in line with these assumptions, we have that
xln ∈ Zp , i.e., xln ∈ {0, . . . , p − 1}. Finally, the TTP
delivers to the UAV also the tessellation parameters
of PPCA, i.e., the maximum allowed speed VM AX
and the maximum time T̃M AX that should be used
to broadcast PPCA messages.

We stress that the interactions described above are executed off-line, before the deployment of the UAV. Therefore,
they can be executed through a regular Internet connection
secured via the traditional Transport Layer Security (TLS)
protocol, to protect against eavesdropping and impersonation attacks.
4.4

Co-Location Detection Phase

The sequence diagram of the Co-Location Detection Phase
of PPCA for two reference entities A and B is provided
in Fig. 4. As previously highlighted, this phase re-use the
solution provided by the authors in [15], enhancing it for
the management of collisions among mobile objects, in a
dynamic run-time broadcast environment. For convenience,
we use A to indicate the UAV that triggers the collision
detection, while B is a generic receiving UAV that replies
to the challenges sent by A. We note in advance that each
UAV does not compute the trajectory of the other UAVs, but
only checks if their locations falls within its own capsule.
The steps required by PPCA are described below.
•

Let us assume that the UAV A has just boot up, after
successfully completing the setup phase described
in SubSec. 4.3. Recall the definition of T̃M AX as the
maximum time between two consecutive PPCA messages, and let us assume that the UAV A extracts the
time TA ≤ T̃M AX . Accordingly, let us assume that
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aA,i , that is the tile identifying the path that will be
traveled by A in the time Tn . We emphasize that the
choice of the parameters RA , hA , and αA is critical
for the correct operation of PPCA, as described in
SubSec. 4.2.
Then, A computes the value EA , i.e., the El-Gamal elliptic curve encryption of the location aA,i , according
to the following Eq. 4.


l
.
EA = (EA,1 , EA,2 ) = µA G, (aA,i + µA ) · XA
(4)
A computes the digital signature σA through a
generic public key encryption algorithm, according
to the following Eq. 5.
i

h 
l
, xlA ,
σA = E H EA , UA , OA , RA , hA , αA , τA , CA
(5)


where E ·, xlA refers to a generic public-key encryption algorithm, using the private key xlA , while H is
a generic hashing function.
Finally, it delivers a broadcast message containing
the following elements:

UAV B

Challenge Generation

ti

Select xlA , s.t. l = rnd(0, . . . , L)
l
l
CA
← XA
← xlA G
Extract µA (K bits)
Select τA (validity period of the message)
UA =< ∅ >
aA,i ← map(locA,i , OA , RA , hA , αA )
l
EA = (EA,1 , EA,2 ) = (µA G, (aA,i + µA )XA
)
l
Sign: E[[EA , UA , OA , RA , hA , αA , τA , CA
], xlA ] = σA
l
[EA , UA , OA , RA , hA , αA , τA , CA
], σA

Received Message Processing
l
l
Verify: D[σA , XA
] ≡ [EA , UA , OA , RA , hA , αA , τA , CA
]
l
Find in UA :< XB
, UAB >
Extract sB , qB (K bits)
l
Compute UBA,1 = sB EA,1 + qB G, sB EA,2 , qB XA
l
l
Store: < XA
, EA , OA , RA , hA , αA , UBA,1 , sB EA,2 , qB XA
>

Response Generation
bA,j ← map(locB,j , OA , RA , hA , αA )
l
UBA = (UBA,1 , UBA,2 ) = (UBA,1 , sB EA,2 + (qB − sB bA,j )XA
)
l
UB ←< XA
, UBA >
Notation
wBA = sB µA + qB
l
UBA = (wBA G, [sB (aA,i − bA,j ) + wBA ]XA
)
Challenge Generation
Select xlB , s.t. l = rnd(0, . . . , L)
l
l
CB
← XB
← xlB G
Extract µB (K bits)
Select τB (validity period of the message)
bB,j ← map(locB,j , OB , RB , hB , αB )
l
EB = (EB,1 , EB,2 ) = (µB G, (bB,j + µB )XB
)
l
Sign: E[[EB , UB , OB , RB , hB , αB , τB , CB
], xlB ] = σB

tj

l
[EB , UB , OB , RB , hB , αB , τB , CB
], σB

–

Received Message Processing
l
l
Verify: D[σB , XB
] ≡ [EB , UB , OB , RB , hB , αB , τB , CB
]
l
Find in UB :< XA
, UBA >
mAB = UBA,2 − xlA UBA,1

?

mAB = 0

–
–
–

Potential Collision!

–
–

Figure 4. Sequence diagram of the Co-Location Detection Phase of
PPCA, assuming two UAVs A and B .

–
–

A plans to move from the current location locA,0 to
a new location locA,1 in the time-frame [ti , ti + TA ].
The UAV A delays the start of this movement to time
ti + T̃M AX , keeps hovering, and starts the PPCA
protocol to verify that its planned movement does
not generate any collision with nearby UAVs.
To this aim, A triggers the Challenge Generation step.
Specifically, A first extracts a random value, uniformly at random in the interval [0, L]. The extracted
value l is used to select oneof the L private/public
l
key pairs, namely xlA , XA
, along with the correl
sponding public key certificate CA
.
A also extracts a nonce µA , composed of K bits, and
a timestamp τA , indicating the time validity of the
location it is going to report.
A also initializes a list UA = ∅. The list UA will
be populated with the responses to the challenges
received by A, and its usage will be clarified in the
following steps of the protocol. Then, A selects the
parameters of the space tessellation, i.e. the origin
point OA , the safety distance RA , the safety height hA ,
and the safety angle αA , that are the radius, the height,
and the orientation of the capsule used to generate
the tessellation of the Earth surface (as described
in Sec. 4.2). Based on the introduced tessellation,
the location locA,i is mapped to a bit-string value

–
•

the El-Gamal elliptic curve encryption of the
location aA,i , namely EA ;
the responses list UA ;
the origin point of the space tessellation OA ;
the safety distance RA , computed according to
the description in Sec. 4.2;
the safety height hA , computed according to the
description in Sec. 4.2;
the safety angle alphaA , coincident with the
trajectory of A;
the validity period of the message τA ;
l
the public key certificate CA
associated with
the private/public key pair used to generate
σA ,
the signature of the above values, namely σA .

Let us assume that a UAV B receives the broadcast
message from the UAV A, at the time instant ti . At
the reception of such a message, the UAV B triggers
the Received Message Processing step of the protocol.
Specifically, B first verifies the authenticity of the
message. To this aim, it first checks if the certificate
l
CA
has been emitted by the TTP. In case the certificate is not authentic or it has been emitted by an
entity other than the TTP, it stops the processing and
discards the message.
Assuming the authenticity of the message is verified,
B verifies the integrity of the received message. To
this aim, it checks that the following Eq. 6 holds.
h
i


l
l
D σA , XA
? = EA , UA , OA , RA , hA , αA , τA , CA
(6)


l
where D ·, XA
refers to a generic signature verifil
cation algorithm, using the public key XA
. If Eq. 6 is
not verified, B stops the processing and discards the
message. Conversely, if the message is valid, B first
checks if the list UA contains any element addressed
to itself, i.e., B . In this case, UA = ∅, and thus B
continues processing the message. Later on, we will
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•

explain the operations executed by a UAV to identify
if the received responses list Un contains an element
for it, and the operations executed in this case.
Then, B extracts from the certificate the ephemeral
l
public key of the sender, namely XA
. Further,
B computes some values that will be useful
in the following steps of the protocol. To this
aim, it first extracts two nonces of K bits,
namely sB and qB . Then, it computes: (i) the
value UBA,1 = sB EA,1 ; (ii) the value qB G; (iii)
l
the value sB EA,2 ; and, (iv) the value qB XA
.
Finally, B stores locally the list of values <
l
l
XA
, EA , OA , RA , hA , αA , UBA,1 , qB G, sB EA,2 , qB XA
>.
We remark that the operations described above are
executed for every message of the protocol received
by any participating UAV.
Let us assume that B selects the time instant tj for
the transmission of its PPCA messages.
First, B triggers the Responses Generation step. Specifically, B maps its own location at the time instant
tj , namely locB,j , according to the mapping element
received by A, i.e., the origin point OA , the safety
distance RA , the safety height hA , and the safety angle
αA . This mapping operation can result in a tile bA,j ,
that is the projection of the location of the UAV B at
the time instant tj in the tessellation instructed by A.
Note that the result of the mapping of the Earth’s
surface and sky with the capsule geometrical form is
not perfect, i.e., it can leave some gaps, which are
points that do not fall within any capsule. In case
the result of the mapping operation is a point that is
not in any capsule, B aborts the computation of the
response. Indeed, if the location occupied by B is not
in any capsule, it will not be either in the (unknown)
capsule characterizing the position of the UAV A,
thus not generating a potential collision.
In case the result of the above operation is a tile
bA,j , B uses the two nonces sB and qB previously
extracted, as well as the values computed in the Received Message Processing step, to compute the PPCA
response UBA , according to the following Eq. 7.

•

Finally, it delivers a broadcast message containing
the following elements:
–
–
–
–

UBA = (UBA,1 , UBA,2 ) =


l
= sB EA,1 + qB G, sB EA,2 + (qB − sB bA,j ) XA
.
(7)

–
–

We notice that the above Eq. 7 can be simplified by
denoting wBA = sB µA +qB . With this notation, Eq. 7
rewrites as in Eq. 8.

UBA = (UBA,1 , UBA,2 ) =


l
= wBA G, (sB (aA,i − bA,j ) + wBA ) XA
.

–
–

(8)

Then, the element UBA is included in the list
l
UB , along with the ephemeral public key XB
, i.e.,
l
UB ←< XA , UBA >.
We highlight that the above operations are repeated
by B for each message received by other UAVs.
Indeed, for each received message En , the reply UBn
is computed, as described in Eq. 8, and inserted in

the list UB along with the ephemeral identity Xnl of
the remote UAV.
Then, the UAV B executes the Challenge Generation
step, to securely broadcast its own future position.
Specifically, it extracts a value uniformly at random
in the interval [0, L]. The extracted value l is used to
select one
 of the L private/public key pairs, namely
l
, along with the corresponding public key
xlB , XB
l
certificate CB
.
B also extracts a nonce µB , composed of K bits, and
a timestamp τb , indicating the time validity of the
location it is going to report.
Then, B selects the parameters of the space tessellation, i.e. the safety distance RB , the safety height hB ,
and the safety angle αB that are the radius, the height,
and the orientation of the capsule used to generate
the tessellation of the Earth surface (as described
in Sec. 4.2). Based on the mentioned tessellation,
the future location of the UAV B , namely locB,j , is
mapped to a bit-string value bB,j , that will be the tile
occupied by B at the time instant tj .
Then, B computes the value EB , i.e., the El-Gamal
elliptic curve encryption of the location bB,j , according to the following Eq. 9.


l
EB = (EB,1 , EB,2 ) = µB G, (bB,j + µB ) · XB
.
(9)
B also computes a digital signature σB , according to
the following Eq. 10.
h 

i
l
σB = E H EB , UB , RB , hB , αB , τb , CB
, xlB ,
(10)


where E ·, xlB refers to a generic public-key
encryption algorithm, using the private key xlB .

–

•

the El-Gamal elliptic curve encryption of the
location bB,j , namely EB ;
the list of the response to the challenges received by other UAVs, namely UB ;
the origin point of the space tessellation OB ;
the safety distance RB , computed according to
the description in Sec. 4.2;
the safety height hB , computed according to the
description in Sec. 4.2;
the safety angle αB , coincident with the trajectory of B ;
the validity period of the message τb ;
l
the public key certificate CB
associated with
the private/public key pair used to generate
σB .
the signature of the above values, namely σB ;

Note that, after the delivery of the challenge EB , the
UAV B voids the responses list UB .
At the reception of the broadcast message from B ,
the UAV A executes the Received Message Processing
step. Therefore, it first verifies the authenticity of
the received message. To this aim, it first checks if
l
the certificate CB
has been emitted by the TTP. In
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case the certificate is not authentic or it has been
emitted by an entity other than the TTP, it stops the
processing and discards the message.
Then, A verifies the integrity of the received message.
To this aim, it checks that the following Eq. 11 holds.

i

h
l
l
? = EB , UB , RB , hB , αB , τb , CB
D σB , XB
(11)


l
where D ·, XB
refers to a generic signature verifil
cation algorithm, using the public key XB
. If Eq. 11
is not verified, A stops the processing and discards
the message.
If the above-described checks are verified, A analyzes the list of responses UB delivered by B , to
check if there is a response to the challenge it sent
in the previous slot-frame. If a correspondence for
A is found (through matching with the ephemeral
public key used in the previous challenge), A takes
the corresponding element UBA and performs the
computation reported in the following Eq. 12.

mAB = UBA,2 − xlA · UBA,1 =
l
= [sB · (aA,i − bA,j ) + wBA ] · XA
− xlA · wBA · G =
h
i
l
= sB · (aA,i − bA,j ) · XA
.
(12)

•

•

We notice that, in case aA,i = bA,j , i.e., the UAVs
A and B mapped their positions into the same tile,
then mAB = O, where O refers to the infinity point
of the selected elliptic curve. The other case is when
mAB 6= O. In this latter case, A realizes that the
location occupied by B does not interfere with its intended movement; therefore, it discards the message
from B and continues its processing. Conversely,
when mAB = O, A realizes its movement could
bring it in proximity of the UAV B —in Sec. 4.5 we
introduce the strategy used by PPCA to agree on a
shared safe path.
To conclude the Received Message Processing step, A
stores the challenge received by B , to be used in the
following Responses Generation step.
A executes the operations reported in the previous
Received Message Processing step for each broadcast
message of the PPCA
protocol received
by any UAV
h
i
in the time-frame ti , ti + T̃M AX . For each message,
it also stores in U the new entry < Xnl , En > received
by that particular UAV.
At the time ti + T̃M AX , if no collisions have been
detected by A, the UAV A moves from its initial
position to the new position, being sure that this
movement does not generate any collision with any
remote UAV (as described in Sec. 4.2). Conversely, if
a collision has been detected, the UAV could have
a new route, that does not collide with the UAV
B . Though, it could collide with other UAVs in the
neighborhood. For both scenarios, a new challenge
is generated for the new future position, and the
protocol runs as previously-described, for the newly
advertised position.

UAV A

UAV B

SSL/TLS Connection Establishment

aA,i
?

bB,j = aA,i

P

Extract Path P
in the tile bB,j

Adjust Trajectory
X

Figure 5. Sequence diagram of the Agreement phase of PPCA, assuming two UAVs A and B have previously detected co-location.

Note that the protocol described above allows to securely
identify an upcoming co-location between the location advertised by A at the time instant ti , namely aA,i , and the
position of B at the time instant tj , namely bB,j . However,
we notice that this co-location event in the protocol does not
bring to a physical collision (or risk of thereof) between the
two UAVs. This occurs since A is testing the proximity with
any other entity before entering the tile aA,i , thus detecting
in advance any possible collision. Finally, we highlight that
a change of the path triggers a new asynchronous run of
PPCA, to test if the new movement generates co-locations.
4.5

Agreement Phase

The final phase of PPCA, namely the Agreement Phase,
involves a direct connection between the UAVs A and B ,
to agree on a shared path to avoid a physical collision. We
remark that the most important building block of PPCA is
in the Co-Location Detection Phase detailed in the previous
subsection. As a result of the detection of the approaching
collision, almost any agreement scheme can be used to
securely avoid the collision, provided that it does not expose
the location of the vehicles on an insecure wireless channel.
For completeness and consistency, we hereby present a
simple scheme involving the direct connection between A
and B , to agree on a shared path. Fig. 5 reports the sequence
diagram of the interactions between A and B .
The agreement phase involves a direct connection between A and B , secured via a standard SSL/TLS connection.
We stress that this is not an issue for UAVs, as they already
leverage SSL/TLS to securely communicate with remote
coordination entities. Also, note that the connection can
be set up using the ephemeral private/public key pairs
l
l
< xlA , XA
> and < xlB , XB
> used by A and B to broadcast their challenges and responses in the previous phase,
respectively. Specifically, the following steps are executed:
•
•

A proves to B the knowledge of the tile where it is
located. To this aim, it delivers the tile aA,j to B .
On receiving the message from A, B first verifies that
aA,j == bB,j . If this latter check is verified, B selects
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•

•

a path P , made up of a sequence of points in the tile
aA,j and time τ , indicated via the latitude, longitude,
and altitude geographical coordinates. Then, it delivers this path P to A. Note that a maximum of 2 paths
can be selected by B , so that none of the drones can
guide the other towards a forced path.
A evaluates if its path intersects (or is very closed to)
the path reported by B . If any of the points reported
by B is too close to the ones that will be occupied by
A, A adjusts its trajectory, accordingly.
As a result of a successful negotiation, A emits an OK
message, closing the connection towards B .

We notice that although A and B could share their
locations, this cannot be considered a privacy issue. Indeed,
the connection is secured against eavesdroppers through the
well-known SSL/TLS, and the controlled sharing of the path
in the current tile is now indispensable, given that A and B
are co-located and there is a non-negligible risk of collision.

5

S ECURITY C ONSIDERATIONS

In this section, we discuss the security features offered by
PPCA. Sec. 5.1 identifies the main offered security services,
while Sec. 5.2 provides a formal verification using ProVerif .
5.1

Security Services

PPCA offers the following security services.
Location Privacy. In the Co-Location Detection Phase,
PPCA guarantees the detection of the proximity between
UAVs, without exposing or revealing their locations. Specifically, looking at the challenge generated by a UAV A,
namely EA , the cryptographic element containing the
l
mapped location aA,i is EA,2 = (aA,i + µA ) XA
. Any UAV
B receiving the challenge from A uses its own location
to generate the cryptographic element UBA,2 = sB EA,2 +
l
(qB − sB bA,j ) XA
. Even assuming an adversary that performs an offline brute-force/guessing attack using all the
possible locations, the determination of the locations aA,i
and bA,j would require the knowledge of the nonces µA ,
qB , and sB , never revealed. Moreover, not even the entity
A can learn anything else about the location of B , more
than its possible matching with its own location. Indeed,
the value mAB is computed by A using the values UBA,1
and UBA,2 provided by B and created, in turn, using the
challenge EA and random nonces. Only if aA,i == bA,j ,
then mAB = 0. For all the other cases, mAB 6= 0, and A
learns nothing about the location bA,j . We also emphasize
that, to launch an online brute-force/guessing attack like
the one discussed in Sec. 2, A should be able to obtain a
response UBA for any possible location, that is reasonably
unfeasible, as B should reply to a number of messages
equal to the number of possible locations (≈ 1011 , based
on the specific tessellation), to the same requester, in a short
time. Therefore, under standard security assumptions, the
locations of the UAVs are not revealed, while still allowing
the detection of any upcoming co-location. In Sec. 5.2, using
ProVerif , we formally prove the privacy of the location of
the entities in PPCA. Finally, in the Agreement Phase, the
path of the entity B in the current tile is revealed only to
the entity A, over a wireless connection secured via the

SSL/TLS protocol. We do not consider this as a privacy
issue, as it is a mandatory step to avoid collision.
Impersonation Attacks. In principle, being PPCA a
broadcast connection-less protocol, it could be subject to
impersonation attacks. Given that PPCA messages include
a signature σn , generated using the private key of the emitting UAV, namely xln , the adversary could not forge fake
messages. However, it could replay received messages, just
before the expiration time. This replayed message cannot
be distinguished from a legitimate one and would lead to
an impersonation of the entity that transmitted the message.
However, we notice that such an attack does not lead to the
disclosure of any private information. Indeed, being not in
possession of the private key used to generate the message,
the attacker could not access the location of the device that
emitted the message. Moreover, given that the following
computations of PPCA require access to the private key, the
attacker could not even induce a response by a target remote
UAV to obtain information. Thus, it is not possible for an
entity to complete PPCA. Therefore, from the adversarial
perspective, such an attack is reduced to a Denial of Service
(DoS), that does not harm our security objectives.
Protection against Messages Modification. Each broadcast message of PPCA includes the signature σn , computed over all the parameters used to verify the collision.
Moreover, the message contains the ephemeral public key
of the sender, namely, Xnl . Therefore, any receiver can
verify the integrity of the received message by decrypting
the signature σn . Any modification to any of the values
En , Un , Rn , hn , αn , τn , Cnl implies a fail in Eq. 6 and Eq. 11,
and thus, the rejection of the message.
Considerations on Energy Depletion Attacks. An adversary could try to launch energy depletion attacks, by
forging fake PPCA messages or replaying old messages.
PPCA protects against such attacks in three different
ways. First, each message contains the signature, generated through an ephemeral private key emitted by the
TTP. Therefore, in line with the previous discussions, a
message is discarded if: (i) the signature does not pass
the verification process; or, (ii) the signature is generated
through a private/public key pair not released by the TTP.
Furthermore, if the adversary replays a message after its
expiration time τn , it is discarded. Therefore, any forged or
replayed message launched to achieve an energy depletion
attack forces the victim(s) to verify a signature only, in the
worst case, and not to execute the whole scheme.
Considerations on Wireless Localization Attacks. A
passive but distributed adversary can deploy multiple antennas over a wide area, and try to localize a UAV by using
either the Time of Arrival (ToA) or the Received Signal
Strength (RSS) of the PPCA messages. To protect against
these attacks, PPCA uses multiple (L) rolling ephemeral
private/public key pairs, released by a TTP, and it changes
randomly the transmission power of the messages. When
the adversary cannot link part or all the public keys to the
legitimate entity, the above strategies are effective, since they
force the adversary to work with a reduced set of messages,
degrading the effectiveness of the above-described localization strategies. Note that the above strategies are effective
until the adversary cannot link part or all of the public keys
to the legitimate entity.
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5.2

Formal Verification using ProVerif

The most important objective of PPCA, i.e., the secrecy of
the location of the participating entities, has been formally
verified using the formal verification tool ProVerif [41], in
line with many recent scientific contributions on network
security [42], [43] [44]. ProVerif is definitely the most correct
choice for security analysis when applying a cryptographic
primitive in a new application, in combination with additional security services and functionalities.
ProVerif leverages two main assumptions: (i) the cryptography primitives of the protocol are robust; and (ii), the
attacker knows the cryptography techniques and the related
public values. Rooted on these assumptions, ProVerif assumes an attacker having capabilities consistent with the
Dolev-Yao model, i.e., able to access, modify, delete, and
forge new messages on the communication channel, and it
tries to perform all the possible attacks using the defined
knowledge. In case a possible attack is found, ProVerif also
lists the steps needed by the attacker to break the protocol.
We verified the security of PPCA in ProVerif assuming
two entities A and B , as discussed in Sec. 4. Specifically, we
tested two security features: (i) the secrecy of the locations
of both locA and locB during the execution of the protocol;
and, (ii) the resistance to off-line guessing attacks on the
locations locA and locB .
Concerning the properties we want to verify, ProVerif
provides the output not attacker(elem[]) is true when the
attacker is not in possession of the value of elem, while the
output not attacker(elem[]) is false is provided if the attacker
can obtain the value of elem. Similarly, ProVerif provides the
output weak secret(elem[]) is true when the attacker cannot
launch offline guessing attacks on the value elem, while it
provides the output weak secret(elem[]) is false when offline
guessing attacks on the value elem are possible.
The excerpt of the output of the ProVerif tool, when
executed on a local machine, is shown in Fig. 6.

6

P ERFORMANCE A SSESSMENT

This section provides an extensive performance assessment
campaign of PPCA. Sec. 6.1 shows the capability of PPCA
to detect and avoid collisions; Sec. 6.2 discusses the implementation of PPCA; Sec. 6.3 shows the computational and
bandwidth overhead of PPCA, while Sec. 6.4 focuses on
the energy consumption. Finally, Sec. 6.5 is dedicated to the
comparisons.
6.1

Collision Avoidance

In this section, we test the capability of PPCA to timely
detect collisions. To this aim, we implemented the logic
of PPCA in the Matlab R2020b software tool. We set up
multiple simulations (1, 000), running each for 1, 000 s. We
defined a geographic area of 1 km2 × 120 m, where various
UAVs could move according to a uniform straight motion,
with random velocity and angle. At each period Ts = 1 s, we
change randomly the module of the velocity of each UAV,
while every TM AX = 3 s we test the proximity of each UAV
to all the other ones in the area. We also set up a maximum
speed of VM AX = 20.88 m/s (approx. 75 km/h), a guard
space φn = 5 meters, and a time TM˜AX = 3.04 seconds,
where the additional 0.04 s refer to the time needed by
an UAV to compute a PPCA response for each UAV in
the scenario (see Sec. 6.3). In this scenario, we evaluate the
capability of PPCA to detect collisions in time, i.e., to avoid
that any two UAVs come at a mutual distance less than φn .
Fig. 7 reports the collision avoidance ratio of PPCA, i.e.,
the ratio between the number of detected (and avoided)
collisions and the overall number of potential collisions,
while varying the radius of the capsule used to identify the
collisions in advance. The results have been reported along
with the 95% confidence interval.

Verification summary:
Weak secret locA is true.
Weak secret locB is true.
Query not attacker(locA[]) is true.
Query not attacker(locB[]) is true.
Figure 6. Excerpt of the output provided by the ProVerif tool.

The output of the tests show that: (i) the locations of
the entities, i.e. locA and locB , are not exposed to the
attacker; and, (ii) the way locA and locB are used in PPCA
protects them against off-line guessing attacks, originated
from their low entropy. Thus, PPCA can effectively protect
the locations of the entities participating in the scheme,
while also ensuring effective collision-avoidance properties.
The source code of PPCA in the ProVerif tool has been
also released as open-source [45], to allow interested readers
to verify our claims and further use our code as a ready-touse basis for their software protocol verification.

Figure 7. Collision Avoidance Ratio of PPCA, varying the radius of the
capsule.

We notice that the selection of a value of the capsule
radius less than the optimal, defined in Eq. 3, leads to suboptimal performances. Indeed, for any value R < RA , there
could be some possible collisions that are not detected in
time, that could result in physical collisions. At the same
time, increasing R towards RA improves the performance.
Finally, selecting Rn = VM AX · TM˜AX + φn + M AX , i.e.,
Rn = 20.88 · 3.04 + 5 + 6.56 ≈ 75.04 m, we have that 100%
of the possible collisions among UAVs are detected in time.
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Note that, once a possible collision is detected, the UAVs
can agree on a shared safe path. Assuming the same setup,
we also investigated the effect of an increasing number of
UAVs. We obtained results similar to the ones in Fig. 7,
confirming that PPCA is effective in preventing collisions
also with multiple UAVs.
The results obtained above have been confirmed through
real experimentation. As shown in the video available
at [45], we verified that two UAVs can detect co-location and
avoid collision, without getting closer than the guard space
RA . Finally, note that achieving the highest possible collision
avoidance ratio brings also a few false-positives. However,
investigating the trade-off between collision avoidance capabilities and the false-positive ratio is out of the scope of
this manuscript.
6.2

Implementation Details

We implemented a prototype of PPCA on the 3DR-Solo commercial drone [46]. The 3DR-Solo features a CPU i.MX6 Solo
manufactured by Freescale System, connected to a Pixhawk
autopilot. It also includes a single-core processor 1.00 GHz
ARM Cortex A9, 7, 948 MB of ROM, and 512 MB of RAM.
A powerful feature of the ARM Cortex A9 within the 3DRSolo drone is the integration of a Cryptographic Acceleration and Assurance Module, a True and a Pseudo-Random
Number Generators. These features allow executing atomic
big number modular operations and Elliptic Curve Cryptography (ECC) cryptographic primitives using hardware
accelerators, with notable advantages in terms of efficiency
and real-time capabilities. As for the OS, the 3DR-Solo drone
runs the 3DR Poky OS, based on the popular Yocto Linux
Project [47].
We implemented PPCA in C, and we integrated it within the
stock 3DR Poky OS version 1.5.1, at the layer-2 of the protocol stack. We used the popular library OpenSSL (version
1.0.0) to implement multi-precision ECC operations [48]. For
the experimental evaluation, we selected four elliptic curves,
i.e., secp128r1, secp160r1, secp192k1 and secp256k1. According to the most recent guidelines published by the NIST,
these curves provide security levels equivalent to 64, 80,
96, and 128 bits in the corresponding symmetric key setting [49]. While most of the actual systems recommend the
usage of a security level equivalent to 80 bits, we evaluated
PPCA with different elliptic curves and security levels, to
allow the UAV operator for full customization of the offered security services. As for the supporting cryptographic
operations, we used the SHA − 256 as the hashing function, and a sound cryptographic Pseudo Random Number
Generator (PRNG) (/dev/urandom) seeded with 2, 048 bits.
The interested readers can find a video showing the basic
functionalities of PPCA in a small-scale environment at [45].
We first highlight that our implementation in the 3DR Poky
OS requires 18, 996 bytes of Flash Memory and 10, 161 bytes
of RAM. As a first important investigation, Fig. 8 reports
the average duration of the basic ECC operations required
by PPCA, when executed on the 3DR-Solo drone, over
different elliptic curves, each providing distinctive security
features. The figure also reports the 95% confidence interval,
computed over 1, 000 tests. The results show that ECC
operations are executed in a limited time, thanks to the

Figure 8. Time to execute ECC operations on the 3DR-Solo drone,
considering different elliptic curves.

specialized support offered by the OpenSSL tool. Specifically, taking as a reference the curve secp160r1, EC Point
Addition operations can be completed in 0.03035 ms, while
ECC scalar point multiplications are executed in 3.215 ms.
Overall, these results demonstrate that ECC operations can
be executed almost in real-time on a modern UAV. When
necessary, lower security levels can be used, such as the
64 bits-security offered by the curve secp128r1. At the same
time, if and when necessary, stronger curves can be used
as well, such as secp256k1, offering higher security level
(128 bits), at the cost of a little increase in the computational
and bandwidth overhead. Additional details on the tools
used to work with open-source commercial UAVs can be
found in our recent work in [34].
6.3

PPCA in the Wild

In this section, we investigate a few important metrics of
PPCA, by focusing on the Co-Location Detection phase.
Computational Overhead. Leveraging the prototype described in Sec. 6.2, we evaluated the duration of the three
main steps of the Co-Location Detection phase of PPCA,
i.e., the Challenge Generation, the Received Message Processing,
and the Response Generation steps. In line with the previous analysis, we evaluated the duration of each step by
assuming the use of different elliptic curves. We further
optimized the implementation of the Co-Location Detection
phase, through the pre-computation of some parameters.
Specifically, these parameters include the terms µn · G and
µn · Xnl in the Challenge Generation Step, and the term qn · G
in the Received Message Processing. Note that pre-computing
the above values allows to speed-up the computations
in the online phase, at the expense of a little increase in
the storage requirements of PPCA (i.e., the storage of 3
elliptic curve points). Fig. 9 reports the results of our experimentation. Note that, independently from the adopted
curve, the Received Message Processing step is the most timeconsuming. For instance, focusing on the curve secp160r1,
completing this step takes 22.93 ms (19.68 ms adopting
pre-computations). The Received Message Processing is the
only step of the Co-Location Detection phase that, in most of
the cases, does not have strict real-time constraints. Indeed,

14

Figure 9. Time required to execute the steps of the Co-Location Detection Phase of PPCA on the 3DR-Solo drone, considering different elliptic
curves—without and with pre-computations.

when a PPCA packet is received by a UAV, only the response
list contained in the packet should be processed in real-time,
to identify a potential collision. These operations, including
also the verification of the signature and the certificate, and
the computation of the value mAB , take only ≈ 7.87 ms
(with the curve secp160r1). Conversely, all the remaining
operations in the Received Message Processing step can be
executed at any time, provided they commit before the
starting of the time-slot selected by the UAV for transmitting
its PPCA message. When this time-slot starts, we notice that
the Response Generation and the Challenge Generation should
be executed as fast as possible. This is necessary to have
a match between the location used for the computation of
the cryptography materials and the location of the UAV at
the time of the delivery of the PPCA message. Focusing
on the curve secp160r1, the adoption of pre-computations,
and the reception of a single message from a remote entity
(for the Response Generation step), these operations take only
3.912 ms and 4.975 ms for the Response Generation and the
Challenge Generation step, respectively.
We also notice that the time required by the Response
Generation step depends on the number of valid challenges
received by the UAV in the time-frame between two consecutive PPCA messages. To provide further insights on the
scalability of PPCA, we investigated the time required to
execute the Response Generation step, assuming the presence
of an increasing number of remote UAVs in the area, from 1
to 10. We report the results in Fig. 10.
We notice that the duration of the Response Generation
step is linear to the number of challenges received inbetween two consecutive PPCA messages, and it takes 1
elliptic curve multiplications and 2 elliptic curve additions
to complete, for each response. Therefore, assuming to receive 10 challenges in-between two PPCA messages and to
work with the curve secp160r1, it takes on average 39.09 ms
to complete the Response Generation step. Assuming that the
UAV moves at the maximum speed of VM AX = 20.88 m/s,
it implies a maximum delay of 44.065 ms from the time
when the location is acquired to the time when the message
is delivered (this includes also 4.975 ms required for the
execution of the Challenge Generation step). Overall, this

Figure 10. Time required to execute the Response Generation step on
the 3DR-Solo drone, considering different elliptic curves, varying the
number of remote UAVs.

delay translates in a maximum displacement of only 0.92 m
between the location used in the cryptography operations
and the one experienced at the time when the message is
delivered (this difference has been considered in the tests
reported in Sec. 6.1). When more drones are in the neighborhood, the UAV can further tune the parameters of PPCA,
in a way to avoid consistent misplacement between the two
above-mentioned locations. Assuming a linear model in the
form y = ax + b, Table 2 shows the values of the coefficients a and b that can be used to model the average time,
considering x UAVs in the same communication range.
Table 2
Coefficients of the model of the time to execute the Response
Generation, with different elliptic curves, increasing the remote UAVs.
Elliptic Curve
secp128r1
secp160r1
secp192k1
secp256k1

a
2.7186
3.9093
5.819
10.1211

b
3.6404 · 10−15
2.427 · 10−15
1.2135 · 10−14
1.4562 · 10−14

Bandwidth Overhead. We also consider the bandwidth
overhead generated by the adoption of PPCA. For this evaluation, we evaluate the overall number of bytes delivered
by a UAV at run-time, during the co-location detection phase.
Moreover, we also evaluate the number of MAC-layer messages delivered by the UAV, considering that an Maximum
Transmission Unit (MTU) of 1, 500 bytes is available at
the MAC layer. Moreover, we fixed a size of 4 bytes for
the values of On , Rn , hn , αn , and τn . In Fig. 11 we show
the overall payload size of the messages generated during
the co-location detection phase of PPCA by the UAV, while
varying the adopted security level and the number of UAVs
in the scenario. Indeed, we notice that the higher the number
of UAVs that are located in the same transmission range,
the higher the number of challenges received by a UAV
in the time TM AX , and therefore the higher the number of
responses that will be included in the PPCA message.
The higher the security level, the higher the size of the elliptic curve points, and the higher the bandwidth overhead.
However, we notice that the security level has generally
a smaller impact than the number of remote UAVs on the
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consumption of each step of the Co-Location Detection Phase
of PPCA according to Eq. 13.
Z T
E[mJ] = 15.11V ·
i(t)dt,
(13)
0

where 15.11 V is the voltage of the battery powering the
drone, i(t) is the instantaneous drained current, i.e., 20 mA,
while T denotes the duration of the measured operation, as
measured and reported in Fig. 8 and Fig. 9, respectively. We
reported our results in Fig. 12 and Fig. 13, respectively.

Figure 11. Bandwidth overhead and number of MAC-layer messages
required by PPCA per UAV, assuming an increasing number of UAVs in
the neighborhood and different security levels.

bandwidth overhead. Overall, considering 10 remote UAVs,
no more than 2 MAC-layer messages are delivered by each
of them, resulting in a very limited overhead. Assuming a
linear model in the form y = cx + d, Table 3 shows the
values of the coefficients c and d that can be used to model
the payload size, when x UAVs are located in the same
communication range.

Figure 12. Energy Consumption to execute ECC operations on the 3DRSolo drone, considering different elliptic curves.

Table 3
Coefficients of the linear model for the bandwidth overhead of PPCA
per UAV, with an increasing number of UAVs and different security
levels.
Elliptic Curve
secp128r1
secp160r1
secp192k1
secp256k1

6.4

c
96
120
144
192

d
872
880
888
904

Energy Consumption

In this section, we estimate the energy consumption of
PPCA, by focusing on the Co-Location Detection Phase.
To this aim, we used the telemetry data conveyed by the
3DR-Solo drone through the MAVLink protocol. Specifically,
to estimate the energy consumption generated by our protocol, we measured the difference in the current drained by
the drone between two different states: (i) at rest, without
any additional operation; and, (ii) during the execution of
a particular task, being it an ECC operation, or a specific
step of the Co-Location Detection Phase. By comparing the
two states, over a number of 1, 000 runs, we computed an
average difference of approximately 20 mA in the electric
current drained by the drone. Given that the only difference
in the two states is the execution of the operations required
by PPCA, we concluded that 20 mA is the average instantaneous current drained by the CPU i.MX6 Solo to perform
the required operations. Through the MAVLink protocol,
we also measured the voltage of the battery powering the
drone, i.e., 15.11 V. Therefore, we estimated the energy

Figure 13. Energy Consumption required to execute the steps of the CoLocation Detection Phase on the 3DR-Solo drone, considering different
elliptic curves—without and with pre-computations.

In line with the results reported in Sec. 6.3, the operations
requiring more time are also the most energy-consuming.
Specifically, we notice that an ECC point multiplication
operation over the curve secp160r1 requires 0.6412 mJ,
while the ECC point addition operation on the same curve
requires 0.0077 mJ. At the same time, when only a single
remote UAV is present in the neighborhood, a UAV spends
more energy in the Received Message Processing step, which
accounts for approximately 6.93 mJ (5.95 mJ with precomputations) when performed on the curve secp160r1. To
provide a reference benchmark of the consumed energy,
we measured the consumption of the 3DR-Solo propellers,
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in the hovering state. In particular, the propellers required
an additional 760 mA when in hovering (580 mA) and a
voltage (battery) of 15.11 V. Therefore, over the same time
required by the Received Message Processing step (assuming
the usage of the curve secp160r1), the propellers consume
263.32 mJ—226.00 mJ considering the time taken using precomputations (approximately 38 times more).
As the capacity of the battery running the 3DR-Solo is
282, 860 J (5, 200 mAh), the most energy consuming step,
i.e., Received Message Processing, consumes ≈ 2.45 · 10−6 %
of the battery. In Sec. 6.5, we compute the overall energy
consumption of a single instance of PPCA, and we use it to
compare PPCA against benchmark solutions.
6.5

Comparison

We hereby compare PPCA against competing solutions,
both qualitatively and quantitatively. First, Table 4 reports
a qualitative comparison between PPCA and the techniques
described in Sec. 2. Note that competing approaches such
as [9], [11], and [12] rely on dedicated sensors installed
on-board. Although they do not rely on the knowledge
of the UAVs location, they often require pre-deployment
calibration, and they are effective only in the close proximity
of the UAV. Moreover, they are not effective when the speed
of the approaching UAV is high, as they could detect a
possible collision too late to avoid it. At the same time, the
approach in [14] relies on the deployment of a dedicated onground ad-hoc network, which is impractical in most scenarios. Compared to the discussed schemes, PPCA emerges
as the only solution that can guarantee privacy-preserving
co-location detection and collision avoidance without relying on dedicated sensors on-board, while not requiring
an ad-hoc ground control network. PPCA is effective also
with high-speed approaching UAVs, where traditional approaches based on sensors could not be always effective,
due to the reduced detection range. Note that PPCA is not
meant to be a replacement of the discussed solutions, but
can be deployed in conjunction with them, to increase the
capability to proactively avoid collisions with remote UAVs.
Table 5 reports the qualitative comparison of PPCA against
state-of-the-art approaches for privacy-preserving proximity detection. Note that the existing protocols for privacypreserving proximity testing are inherently not suitable for
privacy-preserving collision avoidance on UAVs. Indeed, most
do not support multiple entities, do not envision mobile
space tessellation, and they are peer-to-peer unicast protocols, often requiring pre-shared keys. Conversely, PPCA can
provide all the above features, not requiring an online TTP
and being robust also to energy depletion attacks.
To provide further insights, we also compare PPCA
against the reference scheme presented in [15]. The protocol
in [15] executes between two parties, through the exchange
of dedicated unicast messages over a secure connection. The
protocol is based on modular operations over cyclic groups,
and it requires previous knowledge of the mutual public
keys. In the following, we assume that the entities already
know the public key of the remote device, and they already
established the secure connection. To test proximity, the
protocol in [15] requires 4 logical messages. Specifically, the
first two messages allow the entity A to verify its proximity

with B , while the other two allow the same for entity B . The
protocol is based on modular addition and exponentiation
operations over prime finite fields. In each couple of messages, the challenger executes 3 modular exponentiation and
1 modular inversion. The challenged entity, instead, executes
4 modular exponentiations.
We implemented the operations of [15] in 3DR Poky, and
we tested its performance on the 3DR-Solo. Specifically, we
evaluated the time required by the modular exponentiation,
addition, and inversion operations, by considering the sizes
of the prime number p providing the same security levels
evaluated for PPCA. For instance, the security level 80 bits
provided by the elliptic curve secp160r1 is provided also by
modular operations on finite fields of size |p| = 1, 024 bits.
For the energy consumption of the radio operations, we
considered that the radio of the 3DR-Solo is a chip of the
family AR9300, working with an input voltage of 3.3 V,
consuming 296.970 mA in TX mode and 187.879 mA in RX
mode with the IEEE 802.11b protocol [50]. Moreover, each
transmitted packet includes 1, 500 bytes (MTU), and it is
modulated with the standard Direct Sequence Spread Spectrum (DSSS) modulation using Differential Binary PhaseShift Keying (DBPSK), a Transmission Rate of 1.0 Mbps on
the 22 MHz channel bandwidth, and a Short Guard Interval
of 800 ns. Fig. 14 reports our results.

Figure 14. Energy consumption required by [15] and PPCA (with precomputations), assuming the presence of 2 UAVs. Within each bar, we
highlighted the contribution of the processing and radio operations.

Considering equivalent security levels, PPCA is always
less energy-consuming than [15]. This is due to several elements. First, modular operations required by [15] are based
on large prime numbers, necessary to guarantee the same
security level of ECC operations, resulting in higher computational overhead. Moreover, PPCA combines the response
to the challenger with the following challenge, reducing
the bandwidth overhead by exactly 1 logical message per
round. Assuming the presence of only 2 drones in the area
and the reference case of the security level 80 bits, PPCA
reduces the energy consumption by ≈ 84 % compared
to [15]. Note that this is the worst case: indeed, if more than
2 drones are considered, the solution by [15] would require
the setup of a dedicated peer-to-peer connection and 4
logical messages for each couple of UAVs. This is evaluated
in Fig. 15. Overall, assuming to adopt the 80 bits security
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Table 4
Qualitative comparison of PPCA against state-of-the-art approaches for collision avoidance on UAVs.
Ref.
[5]
[9]
[10]
[11]
[12]
[13]
[14]
PPCA

No specific
sensors
3
7
3
7
7
7
3
3

No sensors
calibration
3
7
3
7
7
7
3
3

No existing
connection
3
7
7
3
3
3
3
3

Effective with
high-speed UAVs
3
7
3
7
7
7
7
3

Effective with
unknown UAVs
3
3
7
3
3
3
3
3

No ad-hoc ground
infrastructure
3
3
3
3
3
3
7
3

Privacypreserving
7
7
3
3
3
3
3
3

Table 5
Qualitative comparison of PPCA against state-of-the-art approaches for privacy-preserving proximity detection in geo-social networks.
Ref.
[15]
[16]
[17]
[18]
[19]
[20]
[21]
[25]
[26]
[27]
[28]
[29]
[30]
PPCA

Broadcast
Protocol
7
7
7
7
7
7
7
7
7
7
7
7
7
3

No Pre-Shared
Keys
3
3
7
7
3
3
3
3
3
3
3
3
3
3

No Online TTP
3
3
7
7
7
3
3
7
7
7
3
3
7
3

Support for
Multiple Entities
7
7
7
7
7
7
7
7
7
7
7
7
7
3

7

Figure 15. Energy consumption generated by [15] and PPCA (with
pre-computations) on the 3DR-Solo drone, with an 80 bits equivalent
security level and an increasing number of UAVs, from 2 to 10.

level, when 2 drones are present in the same area, the single
drone running PPCA consumes approx. 23, 240 mJ for the
single run of the protocol. When 10 drones are located in
the same reception area, the energy consumption of PPCA
increases to 23, 280 mJ per UAV, which is only the 0.0082%
of the overall capacity of the battery powering the 3DRSolo. Overall, in this setup, PPCA allows to reduce the
energy consumption of ≈ 84.85 % compared to [15]. Finally,
assuming a linear model in the form y = ex + f , we note
that the energy consumed by PPCA on the 3DR-Solo drone
follows the model y = 281.5273 + 24929.4833 · x.

Mobile Space
Tessellation
7
7
7
7
7
7
7
7
7
7
7
7
7
3

Robustness to
Energy Depletion
7
7
7
7
7
7
7
7
7
7
7
7
7
3

C ONCLUSION

In this paper, we presented PPCA, a privacy-preserving, distributed, and lightweight solution for co-location detection
and collision avoidance on autonomous UAVs. PPCA enjoys
several key properties: (i) it can be deployed in conjunction
with legacy collision avoidance schemes; (ii) it is based on
broadcast wireless messages; (iii) it allows multiple UAVs to
detect possible collisions for high-speed approaching UAVs,
without revealing their locations; and, (iv) provides escape
maneuver towards a safe path.
PPCA is rooted in an analytical model based on an ingenious space tessellation, and it is supported by an extensive
experimental campaign run on a real 3DR-Solo drone. With
up to 10 remote UAVs in the neighborhood and the elliptic
curve secp160r1, PPCA requires only 44.065 ms to perform
the required computations (39.09 ms for the Response Generation and 4.975 ms for the Challenge Generation step, respectively). PPCA’s energy consumption totals 23, 280 mJ, with
a reduction of ≈ 84.85% compared to traditional privacypreserving proximity testing approaches. Future work will
strive to reduce further both the bandwidth and computational overhead of PPCA, and to extend it using location
tags, to improve robustness against location spoofing.
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J. Šeděnka and P. Gasti, “Privacy-Preserving Distance Computation and Proximity Testing on Earth, Done Right,” in ACM ASIACCS, 2014, p. 99–110.
P. Kotzanikolaou, et al., “Lightweight private proximity testing for
geospatial social networks,” ComCom, vol. 73, pp. 263–270, 2016.
M. Hezaveh and C. Adams, “An Efficient Solution to the Socialist
Millionaires’ Problem,” in CCECE. IEEE, 2017, pp. 1–4.
M. Hezaveh, et al., “Privacy Preserving Discovery of NearbyFriends,” in Int. Conf. on E-Technologies. Springer, 2017, pp. 41–55.
L. Guo, C. Zhang, and Y. Fang, “A Trust-Based Privacy-Preserving
Friend Recommendation Scheme for Online Social Networks,”
IEEE TDSC, vol. 12, no. 4, pp. 413–427, 2015.
K. Vu, et al., “Efficient algorithms for k-anonymous location privacy in participatory sensing,” in INFOCOM. IEEE, 2012, pp.
2399–2407.
Y. Wang, et al., “A fast privacy-preserving framework for continuous location-based queries in road networks,” Journ. of Netw. and
Comput. Applicat., vol. 53, pp. 57 – 73, 2015.

[27] R. Hwang, et al., “A novel time-obfuscated algorithm for trajectory
privacy protection,” IEEE TSC, vol. 7, no. 2, pp. 126–139, 2013.
[28] M. Dehghan, et al., “Privacy-preserving collision detection of
moving objects,” Wiley ETT, vol. 30, no. 3, p. e3484, 2019.
[29] L. Calderoni, et al., “Location privacy without mutual trust: The
spatial Bloom filter,” ComCom, vol. 68, pp. 4–16, 2015.
[30] B. Mu, et al., “Private proximity detection for convex polygons,”
Tsinghua Science and Technol., vol. 21, no. 3, pp. 270–280, 2016.
[31] D. Kim, et al., “Feasibility of a drone-based on-site proximity
detection in an outdoor construction site,” in Computing in Civil
Engineering 2017, 2017, pp. 392–400.
[32] Q. Zhao, et al., “Drone proximity detection via air disturbance
analysis,” in Unmanned Systems Technology XXII, vol. 11425. Int.
Soc. for Optics and Photonics, 2020, p. 114250L.
[33] Q. Zhao, J. Hughes et al., “Quadcopter proximity detection by air
disturbance analysis,” Tech. Rep., 2020.
[34] P. Tedeschi, S. Sciancalepore, and R. Di Pietro, “ARID: Anonymous
Remote IDentification of Unmanned Aerial Vehicles,” in ACSAC.
ACM, Dec. 2021.
[35] M. Vanhoef and F. Piessens, “Key reinstallation attacks: Forcing
nonce reuse in WPA2,” in ACM CCS, 2017, pp. 1313–1328.
[36] G. Oligeri, S. Sciancalepore, S. Raponi, and R. Di Pietro, “BrokenStrokes: on the (in) security of wireless keyboards,” in ACM WiSec,
2020, pp. 231–241.
[37] A. Coluccia and F. Ricciato, “RSS-Based Localization via Bayesian
Ranging and Iterative Least Squares Positioning,” IEEE Commun.
Let., vol. 18, no. 5, pp. 873–876, 2014.
[38] F. Ricciato, et al., “Position and Velocity Estimation of a NonCooperative Source From Asynchronous Packet Arrival Time
Measurements,” IEEE Trans. on Mobile Comput., vol. 17, no. 9, pp.
2166–2179, 2018.
[39] US Government, Dep. of Defense, “Global Positioning System
Standard Positioning Service Performance Standard,” https://
tinyurl.com/y4sd6jyh, 2020, (Accessed: 2022-01-09).
[40] M. Khodaei, et al., “Scaling Pseudonymous Authentication for
Large Mobile Systems,” in Proc. of ACM WiSec, 2019, p. 174–184.
[41] N. Kobeissi, et al., “Automated Verification for Secure Messaging
Protocols and Their Implementations: A Symbolic and Computational Approach,” in IEEE Euro S&P, 2017, pp. 435–450.
[42] P. Tedeschi, et al., “LiKe: Lightweight Certificateless Key Agreement for Secure IoT Communications,” IEEE Internet of Things J.,
vol. 7, no. 1, pp. 621–638, 2020.
[43] L. Hirschi and C. Cremers, “Improving Automated Symbolic
Analysis of Ballot Secrecy for E-voting Protocols: A Method Based
on Sufficient Conditions,” in IEEE Euro S&P, 2019, pp. 635–650.
[44] K. Mahmood, et al., “An elliptic curve cryptography based
lightweight authentication scheme for smart grid communication,” Elsevier FGCS, vol. 81, pp. 557–565, 2018.
[45] CRI-LAB, “Open-source code of PPCA in ProVerif,” https://
github.com/pietrotedeschi/ppca, 2020, (Accessed: 2022-01-09).
[46] 3DR Solo Website, “3DR Solo Website,” https://3dr.com/
solo-drone, 2020, (Accessed: 2022-01-09).
[47] 3D Robotics, “Yocto Linux,” https://tinyurl.com/y2axm74b, 2020,
(Accessed: 2022-01-09).
[48] OpenSSL Found., “OpenSSL - Cryptography and SSL/TLS Toolbox ,” https://www.openssl.org/, 2020, (Accessed: 2022-01-09).
[49] E. Barker, “Recommendation for key management: Part 1 - General,” NIST, Tech. Rep., May 2020.
[50] S. Keranidis, et al., “Experimental Evaluation and Comparative
Study on Energy Efficiency of the Evolving IEEE 802.11 Standards,” in Int. Conf. on Future Energy Systs., 2014, pp. 109–119.

B IOGRAPHIES
Pietro Tedeschi is Senior Security Researcher at Technology Innovation Institute, Secure Systems Research Center, Abu Dhabi,
United Arab Emirates. He holds a Ph.D. in Computer Science
and Engineering at HBKU-CSE, Qatar. He received his Master’s
degree with honors in Computer Engineering at Politecnico di
Bari, Italy. His security research interests lie in UAVs, Wireless,
IoT, Applied Cryptography.
Dr. Savio Sciancalepore is Assistant Professor at TU/e, Eindhoven, Netherlands. He received his Master’s and PhD both
from the Politecnico di Bari, Italy. His research interests include

19

applied wireless and network security issues in Internet of
Things and Cyber-Physical Systems.
Dr. Roberto Di Pietro, ACM Distinguished Scientist, is Full
Professor of Cybersecurity at HBKU-CSE. His research interests
include Distributed Systems Security, Wireless Security, OSN
Security, and Intrusion Detection. In 2020 he received the JeanClaude Laprie Award for having significantly influenced the
theory and practice of Dependable Computing.

View publication stats

