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Abstract—Cyber-physical attacks target the intersection of digital sys-
tems and physical infrastructure. To mitigate such threats, we introduce
a methodology based on harmonic radar and image classification, in-
spired by the human immune system’s self and non-self discrimination
mechanism. We evaluate our framework with a use case focusing on
authentication at the physical layer of USB devices—these latter de-
vices being a common vector for cyber-physical attacks. Our approach
achieves an average F1-score of 0.945 without requiring physical con-
tact or activation to distinguish self from non-self devices. The results
demonstrate the feasibility of the framework for reducing the attack
surface in cyber-physical environments. This work lays the foundation
for broader applications of harmonic radar in intrusion detection and
hardware authentication.

Index Terms—Harmonic radar, Cyber-physical systems, Hardware se-
curity, Wireless security, USB, Bio-inspired security.

1 INTRODUCTION

Cyber-physical systems (CPS) are integrated systems that
combine software and physical components. CPSs have
experienced rapid growth over the past decade in fields
such as telemedicine, smart manufacturing, autonomous
vehicles, the Internet of Things, industrial control systems,
and smart power grids [1]. As CPSs are integrated with
network infrastructures, they are vulnerable to cyberattacks
and network faults, but also to physical vulnerabilities and
physical attack vectors [2]. These vectors are numerous,
including widely used USB devices [3], [4]. The possibility of
evading detection using obfuscation techniques, as well as
the possibility of damaging the equipment used for malware
detection, calls for an adapted threat detection method to
mitigate cyber-physical threats.

Physical layer authentication (PLA) and fingerprinting
leverage the inherent characteristics of hardware compo-
nents to uniquely identify devices. These techniques use
variations in power consumption, electromagnetic emis-
sions, or signal reflections to create distinct fingerprints
for devices [4], [5]. Wireless PLA is also known as radio
fingerprinting when referring to the challenge of extracting
features from the received signal and attributing a finger-
print, which can uniquely identify the transmitting source
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[6]. Physical layer approaches have been widely applied
in wireless security, enabling robust authentication without
reliance on higher-layer protocols.

Harmonic radar is a technology that leverages the non-
linear response of a target to solicitation in the RF domain.
Specific use cases include detection for electronics, but also
tracking using RFID tags, e.g., to locate hornet nests [7].
In particular, when such a target receives a signal at a
fundamental frequency fy, it radiates a non-linear response
which is a multiple of the original frequency; that is, non-
linear targets will reflect back an infinite set of frequencies
multiple of the received one: 2 fy, 3 fo.... Due to the physical
limits, higher frequencies are not easily detectable and the
signal power exponentially decreases as the harmonic num-
ber grows. As a consequence, the first harmonic is usually
used for detection and tracking [8]. The intuition here is
that not only do the harmonic signals enable the detection
of electronics, but they also their classification, hinting at
a unique harmonic fingerprint for every device [9]. The
devices’ fingerprints collected with the harmonic radar can
be used to classify electronic components.

Intrusion detection systems (IDS) based on the human
immune system’s (HIS) offer an innovative approach by
mimicking the HIS ability to differentiate between self and
non-self. By establishing a baseline self for legitimate devices,
the IDS can identify deviations — non-self — indicative of
cyber-physical threats, such as modified or malicious elec-
tronics. Artificial immune systems have been implemented
to mitigate cybersecurity threats, such as attacks against
drones [10] and ransomware detection [11]. This princi-
ple aligns with harmonic radar’s capabilities. Signals at
harmonic frequencies generated by electronic components
can be used to create a unique fingerprint for each device
and establish the HIS-inspired self of the system. Devices
whose harmonic signature is not known are considered non-
self, malicious, and quarantined, thus possibly preventing
attacks on the cyber-physical system.

Contributions. In this paper, we aim to present the cy-
bersecurity impacts of harmonic radar technology and bio-
inspired threat detection. We detail a novel cyber-physical
threat classification method leveraging the harmonic radar
technology and claim the following contributions:

e We leverage harmonic radar and bio-inspired threat



detection to provide a wireless classification of elec-
tronic devices.

o The proposed methodology does not require the
activation of the fingerprinted devices.

e We demonstrate the feasibility of the proposed
methodology by applying it to the classification of
USB sticks. It can differentiate self and non-self USB
sticks with a minimum F1-score of 0.9373.

Outline. This paper is organized as follows. Section 2
introduces the background on bio-inspired models and elec-
tronic classification using harmonic radar. Section 3 details
the experimental setup and presents the proposed method-
ology based on self and non-self classification. Section 4
explores applications in USB security, demonstrating how
the methodology can detect cyber-physical threats. Section
4.2 presents experimental results, including self vs. non-self
classification performance, before concluding in Section 5.

2 BACKGROUND
2.1 Bio-inspired model

Bio-inspired model based on the human immune system
(HIS) mechanisms have been successfully applied in in-
formation security for solving various challenges [12]. The
immune system is a system of structures in a living body
that differentiates foreign pathogens from its own cells and
defends the human body against them. The unique features
of self and non-self discrimination, self-organization, and
parallel management, make it an ideal candidate for various
applications in cybersecurity. Models inspired by the human
immune systems are generally split into: 1) self and non-self
discrimination; and, 2) approaches based on danger theory
[12]. The latter is applied to network architectures, while the
former is applied to anomaly detection [13], [14].

2.1.1 Self and non-self

Self and non-self-discrimination are based on a universal
set of patterns called U/, composed of two subsets S and
N such that Y = S UN. The universal set of pattern U/ is
the union of the set of self-patterns S and the set of non-
self patterns . By extension to the cyber-physical world,
S can represent legitimate and acceptable events, while N/
represents illegitimate events. The resulting detection sys-
tem is D(¢, u) where ¢ represents a classification function
and p a set of selected patterns from U/ called the memory
of the classification system. ¢ maps a memory set p to a
selected pattern s € U, with two possible boolean values
True or False for normal and abnormal events, respectively
[12]. Figure 1 depicts the human immune system self and
non-self, as well as its extension to the cyber-physical world.
In this article, we extend the principles of self and non-
self-determination to detect cyber-physical threats. The self-
patterns S contain all the normal device representations
from the physical world, while the set N represents all the
devices that are abnormal and may have been maliciously
modified.

2.2 Harmonic radar

Radars are remote detection systems with a transmitter
(TX) that emits an RF wave at a specific frequency f
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Fig. 1: Comparison of self/non-self discrimination in the
human immune system and cyber-physical intrusion detec-
tion. Biological self-cells and non-self cells are represented
as self-events (legitimate) and non-self events (malicious)

and phase ¢, and a co-located receiver (RX) that detects
reflections at this frequency. The transmitted wave travels
through the air, striking objects in its path; part of this
energy reflects back to the receiver. A detected signal at
the transmitted frequency indicates a target is within the
radar’s range. This type of behavior, where the return signal
matches the transmitted frequency, is known as a linear
response. Harmonic radars work differently, by detecting
harmonic frequencies that are multiples of the fundamental
frequencies, i.e., f1 = 2fo, ..., fn = (n + 1) fo. Some objects
generate harmonics when struck by the radar signal, which
is known as non-linear behavior. Harmonic radar has been
used in a diversity of use cases, including insect tracking [7],
battery cell detection [15], or vital signs detection [16].

2.2.1 Electronics detection and classification

Objects that exhibit non-linear behavior are rare in natural
environments and are most likely man-made objects, such as
metal-to-metal junctions inside semiconductors. This makes
harmonic radar an attractive technology for electronic de-
tection in indoor environments. Perez et al. [8], [9] introduce
ICED, a system that enables: 1) the identification of devices
from a predefined set; and, 2) the detection of previously
unknown devices. Leveraging harmonic radar technology,
ICED captures signals at the first harmonic of the radar’s
transmit frequency, revealing fingerprints to classify elec-
tronics such as smart cameras and smart tags, even when de-
vices lack a network interface or are powered off. In the cited
paper, the evaluation on a dataset of 17 devices shows ICED
achieves 97.6% accuracy when identifying known devices
and 69.0% balanced accuracy when classifying unknown
devices as unknown.

3 TESTBED AND METHODOLOGY

In this section, we describe how we processed the harmonic
signal samples resulting from our data collection to classify
and authenticate electronic devices. The testbed used in the
experiments is provided in Section 3.1. The methodology is
provided in the following Section 3.2.
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Fig. 2: Experimental setup. A HackRF signal is amplified
and filtered before being transmitted to the electronics under
scrutiny. The receiving side filters out the fundamental
frequency and the URSP receives and amplifies the first
harmonic

3.1 Testbed

A second log antenna LP0965 (RX), listens to 2fy. A high-
pass filter removes the fundamental frequency fy from the
collection and retains only the received harmonics compo-
nents. Finally, the general-purpose software-defined radio
Ettus X310 USRP amplifies and processes the signals. To
process the harmonic signals, we used the open-source GNU
Radio software radio ecosystem.

The implementation of the Convolutional Neural Net-
work (CNN) was designed using Python 3.12.3 and Pytorch
2.3.0+cul18 open-source machine learning frameworks. The
training, validation, and testing were carried out on a node
belonging to a high-performance cluster. The GPU node
used for the experiments features 4 Nvidia V100 GPUs (32
GB each) and 256GB RAM.

3.2 Methodology

The proposed methodology aims to identify the unique
signature derived from the harmonic signals produced by
electronics when exposed to an amplified signal. To leverage
to the fullest the capabilities of computer vision algorithms,
we convert the IQ samples collected by the software-defined
radio to grayscale images. To this end, we compute the
frequency spectrum of the samples using the Fast Fourier
Transform. The Fast Fourier Transform has different sizes;
the higher the size, the higher the sampling rate. Addition-
ally, we stack several FFT samples to enrich the information
inside the image.

3.2.1

We train the convolutional neural network using images de-
rived from the harmonic responses 1Q samples. The result-
ing images are split into three datasets: the training dataset
Dyr, the validation dataset D,q;, and the testing dataset
Diest- The training dataset Dy, is composed of randomly
shuffled images derived from the data collection and makes
up 60% of the total dataset. The training is calibrated using
the validation dataset D,;, also generated with randomly
shuffled images. D, accounts for 20% of the total data.
The training phase is run 10 times to ensure the consistency
of the results. The metrics provided are the average of the
10 training rounds, the maximum, and the minimum. This
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3

reflects both the performance of the model as well as its
consistency.

Once trained, the model can attribute a collection of
IQ samples to a device, with an accuracy that will be
determined during the following testing phase. The self of
the device is determined by all the IQ samples that belong
to the corresponding class, while all the harmonic signals
belonging to other classes compose the non-self. For each
device and its corresponding class ¢ € C' — where C'is the
set of all existing classes, the model is able to determine its
self S¢ and its non-self N, where:

U=SUN=J(S.UN,) D
ceC

3.2.2 Testing

The testing dataset D;.; is also generated from randomly
shuffled images from the original dataset and comprises
20% of the total data generated. We define our primary
evaluation metric, the F1-score, as follows:

Precisi Recall
Fl-score = 2 x rec%s%on X teca 2)
Precision + Recall

The Fl-score balances precision and recall, serving as a
comprehensive metric when false positives and negatives
carry significant consequences [17]. After the training phase,
we compute these metrics on the entire D;.,; dataset, which
was not used during training. Here, the trained model
attempts to attribute samples — converted into images —
to the corresponding device. In addition to accuracy, we
analyze the model’s performance through precision, recall,
and F1-score, which provide insights into the model’s ability
to correctly establish the “self” classes and its robustness in
managing class imbalances.

4 DIGITAL IMMUNE SYSTEM: THESE ARE NOT MY
USBs

In this section, we apply the proposed methodology to
fingerprint USB devices and create a self and non-self har-
monic signal database, to detect potentially harmful devices
such as USB Killers.

4.1 Reference scenarios

To illustrate the potential applications of this methodology,
we propose two reference USB device scenarios where our
methodology could provide an additional layer of security.
We then experiment on the second scenario to validate the
feasibility of such an approach.

4.1.1

In industrial settings, maintaining the integrity of produc-
tion inputs is critical. The proposed methodology could
serve as a quality control tool on the production line,
enabling wireless verification of USB devices without any
device activation. The proposed methodology can detect
non-linear features of devices and verify that each USB stick
meets manufacturing specifications without excessively di-
verting from a reference harmonic signature. Such an ap-
plication would streamline production processes, enhance

Industrial production line monitoring



security by preventing unauthorized modifications, and po-
tentially reduce costs associated with manual inspection.
Harmonic radar monitoring in this context would ensure
that only conform devices reach the consumer.

4.1.2 Cyber-physical threat detection in industry settings

Cyber-physical systems, which integrate physical processes
with digital control, are vulnerable to attacks exploiting this
interconnection. USB devices are a common vector for cyber-
physical threats, enabling malicious actors to compromise
both the digital and physical domains of secure systems.
Without requiring activation or physical contact, the har-
monic radar can identify potentially dangerous devices,
notably USB Killers [3]. This wireless capability aligns with
stringent cybersecurity protocols, offering an added layer of
protection to detect cyber-physical attacks without taking
the risk of destroying the sandbox used for testing.

4.2 Experimental Results

We tested the methodology with a set of 76 devices related
to 19 different USB stick models. It is worth considering we
investigated devices from the same brand with very similar
designs, e.g., Sandisk Cruzer Blade 16GB, 32GB, and 64GB.
A USB stick model refers to a specific design or version
of a USB flash drive, defined by its manufacturer, features,
and specifications, such as storage capacity, form factor,
and supported technologies, e.g., USB 3.0. The USB sticks
were never activated during the experiments. To ensure
consistency, devices were placed at the same distance from
the radar and in the same orientation if they belonged to
the same stick model. This was to ensure that the modified
distance introduced no bias.

4.2.1 Parameters

The experiments reported in this section are conducted with
a fundamental frequency fy = 2.5G H z. USB 3.0 operates at
a frequency of 5 gigabits per second. Harmonic signals are
expected to be stronger at the frequency at which the devices
operate [8]. Picking a frequency of fy = 2.5GHz results in
the first harmonic f; = 5G Hz, maximizing the strength of
the harmonic response. To generate the images to be fed to
the CNN, we apply Fast Fourier Transform with 4096 as the
FFT size and stacked 128 spectra, crafting waterfall images.
The resulting images are input into Resnet34. ResNet-34
is lighter compared to deeper variants like ResNet-50 or
ResNet-101, reducing computational costs and the risk of
overfitting [18]. While ResNet-18 is an even lighter alterna-
tive, ResNet-34’s additional depth allows for more nuanced
feature extraction, making it particularly suitable for cap-
turing the subtle patterns in harmonic radar signals. Each
USB device has been illuminated by the transmitter for 15
minutes, resulting in a 1-hour collection for each class of
devices.

4.2.2 Self and non-self classification

In this scenario, we aim to distinguish between self and non-
self USB devices based on their harmonic signatures. The
binary classification task consolidates all self devices into a
single class and non-self ones into another class, reflecting
practical security requirements where the primary concern
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is in identifying threats. In particular, we train the model
to identify USB Killers, which can destroy a sandbox when
powered on [3]. This experiment provides insights into the
classifier’s ability to generalize and differentiate between
legitimate and not-legitimate categories. In this scenario,
the classifier behaves as an HIS-inspired intrusion detection
system where the devices whose signatures are known are
considered as part of the self. The proposed methodology
achieved an average Fl-score of 0.945 (cf. Table 1). The
Fl-score ranges from 0.9373 to 0.9493, with an average
of 0.9450. The Fl-score is therefore consistent through the
different rounds of training. The CNN classifier is very
effective at identifying non-self targets and hence possibly
preventing cyber-physical attacks.

Maximum
0.9493

Minimum
0.9373

Metric
F1-score

Average
0.9450

TABLE 1: Fl-score metrics for self and non-self classifica-
tion, with 16 USB Stick models included in the self and 3
considered non-self (76 USB sticks in total).

5 CONCLUSION

This paper introduced a novel bio-inspired methodology
leveraging harmonic radar for wireless classification and
authentication of electronic devices. By applying the hu-
man immune system’s self and non-self discrimination
paradigm, this approach provides a non-invasive method
for detecting cyber-physical threats. Experimental results
run over a PoC aiming at differentiating among USB drivers
validate the methodology’s effectiveness. In particular, in
the self vs. non-self classification scenario, the system
achieved an average Fl-score of 0.945. This methodology
disrupts traditional security paradigms by enabling passive,
activation-free device authentication, significantly reducing
the attack surface in cyber-physical environments.

Given its novelty and the preliminary outstanding results,
we believe our proposed methodology has the potential
to pave the way for next-generation authentication mech-
anisms.
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